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s FEEER 2 U T o L ER W LEHOZEEFTEIEICX L T PDF XEE K1, (R
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AETd, PLOP/PLOPDS o= R I ALY —id, TA47 T UDHERITHIEL T\
WEREN DI &b TEET,

» PLOP/PLOPDS 7’uaz/' 7337747 Z Y%, NET:Java (B—7L v F&5ETe) -
PHP« 7L — CCH T 7 U r—a VRS, < b TS S X 2B ER
RICRL<HELET,

PLOP/PLOPDS A4 AL, a~w  RIA4 Y=V T3 AT Z VDM ITHE B/ X—L T
W7,

14 0FE: #)$TO PLOP - PLOP DS



0.5 PLOP - PLOP DS D EH X

PLOP 5.3 128} D AT & -
s SREANAT AT ET Ty BT A — LOX G E B
> FERDISOBBEE~DX G E REET—R TTZ 4 —LT7 =V RIZT 78R TEH0H0
X2 VT 4T NAVOHRBEEMED pCOS A X T 2 — R 12
» pCOS a~<> R T A —/L%& B
» PKCS#11 %18 U 72 RSA B4 IZxT 5 PSS fF 5 b A ¥ — A2 3t
» Amazon CloudHSM {Z %} )i

PLOP 5.2 I8 A2 5 -
» RSA B4k 5 PSS 14 54k A % — DTk
» FEBE X 2 U T 1 RSA D720 D OAEP /37 1 7 A% — LTk

PLOP 5.1 IZ81F 25— D2 &
s EHEEX 2 VT 4 TUXNGERHEICL > TGRS N D ZEEOEEITH L TCE
a1k
s EAEYX 2V T 0 O TR LI TV D CEOFEM A IG5 729D pCOS A
vET72—2R11
» BRENAYT 4T T Ty N T A —AXEDT v ST — |
s SEANAUT AT FNVDF DI EIERANATEE LSRR
PLOP DS 5.1 IZ31F 2 B4 BEDOZE T & -
» RFC 5816 (SigningCertificateV2/ESSCertiDv2) (ZHt o 7= 2 A DA X v 7B O T
BAEERTDEDT 7 ANV A X & B % el
OCSP DO DH A I T AT a R
4% CRL 1T ki
CRL ifg & £ W ERZRIZ, FHIL 720 HTTP ~ v & (Zx 62
» PKCSH#11 =2 P NZBWTHED b — 7 U HERERED 55 £V 248 9 [AHEER
» N—R 2T X2V T EY 2—/L (HSM) % W5 Z4 1250
» 77 4L | T PAJES/CAdES B4 % Rk
s Ny Yol s BEADT D O Eb = P LESET S 725D PLOP DS D H A Z A
LR
» PDF AR ANNTIEE, 74 —A57 4 —/V R4 « XMP 7' 137 1 %
» PDFlib & W TEIBEL R & Ak 5 2 — K 7 L% B0
» ARG bV —F &, PKCSH#IL A2 % 7 =— A& U T, BIFE0ALZ L il
SHLDOFT-IE L KK

v

v

v

v
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PLOP 0D E&R4EE

i€ PLOPDS DEFELDI-HDEEHBEIZDUNTIL 2 ZE TPLOP DS DEEHEE (BFE4) ] (31

1.1

RN—D) THRHELTULEY,

INAT—FKEFXxa) T4 LIER

INAT—RZHWT PDF CEER L - 853722 & BIOMERFIRIZOWT, FEL
QI 5E IRRT—FREFa2UF ¢ (61 =*—) THHLTWET, AEICIIAEE & .
FIZCLHDONWL OO E R L 9,

XLV TAB/EZEILTY pCOSTRITTIVITAUHE T 2— A FNT, RAT—FK
X2V T4 BV THR#ESN TS PDF LED S EF8Fhtda ) T R EEZ 7Y
THENTEET, LERBEBEMTFOHL £515%, 7XTO PLOP Xy r—IZ A>T
W5 dumper X =% FNVNTRD ZENTEET, pCOS A~ KT AV — L&
T5HE, s I ITEETIIPDE XENOERE 7 =Y TEE£9 (1.6 & [pCOS %
FANWTEEFHREZ 7| (225—) bdBlEER),

NRRAT—FZRANVTXXEZEEL CELN ST 2ITE. PLOP_create_document() T
userpassword # 7" = > ) masterpassword &7 a > (IpWLIEH) #ELET, -
L, 2P AT = NZBST v A Y —SAY = R PRBETTR, LOMFETES
D ¥ A, PDF XEZW LT 5V T va—R &, 73TDPLOP Ny r—PICA- T
W5 encrypt ¥ FNVTRL ZENTEEY, PLOP a~v 2RI A Y —LTIhb &5
fiZzz 47> a % --user & --master T3,

Bl 22— —/XRT — N demo L ~ A ¥ —/XAT — K DEMO% I\ CT7 7 A V&b

plop --user demo --master DEMO --outfile encrypted.pdf input.pdf

EBFREETE MERHIREFEET 521X, PLOP create_document() > permissions %~
VarTEESERF U RN EREL ET (5.3 (66 ~—) ), PLOP 2=k
T A=V TINEEMie AT Y 3 1T —-permissions T, 7272 UHEBRER E 12T~
AL —=/SAT — R PUETT,

Bl : v AZ—/RAU —F DEMO W TXEEM ZAL L, 22D, LEOHIR L NED
A —EARFFA

plop --master DEMO --permissions "noprint nocopy" --outfile encrypted.pdf input.pdf

NRAT—FRESATWESIXEEZES LHELMEST 2ITIE. PLOP_open_document() »
password #7232 Tl 2 —HF—RRAT =R in<w AZ =N AU — R &24FEL £7,
PLOP 2a< R 7 A2V — /L CZ & ¥/t~ > a 1% --password TT,

Bl . v AL —/X2T —R DEMO % FIWTC LD 7 7 A V&S, ATLEIT 7R
FIRAEA SN THNThH, ZNHIETRTHREINET (HATEFINDDOT) :

plop --password DEMO --outfile decrypted.pdf encrypted.pdf

AL L BRI LRAHMN 5.3 (2~ RIATRAT—REeXa )T ¢ &5A)
(68 =—) IZH v £,

11 NRAT—FKEFa) T4 LR 17
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fEEAEtrX YT«

FERAE A W T PDF SCEZIE S - 55152 &, BIUORERHIRICOVWT, #L <X
6 % GEHEEX=U T 1) (71 =) TUHALTWET, KECII#E L., FELD
DN ONDFZERL £,

XU TAR/EEIILY pCOS 7¥ul I 7 A4 F7 -2 T, EHEL
X2 VT4 BN TR#ESN TS PDF XEOSFSER X2 VT 4 REEZ 7Y T
HZEMTEET, NBERBEEMFOHL E515%, TXTOPLOP /Yy 7 —UIZ A>T
% dumper X =Y TNVNTRDZLNTEET, pCOS I~ R T Ay —VEEHT
L, T I I ETICPDF XENLEHRE 7 ) TEET (1.6 H [pCOS #H
WTXEEFERZ 7Y ] (22—) ZHIHHEER),

RAEZAVTXEZRBEE SCEART LT 521X, PLOP_add_recipient() % T3
1E35 5L E certificate % fREL £9°, PDF XEEK (LT BT La—KE, §TO
PLOP /X 77— IZ Ao T 5 certsec o 7V TR AZ LN TEET, PLOPa~<wU R T
A =TI EES M2 AT Y 3 i -recipient T,

Bl : GEEE HWTT 7 AV E AL

plop --recipient "certificate={filename=demo_recipient 1.pem}" <=
--outfile encrypted.pdf input.pdf

ERGIBREZEE H2OZEHE KT 2HEMBIREZFEET 51213 PLOP_add_recipient() o
permissions &7 2 U EEEL £7,

Bl BAZEEDIDOLELEF(LL. 222, HE I —NRFAIRD L0 %
O HERR 2 IR -

plop --recipient "certificate={filename=demo recipient 1.pem permissions={noprint <
nocopy}}" --outfile encrypted.pdf input.pdf

MAEEXLUTAZAVTRESATVWAINEEZEE HELE ST DHITIE. PLOP_
open_document() O digitalid + 7" a > CHibl725% 5% 1D #HEL £9, PLOP 2~
KZ A4 Y — VTN G247 a i —inputopt TT,

Bl s NAT— R {R#ESN TN D PKCS#I2 7 7 ALOHFTHLNDE TV H /L ID & A
TIED7 7 ANEHE -

plop --inputopt "digitalid={filename=demo_recipient_1.p12} password=demo" <
--outfile decrypted.pdf encrypted.pdf

BB L L EROSLARBHIN 6.5 fi 2~ KT A2 CHMELF = U7 ¢ 258 (85
=) 20 ET
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1.3 Web it (#8#21E) PDF

PLOP |%, PDF CEIXI L TRIBIL E WO B E T Z LN TEET, TIhbEEND
FePEIL. Acrobat Tix Web RRRICEREL) LMHZILTWET, BRI, PDF 7 7 A
NOFDOSESERA TV =7 b &R L T, BEHREMIML, ZHiCk > TEREmEL —
LET,

BIALENTWRW PDR 1L, 79 AT bAERT LIk ShALENRH Y £, B
I AL S L7z PDF THILEZ, Web Y —oNF, NA b= 7 &0 WfiE A TEh
ol =P olRET D 2 ENFREICAR Y £, ZHiZX - T, Acrobat (T UV DT —_
T A LTEIEL TWD) IE, PDF CERNOE B AERINCEGE TE L L5107k v F
T, TORR, 2—P—L, XEBLEARY -5 F T u—RNETT5ETHZTIC, S
FOXEORFR—VOMEE RO DL Z ENTEFET, 2T 2—F—KBRom L2 7=
5L ET,

7272 L. Web — " PDF 77— % % A N U — AEET B 5E1L7 7 U Th - T, PLOP
TIEH Y £ A, W, PLOP 2, /XA MY —E L F 0B/ PDF 7 7 A V&K T DHDT
F, PDF DN A F Y —E U 7 EEATH720120E, UTFTOTRTOEFENMmI-SI N ME
NHY FET
» PDF CEPBRIALIN T D HENSH Y 5, ZHULPLOP THEITE 9, ki,

5l E 71318 5 & BRI ] ATRE T, Acrobat TlE, 7 7 A AL EN TV D

MNERRDITE, ZOXLEOT T 2 BLET (TWeb o AIZEEL 13 ]),
» 22— —73 Acrobat 7 T UV DT T AL TESTWT, O PDFE 2—7 T

NPT LDF T —REHEDICL TOWDHLENRSH Y £9 (Acrobat XI/DC : [#REE)

- BERFE| > (108 —%Ry k] - (Web REABIZRBEICEHT), ZNUITF 7+

VR THEIC > TOET,

PDF 7 7 A AR KEFIUTKEWVIFE (R—VETEHDIZEL MB TEHBICHEL), £h -
% Web TREZETDBICEZ TEX DML BEITIRE 20 £,

BIAL EF B,/ EH S5 CEAREE T, 72720, BRESNTWD T 7 AL &R
ALT B, W~ AX =AU —RZ2 52 A0ENH Y £9 (F5.25M1),

BRALETFANY AR HBILIE. K& 7 PDF LED Web N—2FRD M & HIET

HLDOTTDT, | R=YLEZHLTEHEVERRDH Y FHA (ARETT M), Ll

Acrobat DTN X o T, INERBIAL ST SCEITHE IR CEL L TUE SN DD o

FTIEH Y FA, 72 & 213, Acrobat 134 KB L W /NS _RTOXELIFHILCE L

Rl E9, -
Acrobat IX. 2 GB £V KX 72 PDF XEIZHOWTH ., fib SN Tnb &R L A,

PLOP T PDF XEZ#KI BRI EZHNT HITIX, PLOP_create_document() T

linearize 77> a v Z¥EEL £, —
PLOP v R I A4 =V TZNEEMARA T a i —-webopt TF, il : 74 L

7 hUNOFTRTO PDF LE (ZHHIEWTRERAY =R BNBETRVEETHE) 2/ —

FBAbL, TET 7 ANEX—SF v bT 4oL 27 bV output ~= & —, FEMEL L 2 13,

T_TOANS - HAT 7 AMTHONTE O Z D4R ZHIT L £ ¢ —

plop --verbose 2 --webopt --targetdir output *.pdf
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miEt (BE1b)

PDF SCEZ RS HEIZ, PLOP L, i & 8 FABEICMZ T, 7 7 A Vb % i

TZELTEET

» PLOP X, [Al—7 —# OB\ HHBA KRB L, LELST X TOA L A Z U 2 2HIBRL £
Ty ZHUTEILT 42 FREBEBHR L2 T, TNRLANOFEEHDOT — X IO
THHEHAENDZLBHV ET (ICC a7y ANLER, HHNIN—VREKRTEZ
b, TONBENELT LE—THNIT), HORAENTND 7 4> FRHERIT, & LAt
D7 F v FRHBONENE-ZLFRILTF—2 ThhiE, HlisnEd, Hikshi-
T—A~DBRITT T, Z2O7 42 NOHBOERI NI AV AL A~DSEA~E
Sz ONET, 72 ExIE, 5O PDF XEEAKL T—oOXEIICLEEA, b L
ZNHIZEL 7 v FBHEOIAEN TV BIE, TEH N -7z PDF OIS 7
THY N T=EREENTLE /MRS Y £, PLOPIZZDILER T 4 T —
ZEHIRL T, FDOT7 4+ hDF—F% 1O L £,

 EHENTW WA T V27 M iE, AR=YaLsvarvi L TabnsEIic k-
T, PDF 7 7 A A GHIBRENET, HAEIZL 5 TE (Acrobat @ [&EIZE F T THREF
) S TRIBTRE...) a2 R TR B a2 FAMER SN TWS &) Acrobat
X, BHEIERE 7 7 A VISEIL T, XEOURTOREZFZ L EEIZL TWVET,
PLOP X, XEOH WA= a ZEE L1247 V= 7 2T THIBRL £97,

PLOP TiX, #2728 5 X 9 b DL )s (7 4 v b OEDIAZLERDTZ Y |
BgEL T TN LT E) U ITWER A, ANEFoLKFEILE T EELE
RLUTEVEIRIL 720 32 72D I BERIERN T T, ARSI E/HBRNET,

ZAICHE, EAT Y27 bOMBEDSH D PDF XETIT LK —HDHER-o>TND I L
ME, ZORBEVAERITT 7 40 h TITES L 72> T ET,

PLOP #FALVT PDF XE#®REIL & i bW ¥ % A %) 1C ¥ % 12 1%, PLOP_create_
document() T optimize=all % 7"> a > % HE, HDHWX, PLOPa~v» KJFA4Y—LT
--outputopt =7 a V EREL £7,

Bl : PLOP 2= R T A Y — )L TXEL K

plop --outputopt optimize=all --outfile optimized.pdf input.pdf

PLOP ZHAWTXMP A 4F—4%kE 77V r—3 310k -> Tl PDEHAIC, b
HPDIRMTHUIEL R DD TIERWVWKED XMP A X T —X &2fHF CTAERT 2L 0O0H
D ET, WS EIZIE, PDF 7 7 AVEEOY A XDIFEAEE XMP AZ T — X3 H
DTWBZETHHYET, 29 LEHEEIE, EELWXMP LEAX T —X % PLOP
EFHWCUTO L) CETEEY

plop --inputopt xmppolicy=remove --outfile output.pdf input.pdf
THICE ST, FEMRAZ T =2 %K 51D VIT PDE 7 7 A% A X% KIgITHIE T &

HAREMED D U 5, XMP WOREAERR 1/ (PDF/A O Db D%) BNhkbhbd I b
ICRBEL TLIEE N,
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1.5 48 PDF ICH T HBEE—F

PLOP |Z. B8 L TW5 PDE 7= DEEE—R 2 FELEL THBY | b AEOMETEL
IG5 Z ENHREIC o TWET, L2L £RUC, PLOP 2MEE TEFICHES SN A
#H PDF XELH Y £7, —

PLOP ZFL T PDF XEAEMBHE EHEE— NI, BIAL TV 5 AIC PLOP A&~ 72 —

L EICHBCE TR Y £9, LA L., PLOP_open_document() O repair=force 7" =

VRS T, SGEE B SBRISATS MEDSEE Z D ano A I b BEE— K 20k 45 2 —

EHLTEET, PLOP 2~V R I A4V — LTI ESMiARA T > a X —-inputopt

repair=force T¥, EEE— N LTI 51213 repair=none ZIHEEL 7 —
il : PLOP 2~ R J A Y —L % FIVCSCE O B % T

plop --inputopt repair=force --outfile repaired.pdf damaged.pdf

SEFHAE XMP * #F—4& PLOP %, XMP A ¥ F—4ZNOHHFOMEEERL £9, L —_—
ML L > THBETERVWLDOLH Y 7, 72 & 21T XML A ¥ 7 — 4 1 XML fi#fR
T —HFXEILUEEAIITEIC, 0 XMP IZEAREL S Ed, PLOP Ti, 4 —
273 XMP T » 7o 56 O WBEMEZ R 2 7290 0 xmppolicy 72 3 & $2fli L T
WET, FEL I TELZR XMP A X T — X2 O] (26 X—) 2L T EIW, —

1.5 F1E PDF IZX 3 HEBE—F 21



1.6 pCOS ZRHLVTXERHEZ /T

PLOP 7 A7 Z VIZNEE I TW5 pCOS A > ¥ 7 = — A%l x X, PDF 3CEOI X &
M E 72 )T A ENTEET, pCOS AU F T 2 —A OV TEEL <& pCOS /34
V77 U ATHEHL TOWET,pCOS ZHW T EFEHRZ 7= 59T La—Kzx,
T RTOPLOP Ny r—UIZA> TS I =% 7V dumper THRHZ ENTEET,

pCOS ARV FTAVY—LERVWT—RNEXEREE I T pCOS =2~v KT A4
U =R, IR AR T 4 v M4 70 & PDF CEICET A AR L £,
PR—=FLTWDTRTOAF TS a0 DE S L RE L EHA, pCOS A~ KT A
YV—bw=a 7Y £, HAE

pcos PLOP-manual.pdf

Zo7uy T AL OHIFERITLTOL 91270 9

File name:
File size:

PDF version:
Encryption:
Master pw:
User pw:
nocopy:
nomodify:
noannots:
noassemble:
noforms:
noaccessible:
nohiresprint:
plainmetadata:
Linearized:
PDF/X status:
PDF/A status:
PDF/UA status:
PDF/VT status:
Tagged PDF:
Signatures:
Reader-enabled:

No.
No.
embedded
embedded
embedded
embedded
embedded

Author:
CreationDate:
Creator:
ModDate:
Producer:
Subject:

Protection, Digital

Title:

22

of pages:
of fonts:

PLOP-manual.pdf

1166699

1.7

No encryption

false

false

false (copying is allowed)

false (adding form fields and other changes is allowed)

false (adding or changing comments or form fields is allowed)
false (insert/delete/rotate pages, creating bookmarks is allowed)
false (filling form fields is allowed)

false (extracting text or graphics for accessibility is allowed)
false (high-resolution printing is allowed)

true (metadata is not encrypted)

true

none

none

none

none

false

0

false

172

12
TrueType font PDFliblLogo-Regular
Type 1 CFF font ThesisAntiqua-Bold
Type 1 CFF font TheSans-Italic

Type 1 CFF font ThesisAntiqua-Normal
Type 1 CFF font TheSansMonoCondensed-Plain

'PDF1ib GmbH'

'D:20160420105759Z"

'FrameMaker 11.0.2'

'D:20160420112723+02'00" "

"Acrobat Distiller 11.0 (Windows)'

'PDF1ib PLOP and PLOP DS: PDF Linearization, Optimization,
Signature'

'PDFlib PLOP and PLOP DS Manual'
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XMP meta data: is present
Encr. attachm.: no

pCOS ARV R SAVY—ILEZRAVNWTHEDERE I I PCOS a~vrRKIAf v V—
NWEMHL T, XEPOFFED pCOS RADHEATGTHZ &b TEET,

UTFoa=rRid, 9 XTOER (Vo7 EofER) &, O TFAERN, CEND
BESE, Z2REURL, Vo 7 RFBOSR—Y LOEEL ) 2 LET, BRF—D Y 2 |
WX, 7a s T AN 1 ODO5BELTEXDZVERHLDT, XTI 4 —T— a3
THYERNHD 7.

pcos --extended annotation "Subtype destpage A/URI Rect" file.pdf

UToa<y RIFEESA—Y FOFEROBEENT L £7 :
pcos --pcospath "length:pages[0]/Annots" file.pdf -

SHMRDHERABINPCOS a~w RT A Y — <=2 T MIH Y 7,
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XEFHEEZHEA - HAHAMY

PDF CiX, SCECHET 2 R ERE O LEALYT—X L LT, 2 50MEEFHT S 2
EMTEFET  SCHEHREE & XMP ¥ 57 —2 T,

SCEFEREE & X, FICFFNEEEST 2L OTH Y, EE LI TR S
DOERERFFL £, EEFAOHERX —TH D Subject - Title + Author - Keywords 73
IELFAESNTOETS MICHETED BIIDIZOIEED D AL AF — 2 EHTDH I &
NTXFET, TEFRERIL, H< T IARMED PDF AZF—FThHhDHENH =
EMTEET,

PLOP {2 1E, LW ICEFHREA ZBML 720, BEFEOBHEROEEEE X 2
NFTDHZENTEET, ERFHAOHEAL I AX LADHEALRERGETT, AILEDOH
IZXMP SGEXZ T =2 BB T G5IE, AXT —ZOESEEROTDIC, [EHEL IR
2 ADOEHREE D HBIAIIZ XMP ~FIHFI S ET,

PLOP TXEEMIABE #/BA UEIFREH LR ET 512, PLOP_create_document() T
docinfo A7 a v ERREL £,

Bl . ERFHUEERIEE [Subject] &, AKX LNEWIEE [Department] % F&iE,
2B, [Product Manual] %7 3 T TANR—ZAX ¥ T 7 X {f#L TWET

docinfo={Department Techdoc Subject {Product Manual}}

ZOF T aiE, BLFD X 9 IZ--outputopt A7 5 vk PLOP A< K5 A2 —
N~B5.225Z LHARETT

plop --outputopt "docinfo={Department Techdoc Subject {Product Manual}}" <
--outfile output.pdf input.pdf

PDF 2.0 T, SCEMB@EEEIIPEIL &> Tk, T DT PLOP_create_document() @
emitdocinfo 472 a L true THDGEICORM S ET, CEFREEENER S
BRWGETh->Th, CEEHRER T XMP ~Fl s £ 7,

PLOP Z AL\ TXEWBRIEAZHAMIMY PLOP 747 F VITHEEN TS pCOS 7 1t
TIIVIT A ET 2—A%MHEZIX, PDF XEN L CEHRER (F— Ll 2wAHD
L TEET, LERBEEOERHL 51T, TXTO PLOP Ry 7 —TIZ A>T 5
I =W TV dumper THHZ LM TEET,

pCOS a~w> RIA Y — Va2 EfTHL, Tus I 7 %8312 PDF CEN LG
Wae ) CExFET (.68 pCOS ZHWTLEFEHREZ 7V | 22%—=V) ZHDHH%E
2,

PDF/A IZH T B XEEMIEE  PDE/AMK TIISCEG S B ISk U CRERIZR B B3
FBHBEMHTOLN TN Z EITHEL TLEE
» PDF/A-1 : BEHESCENSHIEE  Title + Author - Subject + Keywords « Creator * Producer
CreationDate -+ ModDate 133 & XMP A ZF —Z LRIIEN TV DL RLENRH Y £7,
PLOP 13 Z O FH 2 HBIRIIZEIL L £
» PDF/A-2/3 : SCEEME B IXFEL TH KW T2, PDF/A HEL ) — & —(Z J > THiE
BENRTNTRY T A, TROPFET DHEITIE, 3CEXMP EFEHIL T~
ETHY, ZHIULPDF/A-1 DA LR L < PLOP IZ L » THEMIZITOIE T,
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1.8 XMP A 3T —4ZHA - RARY - |RE

XMP (Extensible Metadata Platform =4LiEFIRE/R A T — 275 v b 74 —24) X, & &F
SFERERELTONRT 4 o7 XML 7L — AT — 7 O—FETT, FOL4RINKERT
58912, XMP 1L, flx OBEFFEEHZTERNT, I AZ LOPEEAT —~< % H TR B
FTHZLELTEDIIICRoTWVET, XMP IZTLEFRER LY HIEH0IC®mIITHD .

F 72 PDF/A 8 8 E BRI ICB W THEE ST ET, % < OEREIEN, XMP B
WCHESWEHRE, TOXNA A=V TR ) TV AT =SS SESEARET

TV —arDEOITREL TWET, —

XMP IZB89 % L 0 3EL W FHO, thotFIE~D U > 7 3 PDFlb 7 = 7% A MMZH Y
9, S

PLOP % f#i 21X, PDF SLEIZ XMP A X7 — X %4 AL 72V | PDF 7> & XMP % HiAH -
T2 ENTEET, HAINTZ XMP OBIELIThNb DT, kS s HiTs
PFIEL WD EDMREES FUE T, ASISCED PDE/A EAESSICHEILL TWARE, o2 —F—
NH2 %5 XMP (X, PDF/A TE®D LTS XMP OFFHRANCHER L T it uid7a v &
Hh, TNHEOHH] (XMP fEIRA ¥ —~ORGEE & Te) 122V T PLOP IIMAZITV E
T DT, PDF/A AJNZ2—HF =05 52 bl XMP #0012 725 A3 %3 ML PDE/A HY
D Z E MRS ET,

PLOP 2L % XMP Offi AL, LA FORMAEZCD EFT5L L ORMWTHIATD Z &0
TEET (v aNIZ.PLOPT A A MY E 2= a L IZEENTWHH U7 XMP 7 7
ANVDHETTY) -

» XMP 2 % 5 — % % PDF/A LEIBAN, PDF/A G CER STV D XMPIEIE AT — < —
2B RS L TWET (machine_pdfai.xmp)
» TUBNMALENT L H U IEO AR v iR EFEIR L XMP A X T —Z EBM 7

(engineering.xmp) .

» Ghent Workgroup (GWG) Ad Ticket A% — AIZfE> 72 XMP A &7 — & % 3B/ (gwg_ad_
ticket.xmp), #:L <1 www.gwg.org/download/job-tickets/ % ZfR L T 72 &\,
» SAAME O XMP A # 5 — % %38/ (acme.xmp) ,

PLOP ZAALVT XMP A2 FT—2 %A A4 T — X EAT H7-0I21L A%h78 XMP 2 T
87 =5 % UTF-8 G TROT7 7 A VEAEK T D HEDRH VD £9, XMP 24 A 51213,
PLOP_create_document() "C metadata 7> a  Z#fREL £, ZOF T 3 iE, W E—
KONDOYTHT v a b AEINTWET, PDF I XMP AT 5% 7 ra—
RZ, 3_XTHDPLOP Ry =V Ao TWD I =% 7 )b insertxmp TR Z LA TE —
£7

%l : gwg_ad_ticket.xmp L5 7 7 A3 XMP A 7 — % &4 AL T, XMP 2004 % E—
HEHUKIZIS L TZ O XMP 2 RESH 5 -

plop --outputopt "metadata={filename=gwg_ad_ticket.xmp validate=xmp2004}" <
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PR2NEDOT T ENID EAWT AWRELZIERL T, 207V XV ID IR 534
T — K demo 37 7 AV pw.ixt DNF & 7> TNET :

plop --signopt "digitalid={filename=demo_signer rsa_2048.p12} passwordfile=pw.txt" <
--outfile signed.pdf input.pdf

(Windows ™) PDF 3CEIZx L T, Windows iEBAEA R 7160 (F7 4/ 8 A NT My
MH0) FEAFEERNWT, RARELEEERLET, ZUL, 27V XL D IFEGO
Windows 227" A NZ K » TIHRESN TWEDTHRAT —R 252 20BN\ ERIEL T
WET

plop --signopt "engine=mscapi digitalid={store=My subject={PLOP Demo Signer RSA-2048}}" <=
--outfile signed.pdf input.pdf

PDF XEIZKH LT, SR —2 o007V Z 0 ID 2 HWT, RaHEL 2B L 3,
O =TT A PKCSHIL A v 27 =2 —R(F, FDAY—FI—RH 75 ¥ —IC
Lo TRESNDMEDH D cyptokidll 7 A7 T VNIZELESNLTWET, ZOTV4
VD IZHKT B NRAT —RIE T 7 AV pwitxt NIZEENTWET @

plop --signopt "engine=pkcs#11 digitalid={filename=cryptoki.dll} passwordfile=pw.txt" <
--outfile signed.pdf input.pdf

SHIZFELIE7.281 TPLOPDS Z#HHWTEL TS (93 =) 2T HALTEEN,

sERARE S

FEI 7 BERRE B4 3, £ DICEZ T OIERRE DMERR L 2R RIS T 5 2 OIRIE AL
B35 LRI, ZOFEHED Z &< HDFEDEFE LT HDTT, certification 7
Taid, T A= LRRAFAE, EORHS NI LFEICH L TEDEL MWD Z Ll
THZLDTEHLEEREREL £7 ¢

plop --signopt "digitalid={filename=demo_signer rsa_2048.p12} passwordfile=pw.txt <

certification=formfilling" <«
--outfile certified.pdf input.pdf

BRALRBZVT

BAONS A DAL T BN DI FRRERER O URL S LEETH Y | E 4% timestamp
FTa A DRERDH D £
plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt <=

timestamp={source={url={http://timestamp.acme.com/tsa-noauth/tsa}}}" <=
--outfile signed.pdf input.pdf

FERIC, SCEL SV H A BAX T % doctimestamp &7 a VAW CHEATE £9
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2.6

2.7

plop --signopt <
"doctimestamp={source={url={http://timestamp.acme.com/tsa-noauth/tsa}}}" -
--outfile signed.pdf input.pdf

SHICFHELITTEE T2 A L2207 (119 =) 22 bALKTEEY,

LTV XL E A

FHIfEE (long-term validation = LTV) ~®OxfIlZit, F = — 2 NOT X TOZEHE)F]
HFRETH D o, ﬁ%i%%%$#%%®ﬁﬁﬁ CHTAINT 4 AT T 7 AN
6%%1—2% DT EBBATY, ZORDITIE, %5«% OCSP #721% CRL ¥ —/NFEAY PKI
IR o TIREES N TV D RERH Y ia‘ %< DG (L0 bl AATL GEHE) | K
Xy F T — 7 ERIIBAGEIENSHAID 2 &75)7 ETT, €9 TRhRWEAIZIEZ, RD
RERY NI =T VY —R% ocsp BV, E72] icrl/crlfile/crldirﬂ‘f/a Vb hzx%
VERH Y FT, FEAES == BE~DT 7 ¥R %52 57201, ZON— | CAZEH
EERNE LTS PEM 7 7 A VDOLHIEA 7Y 3 > rootcertfile T‘%zéb%z’»&) DET,
LTV HMEEAITERE . HOONTWDREFEREC T 54T 1 PKIL U Y — R
(CRL FE7/1LOCSP) ###E L LEY, ZHUL PLOP DS 7 EFEFE IR L CITFIATE £
s WERLEL T, T4 AN E 22— a VATRES L TWS CRL 7 7 AL
PDFllbDemoCA G2. cr/é’*ﬂﬂﬁf%iﬂ‘(_@CRL DRZN FIT EHRIE TH ATz Ann
TN & D RIFFITHEOARITR > TWET), ZAUTHIRT 2. LTV A2bEL 2 AERT
LloDa< R AFOCHLIE, UTOL S0 £9
plop --signopt "digitalid={filename=demo_signer rsa 2048.p12} password=demo ltv=full <

crlfile=PDF1ibDemoCA_G2.crl rootcertfile=PDF1libDemoCA_G2.pem" <
--outfile 1tv-signed.pdf input.pdf

WOBITIE, L7 OCSP it 3 CRL BUHERIZBEA FEAENICHFEL TV D LRl L

TWET, HHFEHETIIEE ZOL S 122> TWET, ZROHDOERETIZENTL, &

Ta v tv=full 5% % 2 }: X0 BT LTIVAMEBLMERSND Lo WCTDZ &

WCEET

plop --signopt "digitalid={filename=signer.p12} passwordfile=pw.txt ltv=full <
rootcertfile=RootCA.pem" --outfile ltv-signed.pdf input.pdf

B5942% PKI ONFIZE > I I TIEHAELS THEWAREMERH 2 Z S ICBEL TLEE
VN, BRI, REFERIL. OCSP/CRL FEAFE & BEZIFERGERICKI L CTHRIHREE L 2> T D
MRS Y FF,

PAdES £ 4

£ PAAES B4 1%, PDF BA4 2 W R L T, EU O ERFH M-I L2 ICLi=b 0T, &
FEXERBAA TV a v EAVWT, SEXFAMED PAAES (06~ T- B4 &2 1ERTH 2
ENTEFET, FExE, UToa~<wr R F A%, PAAES 23—k 3 (PAdES Level B-B)
WS TR L HERRL £ ¢

plop --signopt "digitalid={filename=demo_signer_rsa 2048.p12} passwordfile=pw.txt <=
--outfile signed.pdf input.pdf
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2.8

2.9

UTDa<rRIA40%, HRIR Y o —ikBll+ % - 72 PAJES /X— k 3 (PAdES Level
E-EPES) (ZHt- 7= B4 2Bk L £9

plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt <=
policy={0id=2.16.276.1.89.1.1.1.1.3 commitmenttype=origin}" <
--outfile signed.pdf input.pdf

EHIZEEL UL 7.7 8 4% CAJES « PAAES B4 K] (130 2—) 225 E&E W,

BFERAZEZHEREIL

BFEN L, EERIARLFESZADAFT Y U HIZL T, #HRILT 22 EBTEET,
ZOBFERBUL, PDF XFHL L THEXONDIUERH Y FF, ZHIEEL T +— L7 4 —
NMEWICEBESNES, ANDLERELT 4=V R &2 EEEGATHRVERITIE, AR~
ET7 4= NVNEREEGEZDLENDY ET, UTFTOa~vr R I 1003, B
signing_man.pdf % 7 « —/V R EHFIENICREL £9 :

plop --signopt "digitalid={filename=demo_signer rsa 2048.p12} passwordfile=pw.txt <
field={name=Signaturel rect={10 10 adapt adapt}}" --visdoc signing man.pdf <
--outfile signed.pdf input.pdf

EOICHELIRTIIE (/97 4w rnd 2 ANTELEZ BB (103 2—) 27
HALKTEZ W,

EFEAT/TY

—BHELTONRTAEHI I PLOPDS ICHHEN TS pCOS Fus 737 A
A7 2—A%EHWTC, PDF CEOBLBRELZ /7 2V TDHI LN TEET, pCOS 7 v
7w VO KNE w7 interactive_elements/signatures H3, B4 OFERIENEE 7 =V BH )
EEZFHRL TWET, pCOS # W TXEFHMEZ 7 =) §272bD T ra—RR, ¢
RTD PLOP Ry r—VIZEHEEN TN D dumper X =% 7T ARNIZH Y £F, pCOS =+
VRIAVY—NEFEATDE TR ST I 2T PDF XENOERE /U T
EFET (1L6# pCOS EANWTIFEFHRE =V ) (22 X—) 25W) .

pcos *.pdf

Zo7uZ 7 AFCHUIE, IFO L) &AL £7

File name: hellosign.pdf
File size: 166699
PDF version: 1.7
Revisions: 0
Master pw: false
User pw: false

Tagged PDF: false
Signatures: 1
signature field 'Signature1’: invisible approval signature, CAdES
Reader-enabled: false
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http://www.pdflib.com/pcos-cookbook/interactive-elements/signatures/

pCOS 7' rT T I T A H T x2—ATEEL T B5EI2IL, signaturefields| | &4~
Yl Mo T, PDF SGENDOBAIZET 23 BECE £7 GEL <1X pCOS /XA
V7 7L RAESH),

CMS B4 472 =7 b Zhi

UFoa~vr L, BARLENG, R boFEMEH T 5 CMS 47 ¥ =7 b % DER
AT L £9

pcos --binary --pcospath signaturefields[0]/V/Contents[0]/V/Contents <
--outfile signature.der input.pdf

Zof &7z DER FF LS 72 CMS 472 = 7 b i, OpenSSL <> K 7 A > —/b
FERNTE LIS H 2 &b AHETY -

openssl cms -in signature.der -inform DER -cmsout -print
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3 PLOP - PLOPDS A< > KS A4V
v—JL

EEE RBEDOT—aATITEHBEL TLWASpCOSATIUV R SAUY—ILIZDWWTESRBLTKES
LY,

31PLOP - PLOPDS ARV KSA AT ay

PLOP « PLOP DS IZHLAAEN TWD a~v U RIA Y — L&D &, —87ns T I
T EATHIMER LIS, 1 A2V LEKD PDF SCEICHL T, BE1k - 15 - Fasft - &
- BAERITO) ZENTEET, SHIT, ZN&EflioT PDF XEOREZ /=Y T4 2
EBLHRETY, PLOP DT B T L%, BERAXY R IA AT ar THIMT 2 Z &
NTEET, ZHF LRV LERDO AT PDF 7 7 A MK L T, RO L 5 ICHEOH &
nNET Ay aNO= NV IEA Ty aF ATy

plop --help
plop [ <—fgDA T a U8 | «<ERA T a v --outfile < T 7 ILE> <T7AILE>
plop [ <—feDA T a3 V8> | <EMA T a VB --targetdir </NRE> <T7 A IL%B>... —

PLOP 2~ R J A2 Y —iE, PLOP 747 J VU RIZRDETIELONTVET, 77+
JU R TILPLOP I, B L TV D Z E RO o e ANLFHIZOWTUIEE TV ET, 7
A7 Z7VDOAF T ark, 8% PLOP-PLOPDS 747 7Y APLY 7 7L A (135 ~X—
V) OF T g =W T, —-inputopt - --outputopt - --plopopt - --signopt - --visdocopt
AT ar w2 TERAD I ENRTEET, RIIICTXTOPLOPav R I F7 —
TarEBTET,

#£31PLOPAYVRSAVF TV ay

+Fvay EL T

AT IVEOURNERT, -~ F¥ S8 THRE>TVEIFALE

It L TRILET, o
@filename’ FTLavBENSTET S, LRl filename EHOBET 7 1 ILEIE.

GEDEMIE. TRRZEI77A4IL] (A2R—=2) #8HBLTLESL, 6
BEI7AIE, — AT a2 DRl. D ORERAD filename DEITDHEREH;
Sh. Ffz, DA TS 3L DIHEBERZDHICAVSZLIET

EFEEA,

--help, -? (£1=xF+ FATESZF TS avEFLEDIEALTERT,

FoarizL)

--inputopt KATTary PLOP_open_document() [Zxt3d 54 F 3> Rk (F83 (142 R—2)

Ak > ZH)

--master, -m CIRRT—F > HWADOTRA—IRRT—K, £#F 3B LIEENRRT—FHELEEKL
E3

--noreplace, -n HAT7ALDT TITHEET HHEIC. LESSATITHNDHRE, T
THILE HAT7AANS TISHEELTOWTEEZEZESAET,

--outfile, -o KT7AILEB> (B&ESETBADANIEINNEA, --outfile & --targetdir DEL S

M DOEEZLRENHVET) HAT7MNVE, AREHADT 74
LVRIZERGDBENHYET,
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£31PLOPOAYYRSAvATLay

*Fvav
--outputopt

--password, -p

--permissions

--plopopt

--recipient, -r'

--recsize, -R

“

--searchpath, -

--signopt, -S

--targetdir, -t

--tempdirname

--tempfilename, -T

--user, -u

318

K<FFoavy
Ak >

CIRRTT—FR >

< HERREE D

KAxFvavy
Ak>

K<FFoavy
Ak >

Ak
x>
ISR D

<AFvary
Ak >

<T4LILY
>

<T4LIRY
%>

KT7A4IL%E>

KNRT—F>

L3
PLOP_create_document( ) [CXF B4 T a )R+ (X84 (146 R—

ANXE BEHEA) OFLHDI—HF—/IRRT—FFELEIRF—/IR

T—F, CONRRT—FATRTOANXEICHL THEDNET ., BE
BNRT—FHAXEICE>TELDEEF, TAThIEOTOT S L
FUHL TREYTILENHY FT,

--inputopt ZAWWTT P 2L D AEZ 5NTWLSHEAICIE, ZD/IR
J—RIEZODICERSINET,

(--master H --recipient ALZE) HAXEITHT STV RERY R
ko F—7T—K noprint - nomodify - nocopy - noannots - noassemble -
noforms - noaccessible - nohiresprint - plainmetadata # FEDHE
HET (R53 (66 XR—) BH), OIS, ROF—T—FIFEZE
T (TI4ILE : HERFIRAL) :
keep ANXEDERBELSIEMEET, AAXELN S5 ZH
FEHERBREICEREEMAS=HIC, COREITF—T—F%
BML TBEFEETSHZELTEET, i : keep noprint
SEBAZE X2 T 4 E— K Tl& plainmetadata DHHFRShFET, fthd
HERHIBRIL --recipient 7T 3 > 1) X b D permissions # T 3> T
BETEFET,
PLOP_set option() IS $ 54T a v JRX b+ (F812 (165 XR—T) &
BB), Sh#EE-> T, license Ffzld licensefile AT a v %ET
ENTRET Y,
AEEX 1) T ZAVTRESATLAXEICH L TRIEFZEM
3 % 1= D PLOP_add_recipient( ) IS 24+ FavyR b, SDAT
23 E—RITHLE5EAD EAHELF LU TAE—RICHYES, CD
ZEBFIRTOAANT7AILISHLTHAVOAET, COF T ay
% --master/-m -+ --user/-u & EXTHES> TIRHWITFTFEE A,

(MVS DH) HATZ7A4ILDLa—FH 44X, T4k :0 GETOY
)

T7AIVDBRRSNZT LI L YDEART, CONRREIAFREYS
94 [-] THROTIEWTELEA (ZOBLELH D L EILEEIC / ZMIT
F9), TIAIL : ALY RTaL YY)

(PLOP DS TO#HFIFATHE) XEICEFHICERT -0,
PLOP_prepare_signature( ) IZ® 3 54T 3> J A+ (K87 (153 R—

(--outfile & --targetdir DELEM 1 DEEZHMELNHY FT)
HBATALI YR, SOT4L Y EYIFT TISHEEL TORTNIER
YEE A,

PLOP OAERMIBICHEBEHR —BF I 7 A ILNMERESNDTAL I MDA
Blo ZIZF DL, PLOPIE—BET7AILEALU T ALY M ITER
LET, TIAILL 2

(MVS O #) PLOP DINERMIBICHELR—BIT 7 AILDIILIT 7 (L%,
EZFBE. PLOPH—ELB—BI7MILAEERLEFT, PLOP H5E
TLEBICCO—BI7AILEEIRT 50F1—F—AO&EITYS., T
JAILE 2

(--master #LELLFET) HADA—HF—/RT—FK, #7Larvhi
LIFNRRT—FHZLEEKRLET,
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£31PLOPARVYESAVA T ay

A7 a3y 5% Bhe

--verbose, -v 01,23 HHELAL (TIAILE 1)
o HAxmL
1 I53—DH
2 IS—¢T7MIL%E
3 ML R—

--visdoc KT7ANLE> (--signopt & & HCD#HA) BFELERREILT H=-HICHLNLGND
R—CHEEAEPDF 27 4 ILDEHI,

--visdocopt KAxFarl)  (--visdoc & EBHITOHA) BEREEXEZHLLEOHITHLNLONS,

Ak> PLOP_open_document() [Zx{ 9§54 T a > ) A b (K83 (142 R—)

SH)

--webopt, -w PDF H /1% Web BLIED 1= IZ#EH L, Thld Web I@E{EE L THES

NTWET, T4 BEELEL
1LZOF T avERBEIERASEHLTEET,

PLOP aTY FSAVEMAIT PLOP 2~ R I AV HMANLTHEICIE, LT OM
Rz P2 BB H Y £7
» A17 7 AV, searchpath & L THE ST XTOT 4L 7 M UANTHREBEINLE
7
» ATV a Ko TIEMREL R TE, RWAT v a v LIREES L AEETT,
» BWNAT Y g VAL TEETH, LELZOARBIEI—E TR TUIRY FEA S
(5l = --plopopt DH>i> V) T --plop) .
s LEOA TV a v EERRIELS L REOLOETRERESNET, 272, £3.1 -
THEEREIEZX 22 L TEL LR L TNDLE TV a VIO TUIZDRY TEH Y
ES VR -
» A7 7 ANVORESARIREBIC K - TE, LB D7D 32— P —RRAT =R h v R
B =R AT — R SN U £9, T --password ﬂ“? T arThHRDUERDY —
£9, PLOPIXZD/NRT =R B, ERESNLT 73 a TR L THAM S O ER~
(FH2Z2H), bLZS TRWVWE XIS ERESEET, S

PLOPIZ, F7ED7 7 A NEGULBLRVANZ, a2 R IV 2EEH~ET, o<
VRIAVEDEDNEOET T arThHAI E, FORICH T T a VIERY BRD B—
Mol ZIZE, FOT7 7 AN =0 INEEAL, WTUNDT 7 AVENBT X7

WeEEL (WMERNSNAY =R BRRWEDFKT) . =7 — Ay &—IMNH T, PLOP |35k I
VDT 7 ANOME AL £5,

774»% T IR T I REGLT 7 ANAIE, PLOP OXHa~wr RI A4

Y — /L THWD BRI i B LRIV BNPMETT, T XTI X EGFLT 7 -
AN EIRT B0, 77 ANVAEREEL TNV 4 — XX T 757 THH LEN
HDHDTT, U%w%ﬁ RITEERER) 72 ARG IS e > CTRE T F9°, 7= & 21E “pdf 1E
MGOF 47~ URIZBWT, 774»%&%%p#%%ot¢«f@774»%%
LET, 2B, VAT AL TUERILF E/NTFIFEEB I, VAT AL > THES .
FHA (Thbb, “pdf 1L *PDF LRI DGERH Y £9), F7z Windows v 27
ATCIEYUANVRI—RIZ. T T70 0% T 7 2G0T 7 ANVAIIK L UI@nn2 &
WHEBLTLEIWN, UALVRA—RE, MRASAT 4L 7 M VATE RIS T,

AL T AL 7 N URNTIHMESNNET,
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Windows TlX, X TD T 7 A V4 A7 =5 1% Unicode SLFEINZZ T £97, 72 &
ZIXExplorer»b7 7 A )V a~r R7ar by 4 UV RUAR T 7 LEEEIEED
0 ET,

BEIZ7AIN F7vaid, a~r R IA4V CHEHBES XD IFEDIENI IEET 7 4V
THERDHELH Y T, INET7 7 ANVOANEFIX, a3~ R T4 OHT, @filename 7
P a v IR S TENEICHRASINET,
WSE T 7 A AT a VLB EB AR LY TV T R AR T 7 AV TT, L
TOSCEHRANCHE D WERH Y £797,
s ATV a COBEOMEIX, EERXT., TROBAR—R T AT 4 —K U F—
Ve AT OWNTNINTREIDZMNERS Y £,
» BARLTEEGDHEIT, XNV —T—var~—7 ") THIMERHD £,
s ORI ERBEDE TNV —T—ar~—7 300 ETLNET,
s X TN =T =g rw—0EVTFTIMIHNWALTEDIZIE, Ny VAT v 2T
27T N LFTHMERHD E7,
s RNy T ATy aXxy T I XY T IIHWNAZDIE, b)) LEOARY 7 ATy
aTIvAIZLT N\\] ETHH0ERHY ET,

ISEZ 7 ANVEANFIZTEZ LB TEET, T42bb, I8EY 7 A LOHT @filename
EHONTHOT AR AT 7 ANVEZRTDHZ L AEETT,

WETZ 7 ANE, 77 AL - NAT =R AT > 3 2% L T, Unicode X551 % & e
ZENRARETY, &Y 7 A /UL UTF-8 « EBCDIC-UTF-8 + UTF-16 O WD ERT
TR T 52 ENTE, KIET 5 BOM TIHES TWAMENRH Y £, BOM BREOME
RWNE X, BB T 7 AVORRIT. zSeries TlE EBCDIC & LT, FhLSDFTTH
AT KWTIL IS0 8859-1 (Latin—-1) & L TIEIRE N E4,

£Ta—F PLOP a~ FRIAY =LK Ta—FzZRKLETOT, ThEHE 2L,

FRLEBEDRHRDEICETENENE 9D EFRL N TEET

T I—R0:FTR_RTODavwr R F T ar b ANT 7 AR, BHhEIC, 2o
SERIZAEL S N,

AT a—F 1 1l 2V LERO 7 7 A VAT T — 2B & 723, B3k S viz,
P RTO—R2:a<w U RIA U F Ty a NI EDT T =N Joh o 7=, WHILZ
DEFEDENA TS g v OMETEIEL, EOoXES A INTHARY,
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3.2PLOP - PLOPDS O > K S5 4 > DERHI

LR OERMIL, PLOP 2= R I A4 FF L 3 0 DN OO AR LEERL —
TWET, TXTOH T MT 2 2O TRLTHY, 1 FATEHITRTOL T v a v
DEWEREZHNTWETN, 2 FEH CEHASEOHENA TV a VEXEHNTWET, Z
DOHIZH . T O TERBIAE N ET -

» 1 = [PLOP Of#HEE) (17 _X—) (X £ X E/eHi)

»53f [a<  FIATHRRAT—R X2 T 2@ (68 2—)

» 658 [a<w U R4 CitEEX 2V T 4 Z@H) (85 ~X—) E—
» 7.2 TPLOPDS Z HWTEL T 5] (93 <—)

TALV 7 RNUNOTNTO PDF XEEZHIEIL (IHIFERE /AT — R PRE L i
), TERT 7 ANEE—F v b T 4LV 7 Y output ~a B —, FEIEL ~L20%, T
RTCOANS - 7 7 ANITHONT, ZONBEHI AR Z-T L ET .

plop --verbose 2 --webopt --targetdir output *.pdf —
plop -v 2 -w -t output *.pdf

ALY RT AV I NIADTSTOT 7 AV, [{—Da—F =27 —F demo &~ 2
H—/SAT — R DEMO THsBAb L, T&1T7 7 ANEX—>7 v T 4L 27 bV output I
EXET

plop --targetdir output --user demo --master DEMO *.pdf [
plop -t output -u demo -m DEMO *.pdf

L OZEHFEEICK L CCEER B

plop --recipient "certificate={filename=demo_recipient_1.pem}" <=
--outfile protected.pdf input.pdf
plop -r "certificate={filename=demo_recipient 1.pem}" -o protected.pdf input.pdf

7 7 A /v demo_signer_rsa_2048.p12 D DTV H )L 1D &~ T, PDF CEICAAHOE
£ a2 iR, TYHNIDICHT HRAT =R, 77 AL pwitxt IZA-> TWET —

plop --signopt "digitalid={filename=demo_signer rsa 2048.p12} passwordfile=pw.txt" <=
--outfile signed.pdf input.pdf
plop -S "digitalid={filename=demo_signer rsa_2048.p12} passwordfile=pw.txt" <
-o signed.pdf input.pdf _—

BAEAER L, FESBELEZNELTDOUAA PDF 2 T OFA LT D720 A .

plop --signopt "digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt <
field={rect={100 100 300 adapt}}" --visdoc signature.pdf < [
-outfile signed.pdf input.pdf

plop -S "digitalid={filename=demo_signer rsa_2048.p12} passwordfile=pw.txt =
field={rect={100 100 300 adapt}}" --visdoc signature.pdf -o signed.pdf input.pdf
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4

4.1

R

PLOP PLOP DSSATSUDNE
BINAVTaAVY

ZDOETIL, PLOP/PLOPDS 7477 U D, £ EFEMEO#MEEZHAL 4,

CNAVT 14T

PLOP I, CIZW 20D CH EY 2 —AEMZ CRIBENTHET, CAAT 17
AT DICE, B EIIEAET A7 T Y (DLL/SO) #EHTLHZ LR TE, hk
HDP4/7w~b774meMh%§ SDITTAT Vb —=AEFY 2a—NIIA T
N—=RTERBENRDY £, b5V, ploplibdl.h % i\ T PLOP DLL % E{TRHIEIAIC
BAIATe Z EH TEET GEL IFWRHEEZM),

PLOPD CNAAVT AV I H#FERTHIT7IVr—avidk, CH+aviAZTY V%S
SHERBYET . CNDTAT VL CH TRESN TSR EWLLDOHMEATNSD
5TY. CUVHEFERAT &, RERONEBEARNEL ZEREMELAHY I, =L
HERCHMIES AT SUBRIZHLTTTUSr—Ya vABERMIZY Vo ShhIEZ DR
YTIEHYFELA

IS5—ME PLOP APl TiX, 747 7 U NEASEDHISMIRHLT D& ZTRHEL T

£9, ZhiL. C EFEIC ix4747ﬁmﬂkﬁﬁtm:a%ﬁot@f¢Pmpmw)

PLOP CATCH() ~ 7 u &+ 25Z LItk T, ISR RAELZ L &ICZ T —0HE L Y

V=T w7 OOOHEAOa—RERFORHEND L7 TAT Y ba—R&EED

ZERTEET, b~ uid2o0a—RKtEr7varyE 2ED T b ERAESE
AREMED B D2 — R & o7 try fid, FISMIKRHLT 52— R 2R 572 catch HiTd,

try 7' vy 7N TR Sz AP BB O WF it 2 A S g b ik, 7 us o

LDFELTIE catch 72w 7 DIEEAAT — h A2 F ~T22 B8 & kA’ Ed, PLOP 7

ATV b a—RHNTUTOHUWEFLLENDH Y 9 :

» PLOP_TRY() & PLOP_CATCH() 139" 5HZ T 2 MERH Y £9,

> PLOP_new() WISV & FESEH Z LIx—UbH Y A try 7 7w 7 IXHZN72 PLOP
TVl RNV RNV TORBATE 3O T PLOP new() ~DIEOH LIZH 5 B try
Ty I ONTITO MERD D 97,

» PLOP delete() ’ISM 2 AESE D Z LIx—WH D FHAD T try 7 1 v 7 DI TR
HLTHRETT, catchHioPTHEORHTZ L T £4,

»try 7 2y 7 Lcatch” 0y 7 Ol )i CHWOL NS EHIZHOW CEEHICIEE N LETY,

3‘//\"4? :t 1 BoOT vy 7bRIOT vy 7 ~OREOBRIZONTHMD FHAD
T, ZOHLEIIIR#EY 22— R BNERENDRERH D 3 (L ¥ 2 ¥ B
b7 &),
SV, ZOMEDOREEZ BT 2 72D O AR BANH D E3:itry 7 m >y 7 & catch 7w
7 O FTHWL N D2 volatile 55T 5483 H Y £7°, volatile X —7 — K %
BERTZZET, AT LT, Al itz Z oot L CEA L Z2wn
LOBETHERTHET,

stry 70y P EEDLGAEICIE (return AT — K AL R R EICTL - T, bbby d b
PLOP_CATCH() ~DFEFOH L #3482 L C), BIFMEREIZAN S 572912, return A
T—k A2 - ORI PLOP_EXIT TRY() ZFOH+ MRS 3,
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» TRTOPLOPEFENA LT 4 7 DA LR FIANFAEL 72 & (T SCELET
1EIET A HERH Y 1,

UFoa—RiZochonHblZ, 7547 » 32— NTPLOP #4245 B A 5 4
FAEEHITHERL TWET GERRY VT IVNPLOP Ry 7 —VHNIZH Y £97) -

if ((plop = PLOP_new()) == (PLOP *) 0)

printf("out of memory\n");
return(2);

}
PLOP_TRY(plop)
{

/* NPT B # EIEE - (IRMBICFEUHET R T— R A Y R */

}
PLOP_CATCH(plop)

printf("Error %d in %s(): %s\n",
PLOP_get_errnum(plop), PLOP_get apiname(plop), PLOP_get_errmsg(plop));

PLOP_delete(plop);

RAMXFEFH T B Unicode DIF/LN C 70l T I 7SI, A—V a2 ClLIZBW
TDOH, BED Unicode LFHNIHIGL TWET, ZDONR— g T ERIALSERL TS
EIEE VRN T EH S PLOP/PLOP DS IX, F72 235 @ char 7 — # RUZ £S5 72 Unicode
SIS ZRE L T ES, APL B O SITFHIBI O 72000, BRIXFIE L TESINT
WHHLDObLH Y ET, TSIE, length SIEBOIFEL . XFHIDIEHD BOM DAFFEIC
o THDILET, C TiE. length 51573 0 T/ & XX, EOXFFNT UTF-16 & LT
RIS IVE T, length 515230 D & Xix, ZDOIFFNL, UTF-8 BOM Thik o T
UTF-8 & L C, EBCDIC UTF-8 BOM Thh % » TWiuid EBCDIC UTF-8 &£ LT, BOM 7%
RONBRTNE host =>ra—F 427 & LT (EBCDIC X"—ZADT T v h 74— AR
TlX ebedic L C) RSN E T,

A7 av ) RAMIZaT S Unicode DI/LY 472 a0 U 2 FNOLFEINIIHICHEE

BMETT, UTF-16 FZR D Unicode L7 &L TEITDHI ENTET, NARFIEL

TOHERTEDEINLTT, ZOHEHMHN S, Unicode A7 3 IR L Tk UTF-8 238 H W

HNTWET, &7 a3 OMBEIZ BOM 2842 L1k > T, PLOPIZENnEED LD

IR 202 REL £3, 20O BOM 2 AW TXFTIIOEAN R E SN ET, LY EE

WZiE, XFHNA T a  OfFRIILL O L 5 I 9 .

» 47" =3 25 UTF-8 BOM (\XEF\xBB\xBF) ThiE > TV \iUX, £4UE UTF-8 & L Cfig
RanEd,

» A7 =3 ) EBCDIC UTF-8 BOM (\x57\x8B\XxAB) TH#f E » T\ iux, £ ik EBCDIC
UTF-8 & L TR S L E T,

» BOM 3RO 5720 & & 1X, 2 O3XF501E winansi & L T (EBCDIC X—Z2D 7 Z » |k
7 —ALTlL ebedic & L T) b Ed,

PLOP_convert_to_unicode() 1—7 1 ) T 4 B ZEES &, UTF-16 XFHIM D UTF-8 XXF
BEERT B ENTEET, Sl Unicode EZFHEDF T3 YR MEERT HDIC
BIAIBET,

PLOP #RfTFFICHAAEFNSDLL ELTER £<D27F A7 T PLOP %, #
WA TATIU ELT, FRITV v VSR SNBSS A7) L L THEHL £
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M. DLL % EITIFIC LA T, TXTO AP BS~DOR A v Z 5 BNICEET A2 L b
ARE T, ZAUTFFIC, MERFIZO A DLL & 5t AT OIS £9°, PLOP Tik, 20
M 2 EB T 2 720 ORI EE 2 I E L QW E T, ZIUFLL FOMANIHE - TR -
TEFET:

» ploplib.h ©7 < ploplibdl.h % A > 7 v—R L £7°, —

» PLOP_new() - PLOP_delete() G732 < PLOP_new dl() - PLOP_delete di() Zfi /AL £7,

» PLOP_TRY() « PLOP_CATCH() T7¢ < PLOP_TRY DL() - PLOP_CATCH DL() ML £,

» D> F T PLOP MEOH L IZHk L CRISAR A > 2L £7,

» BINEY = — NV ploplibdl.c % 2 RAN L  CELAT V=27 7 7 AL THS

OT IV r—vark) s LET,

Z DENNFEAIALFERE T encryptdl.c o T A TEARINTOVET,
R DLL ZERTRICEEAADEDIF, BENFT SV T+ —LEDAHTT, 7
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& — »
C++ N\M 2T 42T
C++ TEMNT= NET 7T U5 —2 3 VI[ZDWTIE, CH NAUT a9 TIEEL.,
PLOP NETDLL 2 EEFAT S L2 HEBLEFT (EELIYORTSY R IT+—LTTY
T—=2aVDGEICIKCHNA VT AV T EFRTAIRETT)PLOPT AR MY E 2 —
LaAVIZ. COEABHEEETRTANETCL L ELIZERTH-HDCHYLT)La—
FdpYET,

ploplib.h C~v X7 7 A WIZIMZ T, C++ HOA TV =7 MEIAITZ v /B PLOP 7 747
b OEDICERIES TN ET, ZHUT plophpp ~vF T 7 ANELELLTEY, =
D~y X7 7 A WL ploplib.h % A > 7 v—R L CWET, plop.hpp 137 7L — k "—2
DEIEL RS> TOETOT, WiT 5 plop.cpp TY 2 —NMIRETT, CH AT V=2 b
Ty REMMAT L2 LT, T3TO PLOP B4 1T PLOP. #2BHEEDMT 2 APL BRIz &
LT o —F&, KOAT V=0 MEROT IR —FNEIMWMA LI LN TEE
RS

C++ TOXRFIME PLOP 4.1 T, H L\ Unicode ®IED CH+ NA T ¢ 7 ZEAL

FlLze HLWT U F L — b R_R—=2DT7 Fu—F T, LFHINBICEE L T T oM S

A — 2 BARETT

> CHIEYET A7 T U A std::wstring O SCFHNBPIEEARCTFH L L THWORAET, Th
1Z.UTF-16 ¥£721% UTF-32 TR B L &7z Unicode ¥ ¥ 7 7 X 5O LM TE 9,
T PLOP 41 USRDT 7 4V NEETH Y, BAZ LT —HB (RESM]) 2
wstring |Z%F L TR ERFIREFFIZRWVIRYD HILWT 7Y Fr—y g Sk 2 HER T
7a—FTY,

» LTFHVBDOT- D DAL K (2—W—EFK) T—H8Ek, TOHAL LT —HBIN
basic_string 7 7 AT T L —hDA L AZ L AMETH Y | o2 —F—3 5.2 B I
A v R X > T Unicode & DAHELZHNRATRETH ARV, HNDZ MR TXET,

TITANEDA L Z T 2—AL, PLOP AV v R ERD LD INDTXTOIXFHNNR R A
T 4 7 wstring T 5 & B2 L £, wehar t 7 —#BIDH A R & > T, wstring 1X UTF-
16 T QAL XTI 7 EEE), £71T UTF-32 T 4 A ¥ ¥ T 7 28 HafbEh
72 Unicode LFFNENE L L TR L RrsvET, VY — A2 —RFHND Y 7 7 AICFFNE,
TARLFTHDZ L ERTIZDITREIZ L T4 ERHY 3, VT FLNT
Unicode ¥+ 7 7 Z13 \u + \U SUETIERRTE £7°, T OIUEIIHERE ISO C+H+ IZEENT
WHDTETR, 2T L > TUIZNITHHEL TS DORH D T34, FOEREIC
12V 7 Z /v Unicode ¥ % 7 7 XL 16 #FX ¥ T 7 X TERTHLERH D 97,

EBCDIC R—ZRNDY AT LETIE, wstring R—RADA VBT T —RADI=HOF T3>
JRAMXFIDIT+—I v T 142 J1F. AT 32 R ~HNITEBCDIC & UTF-16 M wstring
NBEET D EZRITHDIC, SORIEMELELLES ., CORBD-HDERL
O—K LFEREA. BMEY 2 —)L utfiénum_ebcdic.hpp RIZH Y T

C++ TOIZ—MIE PLOP APl BIBUE, =T —FARFICIT CH FISN RS ET, 2
nNooBISE Y 7 47k a—KNT Crt O try/eatch Hix AN TX ¥ v F T2 HLERH
DET, ILRdET—IEFREEMT S72012, PLOP 75 AEIANT Y v s
PLOP:Exception 7 5 A %ARHEL TEBY . 2D 7 T AL, #MARZT— A v v— HilsE
5 IS & A & T2 PLOP AP BEBO AR Z BUG T 272000 A Y » R EABRL TWET,

PLOP W —F U NREIEIZ R AT 4 772 C++ BFISMNIHIRE L B0 ICEEL 9, BT
DOa—Rix, PLOP NEESHZFINEZFY v T LET
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try {
. &TEPLOPES. ..
} catch (PLOP::Exception &ex) { -
wcerr << L"Error " << ex.get_errnum()
<< L" in " << ex.get_apiname()
<< L"(): " << ex.get_errmsg() << endl;

}

PLOP #R{THICHEARAFENSDLL ELTHER C SNV T 47 LR CHt A
AT 47 ThH, PLOPEEGDT 7V r—y a VZETRHCEINICHE S S5 2 &0
T&E9 ([PLOP ZFEITHICH AIAENS DLL & L THEA] (46 =2—) Z5MR), B
BEIRIATL, plophpp AL I NV—R T 57 SV =2 a VBV a— L Ex AN LT D
BRIZCTROIIICLTANCTHZ ENTEET

ftdefine PLOPCPP_DL 1 I

TAUTINZ, SBIEY 2 —)b ploplibdl.c =2 /XA L, TEIAT V=7 M7 7 AT -
HLTAGOT TV r—rarv iV 7320 ERLD £, BINGAIALOFEMIT
PLOPA 7 V=7 FNIZBENTWETOT, L C+ APLIZEEZ 5.2 8 A : BI1Y
FEHRIABBENNZIL TH-oTH 2L ThH, T_XTOAY v RIEGH LR IR £,

JEEC DLL 2RTRICH&AADDDIE,. BIENFETS Y T+—LEDHTT, E—
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43COMNA T4V

PLOP M COM k& 1> XA k—JL PLOP/PLOP DS %, #fit&H T\ % Windows - A
Fh—=F AL A=V LET, ZTOA A —FF@URLV ANV = b Y 2ERL.
PLOP =1 > 7R—% > k % Windows ([Z8&kL T, EED COM B D71/ I hinbh Fhk
DL ET,

COM TOHISNMIB PLOP/PLOP DS =t v AR—x> M., COM DIEARER /2 HiIs BN EZ F

HELTRBY, fiHA =T L LB I2 COM Bst 2 RAESEE9, PLOP OFHEIL, E
W2 a IV T FEREANCTIOHSN E LD X, FIUCHLTHZ ENTEET,
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4.4)avaN\{A T 42T

PLOP M Java lfgE 4> A k—JL PLOP/PLOPDSIZXAT 4 772CT7A7FV ELTHE
XN TEY ., Java lZiE NI (Java Native Interface) Zi@ U TT7 ¥ v F L F9, LK. Java
T r— /a/%%%ﬁé I, INL ~ORMG%EE AT2 DK S ETY, PLOP /A 2
T4 T DREWET A 72912 IE,. PLOP @ Java 7 v /3T 471U L PLOP @ Java 73> 4r—
/#\mvab%ﬁmeézEW%wifo

PLOP @ Java /AW 45— Java OPIREIC L o TEEMMOHHNLY I TR T 44—V E
o728, PLOPIIRD /N r =X B Fio 7z Java Ny r—U & U TS L TV E1

com.pdflib.plop

Z Dy r—T X plopjar 7 7 AVOHIZH Y plop LD LED Y T A EEATHET,
PLOP % & £ & %72 Java BRFEERBE THEM T2 12H 7 » TORMIEWD, readme.txt 7 7 A
NMRIZHHNE LIVERA,

ZORy =V ERGOT TV = a 52 DT B D CLASSPATH BRETAEL
\Z plop.jar Z38M3 20, Ficld Java 2234 T « T U H A AAOMEOH LT ~classpath
plopjar 7> a L ZBINT 25, 7o LIZENEREDFIEE Java IDE N TETe LA
HY FEF, Java VM OFRE L LT, javalibrary.path 7 0 X7 4127 4 L 7 b U OARTE R
ETIUE. ZDOT AV 7 NI THRAT 4T TAT TV PMRBEIND LT LI enTH
F7, cexiT

java -Djava.library.path=. encrypt E—

ZOTanNT 4 OMEIFRO LI L THDZENTEET -

System.out.println(System.getProperty("java.library.path"));

ZOEMI, UFOX577 Ty b7+ —2MBOFIREZ B LERH D 7.

» Unix: 747 Z 1 libplop_java.so %, FHZ7 A7 7 VDIHDT 7 4V s DIFFO 5 b —
DWTIN 1 DI, FITEUICRESNTZT 4L 7 B VICESLERSH D £,

» macOS: 7 A7 7Y libplop_javajnilib % . 267 A7 7 UV D72 DT 7 /v ~ DIFFTD —
IHLOWVTNMN L DI, FRITHEENCRESNIZT 4L 7 M VICELSLERDH Y £,

» Windows: 7 47 7 U plop_java.dll % Windows DL A7 5T 4 L 7 h VT, £721LPATH —_—
BEABIOREN TS T 4L 7 b VICELS LERH Y £,

PLOPH—TJL vy bk &Java 7TV 45— 3049 —/8 PLOP/PLOP DS iE, — 34 A K
DJava T TV r— a2, LT —7 1Ly MIERIZHEL TWET, BED— -
7y h@m ¥ CPLOP %ﬁﬁﬁ*ﬁéﬁ”“ T UTORELEOEFEVETFHLERDHY E
R -

s =TV NV UMEAT AT IAT TV ERT T 4L 7 MV, RNUFIE o
THEZR2VET, I<HHEMELTIZ, PATLT 4L 7 F IR, FEHOD Java VM I .
BEOTF AL 7RI =T Ly bz rou—ALF L7 N URETFLNET,
HOOY—71L v b P ORUVANLIBEESN TV A ELZ R TIEE0D,

» =T Ly b ER—RT20088872 7 7 A0 —X T, flfREhTWwzy, EHO Y
FANRAEEHAL TN T2 3L HBVET, =Ty bV itEo»T -
W, Flle = P 7 T ARREFEFKRL T, PLOP Ny — U N EFEIZA 20D L H 1T
THMIENRDH Y £,
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PLOP 7 4 AR U E 2— 3 iTid, PLOP 2% —7L v FANTHEML TW 2123 A>T
WET,

Java TOHISLE PLOP/PLOP DS DAY » RiL§ T, =7 —NKZi% PLOPException
R OBIS 2542 S/ %97, PLOP OFIAE L, BERERZR Java SREOHRE 2L > TZ OHIS
Xy v FL, TRUITKRHLT D LN TEET,

try {
plop plop;
/¥ ... BFEPLOPERS ... */

} catch (PLOPException e) {
System.err.println("B§S{t: PLOPBINAFEELFELI:");
System.err.println(e.get_apiname() +": " + e.get_errmsg());
} catch (Exception e) {
System.err.println(e);
} finally {
/% PLOPA TSz b EHIRR */
if (plop != null) plop.delete();
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4.5 NET XAV T 425

JEEC PLOP % NET Framework & & B ITERATH-HDSIEIEFLEFHEEA T a v ICEHT S5 -
L LVEERHY. PDFlib—in—NET-HowTo.pdf XEZIZHY ET, COXEIL, T4 AYE 21—
SavnNyr—I2H BIFES. PDFlibWeb A RzHHYET, —

PLOP @ .NET hfiti%, .NET I[ZB8E# 2 T X TOMRITxHE L TWET, HIPAHTETY S
72 50E, PLOP.NET Ji{lZ, NET 7L — AU — 7 OHIHI T TED C+ 7 7 AT FE~vx—
VD PLOP a7 7 AT VI~ —V T v B Tt D), BEBAEROHRNT AT
YELTRyr—UEnTWET, PLOP 727U (PLOP dotnetdll) \Zix, 5475
UARRIZINZ TAZERPE ENTOET,

PLOP @ NETRRZ A > X b—JL PLOP %, #HtI TV 2% Windows MSI A > A h—F

TA LA F—/LLEF, PLOP.NETMSI £ > A s —F%. PLOP 7 &7V LBINF—4% E—
Ty ANEEBAE - VTR ey BITHTENICA VANV L ET, TOA R

;b —Z 1% PLOP Okt 1772 - T, Visual Studio .NET @ [SBOEM] ¥ AT /Ry 7 —
AD NET # 7 CHHEIZZHRTEL LI LET,

NET TOIS—HLE PLOP.NET X NET OFISMIKTIGEL TR Y | EITRFORENR AL
T X, MR — Ay =V 00Nl ERASEET, 20X S it E
FyyFLT, RIS L TEENSHLT 201%, 7747 MIloKEI T, £hal
MmNk NET 7L =AU =232 0fi2F Y vy F LT, @FHII7 7Y r—rarzh
WrsEEd,

BIABEE DS AT B 72012, PLOP TlEZhHE OFIS 2 F A PLOP_dotnet.
PLOPException % FEFK L TV, A\ get errnum - get_errmsqg - get_apiname % F¢7-+
TWET,

PLOP % C++:CLL & L (2R CH+ TEMNE NET 77U r—vay (REEE
&= CLIIZ}:3<) 1%, PLOP C++ XA T (7 Z i HH-9" 2B PLOP.NET DLL % ] I
HT22EeNTEET, ZOY—Aa2—FRIZTROE I ICPLOP 22T I2LENRH Y £
ERE —

using namespace PLOP_dotnet;
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4.6 Objective-C /N> T 44
C+ C+ Sib/ AT 4 7 % Objective-C THEM T2 Z L b TEEJ 725, Objective-C ]
OIEDZFENA T 4 2 7 bRMATE £, DUFORED PLOP 7L — AT — 7 33b Y
£9:
» PLOP : macOS T
» PLOP_jos : i0S T ff]

EHE50 7L —ATU—27% ., Ce« Ct+t - Objective-C A BEBNRA VT 4 T HRNEELT
FoTW\WEd,

PLOP @ Objective-C fii% macOS ICA A —J)L B OT7 7 U /r— a3 v OHRT
PLOP % fff i3 % Zi%. PLOPframework 7> PLOP_ios.framework %5 4V 7 v U /Library/
Frameworks ~E8+ 2 LR H Y £9, MOLHT~PLOP 7L —bU =7 % A A | —
T D ELFRETT A, Apple @ install name tool T2 MERH Y £, I
DWTZ I TIEMPIL E¥ A, PLOP AV v N'EE5%HT 5 PLOP_objch ~v ¥ 7 7 A
BTV = a s —RAA— R~ UR— T OMERDHY 7 :

#import "PLOP/PLOP_objc.h"

F720%

#import "PLOP_ios/PLOP_objc.h"

PLOP/PLOP DS 7L —AU— 2 %7 7Y ICHDIATe 720 121%, XCode D =— R B4,
N=TarvFEGT AEATH7 V=0V =728 L £T75, PDFlb (3T D/N— 3
BEEHFEHL COET, ZoOMEEBRET 212X, TO X5 ICHEYIcA ST 7L —A
T— 7 T ANEEERT D EMTEET

cd PLOP.framework/Versions

mv 5.3 A

rm Current
In -s A Current

MDA RA PLOP AV v KOG L ORI, BIEEZ L TORBNCE->TEZ D

MEENRH Y FT

» LIEBOBIEOMEIZ. AY v RADERIC, aury¥y T 7% | HCRY>THEXET,

» FREDBROZBIFITOWTIE, ENE. ZOBIHOL4FIEZDEE (Zhvh 2
UE¥ XTI 1L ETENWERYS>T) G250 ERHY F3, S S 504
i%. 8 # [PLOP-PLOPDS 475 Y APl U 7 7 L > X (135 2—%°) & PLOP_objc.h
NIZH D £,

7o & 203, APLAFRRIZRIT DL T O1TIE -

int open_document(wstring filename, wstring optlist)

LLF @ Objective—C A Y » RICHISEL £ -

- (NSInteger) open_document: (NSString *) filename optlist: (NSString *) optlist;

TIDT, 77V 75— arnblIUTOL I RIFOCHL 2179 BERH Y £

doc = [plop open_document:filename optlist:pageoptlist];

54 4F: PLOP:-PLOPDS SA TS UDEENNA>Ta42Y



a— RH5ED 7= D Xcode Code Sense % PLOP 7 L — AU — 7 TR T £,

Objective-C [CHB[FTB T S5—ME Objective-C N A2 F 4 71, PLOP =5 —% %A
7 4 7 Objective~C BISF~FIFR L £9°, FATHEORIEAE X 7254 121%, PLOP (37 7 &
PLOPException DA 7 7 Objective-C filSh & FHAESEET, Zhb DML, BHD
try/catch #tE L2 W TR CE 3 ¢

@try {
.. &IEPLOPES. ..
}
@catch (PLOPException *ex) {
NSString * errorMessage =
[NSString stringWithFormat:@"PLOPTZS— %d A '%@' THERAELFL1=: %",
[ex get_errnum], [ex get_apiname], [ex get_errmsg]];
NSAlert *alert = [[NSAlert alloc] init];
[alert setMessageText: errorMessage];
[alert runModall];
[alert release];
}
@catch (NSException *ex) {
NSAlert *alert = [[NSAlert alloc] init];
[alert setMessageText: [ex reason]];
[alert runModal];
[alert releasel];

}
@finally {

[plop release];
}

Z D get_errmsg FARLSMCG HiIS AT = 7 ks Dreason 7 4 —NV R EHNWTZ T — Ay
t—VERGETHI L TEET,
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4.7Perl INA 2T 429
Perl 1 PLOP T /8%, 1D C T w88 20D Perl /Xy r—YF Y 2a— bW £
T, ZOFY 22—/ 1 fllZ4 PLOP APl B%k & RIZE D D% Perl TRMET2H DT, §
5 11X PLOP AT V=7 hDEODOEDOTY, CEY a—/Uid, Perl f X7 Y XNFE
ITHRRCEHRAD G T AT TV Ny r—TT7 7 AP EWNL HOBIT &Y Te L
K270l bNET, Perl A7 U Z MNIELET AT T VRV 2—V%, use AT —
AV FEBEBLTERL ET,

PLOP @ Perl lii& A4 > R b —JL  Perl JEiEHEIEITIA T 47 7 U % 54TFFIZ, Dynaloader
Y 2NV EE L THAARET, Perl EITIHAN, £HEZA 77 VICHIE LI Ta Y
NRANLENTODLERH Y 3 (LD Perl FETIEZDLHIZR>TVWET),

PLOP /NA VT ¢ 7 SEMET 2729121, Perl A > %71 Z (X PLOP Perl 7 v /3 &€
¥ a— /L plop_pl.pm « PDFlib/PLOPpm Z R FIRETH 2 620 H V) £, LUFICHIT 5
75y N7k —LEHDOFROIFNNT, Perl D @INC Y 2 — R /NAIZ, -l a~<w R
FGAVF T arERNCT 4L M) EBINTHZ EHAHETT

perl -I/path/to/plop encrypt.pl

Unix Perl I1&, plop_pl.so (macOS Tid plop_pl.bundle) - plop_pl.pm - PDFlib/PLOPpm % .
AL T 4L R UNT BHWVIE TR Perl 2~ K THIESND T 4L 7 b UNTH
RLET :

perl -e 'use Config; print $Config{sitearchexp};’

Perl {3% 77 4 L 7 ~ VU auto/plop_pl b 157 L £, Lit=a~> F oMM AIE FLo
Eolmn £

/usr/1ib/perl5/site_perl/5.16/1686-1inux

Windows DLL plop pldll &&= —/\ plop_pl.pm * PDFlib/PLOPpm %, L > b5 4 L
7 FUNT, HDHWII TR Perl 2= R THIFSNLST 4L 27 P YNTHRRSNET

perl -e "use Config; print $Config{sitearchexp};"

bRia = ORI TRO L 912k £9
C:\Program Files\Perl5.16\site\lib

Perl TOHISRIE PLOP OB AFEAET D L Perl OFISNNFEAL 9, ZHITLLTO
£91z, eval > —r A W THIE « fHLTE F9 .

eval {
... &TEPLOPHS. ..
I
die "FINEFryFLELK: $0" if $6;
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4.8PHP NA VT 425

JE50 PLOP % PHP TESEO S EIEFRERNOCA T a VICETHLWVMERIE. T4 XY I
Ea—>avnRysr—CRAICEENTINS, PDFlib D Web ¥4 ~ 124 8 % PDFlib-in-.NET-
HowTo.pdf XEIZBE L TWET, ZHILEIC PDFlib % PHP TESEOD I &R~ TLY —
FIH. TOFAILPLOP % PHP THESIFEICOVWTERKICHETIEFEY £,

PLOP @ PHP if%E A4 >~ R k—JL PLOP/PLOP DS %, PHP ~B)fIcT7 X v FTE5C T
A7 5V L L TERESNTWET, PLOP 1Z PHP DWW DD X—2 g 26 L TV E
T, TRy 7L PLOP 7 —HAT7OHNb, BOMRES PHP ONN— 3 ZHbE
T, WY PLOP 7 A4 7 7 ) @R S5NIENRH Y £, —
PHP 235D PLOP 7 47 7 U #3853 25 £ 9 PHP 2T 2L ERHV £5, 2o
OBRIRE R H Y £ - .
> php.ini (IZLLF OWT 04T A 380

extension=plop_php.so 5 Unix - macOSF I
extension=plop_php.dll 5 WindowsFd
PHP X2 D Z A7 Z Y %, Unix DG php.ini WO extension_dir ZZ5UCHE ST
W57 4 L7 kU THREL, Windows DHBEIIE ZDIFNICIHEED T AT AT 4LV 7
FNUBECTHLRBLET, EON—Va v DOPLOPOPHP XA VT 4 v T AV AR —
ML THDINE, TROLITOPHP A7 VT N THARDZENTEET
<?phpinfo()?>
ZhuF, B OBAED PHP REICET 2 RWERN—V 2 FR L £, ZOR—=T T,
plop LESh-E 7 v aZifi~Ed, bLIDEZ Y a/ITTFR

PDFlib PLOP (PDF Linearization, Optimization, Protection and Digital Signature) =>

enabled
(Z DOH%IZ PLOP O/8— 5 V& S) MébUE, PLOP O PHP A TEL K A > A b —/L
TETWET,
> BYDA 2 YT R ORI, LFOWFRADTTZEN T, PLOP ZB)fER I 1 — R
5
d1("plop_php.so"); # Unix - macOSFH
d1("plop_php.d11"); # Windows F

PHP TD 7 7 1 ILAME PDF Mg - 7 42 NEDT 4 A7 7 7 A MK 5 S —
DT 7 AN OSZRBEHFEDR\N) LHERTT 7 A 41X, PHP @ Unix i & Windows ik & T
W bR £ .
» Unix 3> A7 AD PHP OGE NABRERTZ20T 7 A WL A7 U7 M 3@ENHNT
WAHT 4L 7 ) TRRENET, -
» Windows ¢ PHP O34 /S ABFE L2 Fi7- 72\ 7 7 A )LI1Z . PHP DLL BB TWDF o
L7 hU TCORBRBINET, .

PHP TOHINOLE PHP Ti, #iE (b I = pls izt is L TV b O T, PLOP D44k
1L PHP OfISh & U TR S AVE T, HEHERIZR try/catch HE % > T PLOP #il4 2 B 0 %
ZFET:
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try {
. BTEPLOPHIS. ..

} catch (PLOPException $e) {
print "PLOPHISMAYFEAE L &E L1=:\n";
print "[" . $e->get_errnum() . "] " . $e->get apiname() . "

w,

$e->get_errmsg() . "\n";

}

catch (Exception $e) {
print $e;

}

Eclipse & Zend Studio THl% PHP Development Tools (PDT) 1%, Eclipse & Zend Studio
Z 2 PHP BRZE ISR L T k3, PDT (3, LA FICBER R EIC L » T, SUURIETF
ANVTICHRIET D EOWERT D &b TEET,
PLOP BT XTOPHP B =7 MLl S 415 &L 9 PLOP % Eclipse % 2B L
F9 .
s 94 VRS - TRELI — TPHP] = TPHP S A4 TS5 —] — TR .1 228K £
T, THE, VAV —FBNEHL ET,
s (A—H—SA4TFYLKIIZTPLOP] EASIL, THERT +LE—0EM .0 27V v
7 L., 7 #/VH bind\php\Eclipse PDT %2R L £7,

BEEEIITHHEO PHP 70y = 7 MIZBW T PLOP 547 5V ~DBBELITO X 512

BiNcEEd:

»PHP 2/ 270 —5—NTEDOPHP 7 uy =27 b &5 27U v 7 L T4 9 )L—K
Rl =2 TADIL—F - IRADER ..] 28N ET,

»TSA4TS5Y— 1 27 ~BBHL, IS4TS5U—08M 22V v/ LT, T1—H—-
4751 —1 — TPlOP] %FEIRL £,

INEOEMEDH PLOP A Y v RO—E% PHP=/ 27 a0 —F—t =2 —WNOD PHP Include
Path/PLOP/PLOP / — K FTHIE+ 5 Z LN T& 4, o PHP = — K 23 < W, Eclipse
X, F_XTDPDFlb A Y » RIZOWT, 22— N Hfise & SUIREIF A~V 7 THEL 5,
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4.9 Python "LV F 4245

PLOP @ Python if%E A€ > X b—JL  Python OYLIEMEIL, FATHICHE T A7 5 1) &5
BirTeZ LIZ X o TEMEL £9°, PLOP NA 2 F ¢ 7 BEMET 5 7-9121%, Python A >
&7 U & PLOP Python 7 v NEFAFRTHILERH Y 9, 2D T v ) IE,
PYTHONPATH BREEEHANICHET LN TNDET 4L 27 b VRO THRE SN ET, Python
T oROLHENLT T b7 A —BICk > TR 9

» Unix * macOS : plop_py.so

» Windows : plop_py.pyd

Python D TS5 —ME Python /XA V5 4 > 7%, PLOP = —% % A 7 4 7 72 Python fJl]
HAFRT DR T — NV R T H AV AR —L L E£9, D Python FlFME, @HE D

try/except HIE TR A F7 ¢ —
try:
.. BIEPLOPESY. ..

except PLOPException:
print 'PLOPHISNEFX v v FLELR! —

49 Python /Nf VT 4% 59



410 Ruby R4V T 425

PLOP @ Ruby lit& 4 > A bk —JL  Ruby OHEIRMAEIL, FATRRICIEE T 47 7 U 2 5iHaA
T2 LIZL S TEEL £7°, PLOP XA VT 4 U T DNEHET 5 729121%, Ruby A &7V
273 Ruby f§ PLOP JEBEFG A 7T VAT 7 BATEADL L HICR> TWAMLENH Y 3,
ZDF A7 7Y (Windows * Unix TlZ PLOPso, macOS Tl PLOPbundle) (Xid% . n—7
D Ruby £ VAL —YarT 427 hUdDsite_ruby 77 FRHIC, TROLLUTOX
IRBEIDT AL 7 N VOFIZA AN —LEINET :

/usr/local/lib/ruby/site_ruby/</A— 3 >/

722U Ruby 13T 4 L 27 M U BESBILGRZRLIATE XS, 20T 427 FUDY
AR ERGT AL TOLE =IO L 2#HTE £9 :

ruby -e "puts $:"

ZOYARMNTEE, ALV FT AL Z MV EGATHETOT, REEBHOZDIZIE, B
\ZPDFLbJEBR T A 7 F UV ERAZ VL MHEERI—T 4L 7 b URNICETIERY £,

Ruby IZ8 BT 5—ME Ruby /A5 4> 71, PLOP #il4t% % A5 17 Ruby #ilst
~FERT AT — AU R TR A A M—/L LT, Z D Ruby fISMNIE T D rescue $1ET
WxET:

begin

... &TEPLOPEIS. ..
rescue PLOPException => pe
print "PLOPHISADEEEILY > TILATHRELELz:\n"
print "[" + pe.get_errnum.to_s + "] " + pe.get_apiname + ": " + pe.get_errmsg + "\n"
end
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5§ /I NATJ)—FtXxal)T~«

51PDF ICHITHNRRT—FEXa) T«

PDF ONRRT—RtFx =2 U T 113, PATOREMEEL BHRL 7 -

» 22— X2T =R (B ANRT =R EHEENRD) ZHEXRWET 7 AL EFHNT
BETERNE ST 5,

» AF—=RAT =R (FEHENRAT =R FIIMERASAAT =R LB IEENR ) 252
ek EXa VT 4 RE, TROLIEHER  2— P — XA T—R e v R X — 2T —
RE—EIERTERNWEIILTDH, 2= —RRAT—K LvRAF— /AT —R & FfD
Ty AL, FOEBLLNDRAY—RE25 2 IBAWCHE & £,

» HERRERE L. % D PDF CEICHT 2 HEOENE (FIRILT % 2 L) ZHIR4 5,

s B RAU =R Z235ET 5 L. LEAEONEREIRE ST, 7 7 AR O

WELT DI EMTEET,

INDOREEED YL 1 DTH VTS PDF CEIIEbEnEd, LEOEF 2
VT 4 f%E% Acrobat TEARFLEFAEFTHI2E,. TNEN 12741 - TFONRTF 4
Lo TEXayTq) - TE#lERTET. D TREEZER..0 227V vy 7L FET, K51
\Z Acrobat D&F 2 VT 4 REX AT 0T Rl £7,

TEDIN 1 5.1

WE [ PRUT Dt | BAEH | ARb | SEHEERE
HEOEENT

EOTE T AL 2E ;ﬂbt%ﬁt#%ﬂ%{*ﬁ%%llﬁibiﬂo U TS HRERRR T B
MR T B E R T LIEEE LT

BREERT (E) - £E (TF)

BRUWT M [ART-RIEBERLT, v| [#=rzEE.. |

ERMENES -5 Acobat ¥ HLUENLES SR

HEOFATONTIESAEENTOSOT, BELA BT —BLTIEATER A,
RA7-FiekdtzXalas - S

L BET HRIFRDARE

EiREOBTRERE) : | Acobst ¥ BEUENLE ~|

ENRl: FFoT LAy

EOEE: HALEG FES{kLmL . 256-bit AES
w2y LA FES{LF3E DA M EER

. g O TEOFATOHI T YEER L
PIEQIE - 3T
. - . O BT SRR T ATODL TR SIE (Acrobat & LIFEF 1R
FOED T DEDDMEOML . BT
. B O 774 LI EIESE (acrobat 7 LBEE HR)E)

AN FFRTL .
. B 3 IEOTATOREMER LS. BRIV LIE0AT - MIFITAT SN T,
SR EFRTLALY

JA=hI—LEOAT  HFETLA SRR EED AT - FALRE D)

FEQENRELREEH R, ChoMERREREE TR 4227 - BB E R

ENRIESFET() ©

FATLAL v

EEEFEIW : |3
O7%A k. Ei%. HLUEOROPEOIL—EB/NITHE
A=) =BT RA DT RN AR AR B

Acrobat T/NRTJ—RtFX11)F 4

B paIlhn BRI e I
TR B I BRSO D R T,
)

HEERMAT - FOER(R) [y Bk
®: | L [ ]

51 PDF [ZHITH/IRT—FEFxa T4

61




BEE7ZITUXLERE PDF O ZLix. LFOR L7 ) XA %&F]HL T

Er

» RC4, XAV —2KESTYT (Fhbb, ALTALIT Y XLEHNTHELEES
NTEET), RCAIFTHLIIXORNREXF 2V T o 2EHL THA,

» AES (R EERF BALEEYE) . Bk FIPS-197 THAR LS TV ET, ABSIZ S X F2I6H
THHENTW D RHTOT vy 7iEETY,

EEOR BHIIH NS WAL F YT RDT, ZRiEbooba—Y—T7L 0 R Y =77
V=X ¥ T 7 BMBRDNAT =R LB S vE$, PDF & Acrobat O F§JE DD
RHC, PDF RS FRITS B A BRSO, LVRAART LT X5 LY RV, X
DS NEANRT—RZHWA X ICR>TETWET, #5112, T3TD PDF 23—
TavZoNnT, BEHEE SR T — R ORMERL T,

£ 51 PDFDEN— 3 VICBIHPBE7ILTVRXL - BE - /AT —FE

PDF * Acrobat /s—< 3 >,
pCOS ZILT ) X LES

PDF 1.1 ~ 1.3 (Acrobat 2 ~ 4),
pCOS 7L 1) X s 1

PDF 1.4 (Acrobat 5) .
pCOS 7 )Ly XL 2

PDF 1.5 (Acrobat 6) .
pCOS 7L XL 3

PDF 1.6 (Acrobat 7) -
PDF 1.7 = ISO 32000-1 (Acrobat 8).
pCOS 7L ) XL 4

PDF 1.7ext3 (Acrobat 9) .
pCOS 7T YR L9

PDF 1.7ext8 (Acrobat X/XI/DC) -
PDF 2.0 = ISO 32000-2.
pCOS 7L 1) XL 11

BE7LITVXLERE

RC4 40 E v b (ffa85, PDF 2.0 TIXIEHER)

RC4 128 E w b (i35, PDF 2.0 TI&IEHE

)

PDF 1.4 ERL RC4128E v b, F-E LIS
ARXDOELZBIGA (B85, PDF 2.0 TIXIEHE

)

AES-128 (PDF 2.0 TI&IEHLE)

AES-256 T, /AR —FK DHFULVZKREaASH

5410 (Mfi55, PDF 2.0 TIXIEHE)

AES-256 T, /SRT—FDHFLHHESHh

1=k 0]

BRANRD—FEEIRR
J—Fzya—F429

32F w3945 (Latin-1)

32F ¥ 594 (Latin-1)

32F ¥ 594 (Latin-1)

32F ¥ 594 (Latin-1)

127 UTF-8 /3 A
(Unicode)

127 UTF-8 /\ A k
(Unicode)

7235, macOS (macOS 10.10.3 £ CTTHAEH) & i0S (0S 8.1.3 T THRIEE) OFRAT «
7" PDF b = — 7% AES-256 (25t L TWEH A,

IRRAT)—F  PDF OBEALIZHEIIC, PDF RX— 5 21255 T40-120-250 B
WP ORESETHEL £, 2—F—RE2 2R AT =R b3 F U R SHE
SNFET, XRRU—RIZREES Lz a—T 4 7 OHKINRGD £3 :

» PDF 1.7 (ISO 32000-1) FTlE, SAU—RIIHRARE32F+v 7 7 XIZR 5, Latin-1
T a—T 4T HNOX XTI XDHEEGTZ ENTEET,

» PDF 1.7ext3 Ci& Unicode ¥ ¥ 7 7 # %8 AL, g KE%, SA T —K O UTF-8 R T
127 34 MITHIRP L LTz, UTF-8 TIEF¥ ¥ 77 ¥ 2 0[EE 1 ~ 4 31 M bL
FTOT, NAT—FRNIZHFEND Unicode ¥+ 7 7 ZDHE, FE ASCI ¥+ F 7 #
EELGAIIT 12T I 70 Ed, ez iE, BAFEX ¥ 7 7 XX UTF-8 £
TIHER INA N EMBEL LETOT, NATY—RFNTRKRK 2 EOAAREX YT 74
FETMEZDZ LT ET,
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HWFENZZRET B 7212, Unicode /SAT— R (L SASLprep &9 4L (RFC 3454 O
Stringprep (ZF-3& RFC 4013 TfEfbEanCnEd) ICX-» CEHRbanEd, Zom
BT, TRy TV EEREL, H2FEOX YT /¥ 7 7 A ERLLET (2
EZIFIEASCHI Z2AF ¥ 7 7 XX ASCIH ZEHF v T 7 & U+0020 ~~ v 7SN ET), /34
7 — R 1% Unicode IE#IHZ NFKC ~IEB b &I, RATV—RNNIZEEES Xy 7 7 Z L EEX
Xy T EANRBIEL TOWEREICEZ Y 5250\ FE NI ZELEET D 720 IR 72 W71
JVER 2N it S L E T,

PDF B BSALOIREE L, WO RESICL > TORRELDTIERL, RAVY—FDE
SEBEICE > THEAEINET, HAIRCHBELO T EREENAT =Rl 9 & Tidi
NWEWN) ZEFASHBNTNET, BHIHRTEZD, Wb HEHET X v 7128k -
TUVATRT A4y ZIZHleondnbTT, SESERFMEICIAIUR, 22720 DDA
U — RIIERE Py h 04, 2—H%—0FER, FHho=v 7 X—L7EEHNTE
V. ZEOTHOEHITHERFTREIZ /2 > TWET,

H#ERBIE PDF Tix., CEOBEICET S S TS ERHIRE/F LTI ENTE, &

NWHITEBNCAR EZIHERE T nca£3 (5.1 2H) -

» FIRIZ 58] : FIRIDSEE Al S 20Ty & X 13, Acrobat DEIRIR Z 13 #EZhIC 20 £97,
Acrobat |3, TMEEERE (50dpi)] & TEMBEE] ORIRBIOXBNIHRL TWET, K
FRFEFIRICIE, BMABRFIHIC L S 7, S e &/ PDF (L& B IET 5, ~—
COTAREENER SN ET, EES— ZOHIRBITIZH D SREMEL R B EIT TR
<. HIRBLEE AR VB B Z LICHLBEL TLIEE W,

» EEEHA 2OV ARD, SESERLELFRIECHTT KA ERL 3 ¢

R—TUOEFA. Bk, B

TH—LTA—ILEDANEBEFNDEL T 1 —ILFIZESR

EROER. 74—LTA—ILEDANEBENEL 74 —ILEDES
R=TOHMEZEBR L TRTOEME

WEE—EEZ TT73FX b, B, BEUZOMOAETOIE—2EZIZT S »
LRIEENET, Zhix. 778 EVT A DOEDIZ TR =V ))—HF—F N4 R
DTFEFRACTOVRREZBHIZTE] 2HNTAHDNCTDHIELARETTR, ZORE
I1Z PDF 2.0 TiZ., PDF U —FI3HICT 7B E Y T A ITHIGTHRETHH20,
HiE L R shEd,

TENRIZEFT] : BFRI LAY LWV o 7e 7 7 B AFIIRZ CEIZFRET D & Acrobat DZ LI
FIET 2 A= —THENEMNI/AY £, LarL, ZHUIY—F/X—F 4® PDF B =2—
THREDY T MU 2T THZEI 70D LR /A, LENOT 7 & AHER N EERIZZN T
ZEONE 9 0ME, PDF YV — L DOBZEIZD o TWABDTT, FEEE. W< 00 PDF

v

NWEAEZIL, Wil 7 72 AHIRG Mt T 22 ENTEET, ZHUTKELD Y T v
o7 LIRS FHA N AT—=RDRWPDE 77 AE, HETIIERLNATHH
X CERWNWESICT D2 LiE, BICRFEERDOTY, ZDZ &IFI1SO 32000-1 (2 FFd
rolcmahtnixd:

O EEUXENERVAICHAMMES ShhlE, B —F IRITHIICZOXEDAR
ERIZT VAR L G D BREHENTHEESN TV HOIXEERREHEARFTED
HED L DE POFEESIEDHRIZAI L0 ]

BEEEh-XEERER 5 74/ TlE. PDF BE5{RIZEIC 1 HOTEDTTO

HRERE 7 AL EF, LA, AL T, TEAD < SO M BRI
far T, TR AL L E X b 0 £
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» PDF 1.5 (Acrobat 6) TiX, 7L —VTF AN RAEZTFT—H LW EENEAINEL
Too ZOMREZRME D &, BB LENTZLEIL, BRI TWRWAXT—F % AR
AT ENTEET, ZHICE-2 T MRV UNRLEORAXT —H % LS
NEXENSTHLHRVEHEL L HICTHZENTETET,

» PDF 1.6 (Acrobat 7) 72351%, RESNTWRVWILEOFTDT 7 A VITNTH-Th,
BEALT 2 Z ENARETT, ZNICE - T, BB{EEh TV nW3tEE B OUAT
DicbOaryTFFE L THHATAZ ENTEET,

XV T LOHREIE UToOZ L%, ERINDIESHRMEIETY 7y 7 ShbA]

BNV 70T, BETFHRETT

s L~ 66X XTI HMBIRDNAT — RIS 2 R ETT, ARER TR TCONRRAT— K %
RIKE (AT —=RIZHT DI N—h T3+ —AT H v 7) IZx L THEFIED S T,

> RAT =R IR BEFEICHTOTIEWT F8 A, AJREREELZ T CGRTHE (8
ETHy7) IZH L THHENSTT, NAT—RIZZETAT 7Ry b Xy T 74
EEFERLANETT, AOORMBES Y hOLH, FABR, FOMEHEIZHER T X
BHIEE ZE > TEWIT EH A,

» fE5572 RC4 702 Y X L PDF 1.7ext3 (Acrobat 9) (Zf€ - 72 AES-256 (FilElT 5~ &
TT, NRAT—RNFERT LAY X LMEFEEELTND Z &b, /XA — Rkt
TAHTN— N T F—AT Xy VINKS 27T, Z D=, Acrobat XI/DC & PLOP
TIE, LW SCEA #5721 Acrobat 9 DIEFE(LIZHRL THEAL ¥ A BEFED
WEEAE ST HOICOMEAL £9),

FL®5H L, PDF 1.7ext8/PDF 2.0 IZfE - 7= AES-256 Z i 2 _& T4, /AU —F L
6F ¥ T I/ XEVERLSTIHIRETHY, TNV T 7Ry b XTIV X EFHDLRNET
7

Web L@ PDF #{&% PDF 2% Web TRLENZEAITIX, 2—F =30 FTEOLED

=N at =B850 TUYTIEDL Z LN TEET,PDF LEN2—PF—zu—h
A —ELoNWVWEDICTEHEETSHD FHA,
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5.2 PLOP # ALV T PDF XE%E /XA —F Ri#

*£52

HMoTW3 H|UATS o+ pCOS ZAWNTXEIER - XMP A4 NRTU—F - EBZ2ZTH, il

PLOP IZ, O S ES E/tF 2 VT 4 #EE%E, PDF 7 7 A/LICHEMH L7V, PDF 7 7
ANDHBRELTZY LET, PLOP T, 22— — AT =R v RZ =AU —RF %
AT 2 EMTE, o, 77 BAMEREZFHEL T, Acrobat TXEAHIMTE 215D
LD, THRARZHMHETERVIIICLEY, XEELAETERNVEIICLEDTS
ZENRTEET, XEEE ST DHITE, @R~ AY =AY — R BLETT,

NRRAT—FEFa) T4 DHOBEFZNLITYXLEER PLOP 1IH (2, AES-128
(pCOS T U X 4) hy, 713k F 2 7 AES-256 (pCOS 7= U XA 11) %A
L $E7, PLOPIIRL T, Mg RCAKE S %2, DV, NAT =N LT Y X AN
W Mas M A 5> PDF 1.7ext3/Acrobat 9 (25t 7= g9k AES-256 (pCOS 7 /b= J X 4 9)
ZEHL EEA ST LT Y XL EEIRT 5 1T1E, PLOP_create_document() O encryption
FFvarEHnEd,

» encryption=algog D% :PDF /N— 3 L id, METHIUE PDF 1.6 ~ EiF 5L, 7o,
Acrobat 7/8 (pCOS 7 /L= Y X A 4) ITHE-7- AES-128 BE B3 @A &SN Ed, /AT —
KX Latin-l ¥ ¥ 77 ¥ DHENRETHIENTE, 2 XTI X~ LIVEDLN
7,

» encryption=algonn D& (ZNBT 7 4/ K CTTF) : PDF N—T = ik, LETHIUL
PDF 1.7ext8 ~_EiF &41. 7>, Acrobat X/XI/DC (pCOS 72 U XA 11) IZfE- 7=
AES-256 B S mHA SN FET, XAV —F X Unicode ¥ ¥ 77 ¥ 2NELTHZ L0
T&, 12TUTF-8 XA b~ GV FED L ET,

SEXEL PLOP DRBEITHEL/NRT—FK  PDF XTEOHRHREICL > THBENT

WD PERCE OB IZHE D 7o ITid, mAT =R X 2 U 7 4 ZHOTREI LT

B EH T HEMEE T RNTEHED SR Y 8 A, PLOP (LA FO/L—LIZhE> CEIE

LFET:

» BB LD AT —F 2% pCOS AT Y = 7 b encrypt/algorithm %% T/ =V
HZ LWL, AT =Rz L BT, FIZHRETT,

» LEOTaRTF 4% pCOS AL F T 2 —AZHNWT 7Y TELHME I )L, pCOS
FT—RIZLoTHIRFEDFI, 72 201F XMP LEAXT —H « LEFRT (—1LF -
LBV - FERARIL. FOXERLZ—YF—RZAT—R20EL L TOWARWESIZE (B
AZNEZ—P = RAT =R OENEZ BN TNWEEE), v AX—/ 2T — K72 L Tl
FTEET, pCOSNRAY T 7L ATHLSBNTWET,

» LFOBEICIE~AZ —RAT =R BUECTT : 2—P— AT —FK « v 2 Z—X2%
U —F - AERFEDOLEF - [k, WAL SCEICHT D RIEAL - il - 1B18 - B4 HEE,

#5212, TRTOEBEIZOWT IR LENEF O FELT,

EEILESNFXEICHT S EFSERRIEDOITBRER/INRT—F
EESEDRE (pCOS

ISAT—FK  Tencryptl) 24TV T—4 - LBY - FRABREITY) b Bk - B6E-ER

L Gl A—HF—NRRAT—FRB/ESATL  FA
HWNSEEICOHTA

a—H— G| G| )

TRAE— a] ] ]
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PLOP #HWNT/AAT—FK £8E PLOP 9475 VU APl & PLOP a~ LRI A FF

T a Tk, JT® PDF CEEZANLE LI, BB T3 EFINZARY % H 5

EHERELEZLIZLET (EHLLRECT7 7 ANADOEELH Y ETM) , ATICENRE

INTWAEA, PLOP IR 5.2 126> T, fTWEWEEIC L > T2 —F— 2T — )

VAR —=NAT =R ONTN0EMLEL L ET, ANNLELRIEICHALS Z N TE 7%

HIX PRESN TV RWLELESTLE, FRRELWSRATY—R 252722 228 -

). HAXECF2—Y—RRAT—F « v A —X2AT—F - HREZE L TEOMAE

Y TEHATEET, 7L PLOPIE, 7747V FBRHALEDZDIZEZD/NAT —

KizoWT, UTFTOX D IT/EHL £ -

» =P XU = RPHERREN G Z O TNDDIZ, TAX—IRAT—RREH2 5
NWTWRWEAR, BEOFAER X 2 ) 7T 4R ELHEIIEZ D ENTE, L
7o TREZENTLENET, TTFOTPLOPIZZDORRAE=T—L R L £,

» =P — R AT —R L AH = RAT—RKRFE—DHEE, 22—V =L 7 7 A VOFTH
HLEDORBNIHITRORAREL 720 . L7z TRE Y A # T <L kg,
PLOP IZZ ORI ZE =T — L R L E7,

» AES-256 Cid Unicode SATV — R MBFHFENET, 2LV L W E(LT LT U X AT
X, Latin-1 XFHEBIZROENIZRAT =R E20ELE LT, HTWVKES{ET7 1T Y XA
DA, BB/ AT — R 8 Latin-1 STFHEANDF v 5 7 X252 G TND &
FISARIAEL £,

» XAT — R %, AES-256 TIE 127 UTF-8 /S A b £ T HEWIFBAL T L= U X ATl 32
XY Z 7 HXETIIYIVEELEEINET,

PLOP GHERZERTE PLOPZ. K53 IRTEEOHRFTEZ, 7=V « 3%E - HIBRY
HTLENTEFET, HHARXEY., T_XTOEEIIFT 7+ N TIEHFEINET, 77EA
HIfRZFEET D &, Acrobat DF UKL T DHEEEN NI/ £9, 7 7 & AHIFRIZ,
AP RRT =R EZRELRLS THOHEATEETN, ~RAF— ARV =R EILETT,
#5.312, X DHERHIBF—U — R ZFZEL T,

% 5.3 PLOP_create_document( ) - PLOP_add_recipient( ) @ permissions # 73 3 v Izxt3 2ERFIBF—7—
0

F—J—F L)z

XE#HRI

nohiresprint ERMEENRIZRALL, noprint NMEESATULEITNIE. EIRIE. R—D DIERGERE
ERle % MEfgE L THIRI #EElcHIRESNET,

noprint 77 A ILOHRIZEL,

XEZER

nomodify TA—LTA—ILFDEMGEEHLWEIERELEMHL,

noannots SEROEM - ERETA—LT A —ILE~DEBAZRL, nomodify & noannots AMERE &
NTWREFNIE, T+—LT1—ILE (BRT—ILFEED) OER - ERIFFINE
ER

noforms (noannots [Tk > THEERITIEESNET) I+—LT 1 —ILFRALERLZEMHL,
noannots MEE SN TWLWH LK TERBKETY,

noassemble (nomodify [Tk > THERICIEESNFET) A—T DA - Hlff - HEzELBY - FLR—
IWDERZERRLE, nomodify MEESH TV THRB%TT,

XENSHAREIE—
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%% 5.3 PLOP_create_document( ) - PLOP_add_recipient( ) @ permissions ## 7 3 v IZxtd H1ERFIRF—7—

S
¥—7—F
nocopy

noaccessible

other

plainmetadata

nomaster

359
TXRAL-T3T7490DaE— - HHERL.

(PDF 20 TILIEHR) TXRAL IS5 T4vIDTOEVEY T4 BHDI=HODMEZER
1k,

(PLOP_create_document() D& ) REEILIN-XEIZH L TEXED A FT—4EBELL
BTWEZFICLET,

(PLOP_add recipient( ) D) IETE SNI=HERFIEF—7— R E (26> CTHIRI - fR&E - IS

HWEZFIRL. D, XEQO X1 T REDERZLE, COF—T—FKH5Z5N

TWEWMEEICIE., REFBEZTOXEICHL CELEERBEZRELET, THLEZTDEA.
DT RTOERHPBF—T—FK (plainmetadata LIS D) [FEREhFET,

723, Acrobat [ILEDERIZET 2 4 FEOMEMRBIRT ~ TR L Trea/a il a2 528 L
TWLDIFTIEHRLS, ZREDHRON DN E 7 N—FIZE LD THET, £ 5.4 12,

Acrobat D%

RE (K51 N0 TEFEZFFA] VA NOMER) &, FST S PLOP OHEIR

R —0 — NEEL OXRARL £7,

% 5.4 Acrobat MHEMRATR &, PLOP_create_document( ) - PLOP_add_recipient( ) @ permissions #7733 (2%t
THRIETD2F—T—FDEAHEDLYE

Acrobat @ ZEEZ &l

RS9 HEBF—7—F

Zral L ARy nomodify noannots noforms noassemble
R—=—TU @A, HIkk. ElEx nomodify noannots noforms
TA—LITA—ILEDANEBFEDEL T 1 —ILFIZES nomodify noannots noassemble
EROER. TA—LTA—ILEDANEBRFEDELT «—JLFIZE nomodify noassemble

&

R=OHEERSTRTOEE noassemble
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53

pEE

%vyP54nyxU—Pt$1U%4§ﬁ

XE A B L9 512 IE. PLOP_create_document() T userpassword 7L a3 v
masterpassword A7 a & (W THHA) FHELET, 2EL, a—HPF— 12T —F
T RAF—NAT —REZMELLETH, HTETIEHY FHA, PLOPTAT T Y
ZMWT PDF EZR#EL, EX =2V T4 2RETIRERRY T Va—F &, T
® PLOP /X 7 —IZ Ao TW 5 encrypt » decrypt 7 a7 5 I 7 U )V TRA Z LR
TEETPLOPE VU R T A Y — )L TN EEiZ2 A7 3 v iX--user & -- master T,

MEBRFR E X, PLOP create_document() C permissions 47> 2 v ZHWTIRETE %
T, AU RITA Y =TI EEMeA T Y a - permissions TT,

Windows Tl&, AY>Y F S A2 ED/NRXT—FK[X, Latin-1 XFEEH D Unicode ¥ 5
AEEL T ELHAEETT,

SETELEERDH UTOSEIERF U INa<wr RIAVBORHLIET, Bova
YURTAUF T ar TRLTWET, BifiEOa~r R I A0 47 Y a o0 Tid
3.18i [PLOP+«PLOPDS i~ RI A F T ar] (39X—=) 2L TLZE,

Ty AN ELI—YF—RZAT —F demo &~ AKX —NAT—K DEMO THEAL :

plop --user demo --master DEMO --outfile encrypted.pdf input.pdf

AV b T AV T RIRADOTRTOT 7 A%, Fl—D2—HF =327 —K demo &~ A
H—/RAT —FK DEMO TH§BAbL, TX7 vy ANEX—5 v T 4L 7 U output ~
&<

plop --targetdir output --user demo --master DEMO *.pdf

ANR—=A% ¥ T I BZEFHNAT—=RE, ROFIOXL S IZF Ty aT (FTvar AR
SEIZHED 7elZ) . EHIZA ML — 2B AT (= VHEITHED T29D12) << D4
ERHY T, UEEE VALY —/SNZATU — K two words TRFEAL -

plop --master "{two words}" --outfile encrypted.pdf input.pdf

IEERSLL TEL (BAA TV a iR 7.2.2 i [T Y2 AV TEL
T5] (942—2) 2BMR) .
plop --user demo --master DEMO --outfile signed+encrypted.pdf «=

--signopt "update=false digitalid={filename=demo_signer rsa 2048.p12} <
password=demo" input.pdf

ERBE ~A¥—/ AU —F DEMO & . HIRFRE noprint - nocopy - noannots %, 7 A
LI RNUNOTRTOT7 7 AVIZHEAL T, TERTZ 7 AVEZ—Fy T 4L 7Y
output |ZE <, ANLETHEDIL TV DIESLAATH 2002000 53 AES B 503
BHSNES, FEHEL L2 TE, $XTOAT) - A7 7 AVOAHIR, RELS D
WCONTHITFEILET ¢

plop --verbose 2 --master DEMO <
--permissions "noprint nocopy noannots" --targetdir output *.pdf
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FTRTOMRREE 7 7 AADBREL, TORBEREHNOH ST 7 A~ FL~<AZ—
NRAT—RTat’—, ZIUIATLEBICKTHVAY — AT — R RLETT

plop --password DEMO --master DEMO --outfile unrestricted.pdf protected.pdf

XEZFESL (& 23X, Mssam s (ba )7 AES BE~ Mz 720 | fagg/a s
U—RFzbo BV OEZT2Y) | HERBEIANLEDOL O2HE, #EREHOH
NT7 7 AN~aE —, ZHUFANTLEICHT DAL =AY =R PSBETY

plop --password DEMO --master LONGPASSWORD --permissions keep <
--outfile unrestricted.pdf protected.pdf

#HEOH 1EO7 7 ANE~AZ—ISAT —F DEMO TiEE, ATEICT 7 & AR
DT HENTNWZELTH, ZNHITTRTHREENTT ¥R bR LI T
W2 WD T) :

plop --password DEMO --outfile decrypted.pdf encrypted.pdf

S YBHEEESIEAXTHIESIE PLOP Z2FIMT 2 & BRI A T — R T
FAEENTNWABICGEIL, bo MRS bEET I &b TEET, HXAT—R &3
AU —REEZDVENHY £, PLOP 137 74/ b T, 887 AES W5 &ML £
T, WOFITIE, AJISCEIX~AZ =R T —FK old THE LI TWnWa & xic, %
VAL =827 —R DEMO T AES B BT 2582 HEL TWET, HLLWIRT—F
EHWSRRAT =R EFUTHONEVERA, bHAA, EBTIZZOFIO X S 250 R
T — RT3, ®ARNRRT—=REFEHWAERETT (X2 VT 0 LOHELIHIR)
(64 ~=—2) M) :

plop --password old --master DEMO --outputfile strong.pdf weak.pdf
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SIBAELEX ) T 4

6.1 Acrobat ICH (T HEBAE X2 ) T« o

SAEEX AT 4OFR AUV F X2V T4 2HOTRES N TS PDF CE
T, 2—P—RRAT =R N AZ—RAU =KMo 0rhEd, Ak, Xx
U— R OEGEN, MEORKEITTHZ b, REREANRHHZ LT, 2, IEY
TEZEEND 210, HAHVEFERNIC, iEF~SAT—RFZFELLTLEIZ &
HY2ET,

FEAEEX 2V T 413 NAT =R X2 UT o O0b Y &7 5 FEZ R4t Lifh Z
FUSABHSERE = LEEIZE SV TV E T, XEI, FFEOZEE T LOOIIHK LS
niﬁo%&%%m\%mﬁmﬁﬁé_iofﬁ%énifoﬁ%%i\%@ﬂﬁﬁ@é
BEEALTEY ., EHERE —TIEATHELADT, L2 < LE L HBICHA T —
XFET, REINTWDXEZH L, ZEHFIL. B LoDl I iEZEIC
%mféw&%%ﬁféf/awm%bgkbifo I

FEAEE X 2 U T 41d, NAT—R %2 T 4 I TUTORE AR £9 -

» NRAT— R EZEHE AT 2 LER )0, o
» BEZEEITH LT, ROVLITZEEDO I L —FI1TH L T, EBIOMERBIRZ2 i E TX

Bo HMEMRIZ. RN EWVICERR D a—Y—T- b~ E LA T DEEIELD £7,

ZAZH D, HERDRWE ZH~LEONRAT =R 2R, ZEENBSDOT VX

WY 77T ID ZEBLCEL TLE) mREMEEH Y T, 20 D HE0%

v

_ 1 6.1
SEOINST & .
- & Acrobat TEEAEEF 1T 4D I
E [EFIT1 20k | R | hasw | s WE LEREET
HEDTRT

TEOTFTAEL. }'{Elgﬂbfiﬁté’é}%ﬁ’&*llﬁibi@‘ T T B IRRERRRR E DI, E—
Mo 1) TR IR TR 2 TR LUCERAE L TS

FANTF M | SRS TR T v | | FREEKEE...
BRI i —Tal s Acobat 9.0 5EUENLER SR T,

T ERENEESNEOT, LI EIEE RS 807 Lf%?"s‘%ﬂﬂz I T BEDE
BRI ER UAC TR, TER R IRLE 02T, R —

AT HFROME 3'{?0)12#1'}5—{

ENRl: 3FaT _
T omiE SRS TR T

EEETC]: A-UOHBHERR T A TOIRE
ENRIESFoT : rfF i -

TEODERE: ¥
TEFLA FFE

PEDIE-: A PIEDTE —EIBETET : (2
POEL TIPSO FFET TR PUT REHICES
A-TmiEd FFET BEEELAL: 256-bt AES T
JEHR PR
Fr=L2=ILEDAG s PR -
B #

FUF L= -SOrEE ST —
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EEOLEIDDLNY T L, DD 2 EAINTEOZEZHDOELDEEIZFEDNT
DFAAREMEL HY £, T — R 727 _XR—20F P H VD IFERTE A,

FFIAEY S o ) 7 1%, Acrobat « Adobe Reader 6 1 X ONFFLLABEA % his L CUWNE T,
T, Acrobat IZBIT2FEHEEX 2 U7  OMEZFHIIL 7, 7L <L Acrobat @nﬁﬁfﬁ
E-%fr_’;)/u<7iéb\o

MRELX) T DERF NEEX 2V T4 2FATHICET X NVERAENLE
T, bo L EMIZED L. BODTEOOT U H ID (NI & EHEN T > TV
%) b ZEHEENTNOTOOFEHE (ABEEOLEGATND) BLETT, FEHE
EATTLHEEFIRELS 28V H 5

» BEB4 ., 72 & 213 Acrobat Z W TAR : ZEE-DH O EEEHELZITID DR
b, ZOFRBR T T, BINERAS 200 XA, 7272 TUXLID Bk
THE ENEMYVRERTZENTET, LoT, B bSNIXEHZ L ITOHZ
ENRTE LY ET,

» B CADPSDFTYZNLID X, AETT A, %@i‘ﬂ/\ Y B9, AATL GiERAE
ﬁ‘fﬁb‘%ﬁ’béﬁf%i XEZBETBELZTHI IO EREFEHATE ETOT,
Acrobat (231} B BEEITIBINORERL 2 — W)L & Li‘l"l‘/u (7.1.3 #i TAcrobat 12815
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HRFESNTVDELEEERT D200 5 WEROIIZEE =D OAREL G T HiEHE

7Z0TYd, =, RESNIELRET-VWARL, FZEBELTTRESAEL. TOM

BEEATDHT VAN ID o TR Y A, EAEIIMEERE & A

“Cb\i‘&/ud)f/fxﬁ R &2V HBICEMATE E428, TV ID dlE, /8
—RF°PIN Z W CR#EINET,

EED-HOBLDTSHIIID £HB  Acrobat 13, REIN TV TELFL 2D
FANWDZENTELLIICT VXML ID 2T 5 HEEHEY PR —FLTOET,
Acrobat XI/DC&#HWTHG DT VX NVID B ETZIEA VAN — LT HITITRDOLEEY
BEL £9 : TIREI — RERTE .1 — [E4) — [ID LIEEEHFAE] — M3 ..
— T2 4)LID] — TID Z:BM ),
THE A AT IFORILIDEEM RENETOT, EDOID 27 7 A58
MEBZ e TEETL, HROBCEL D 2ERTHZ L L TE ET,
1D$E(§7%uﬁiﬂ)ﬂi%ié°mbtb\&% F£771%, BHOOT U HLID O DFEHELSE
L7V (A0 dIicEERERLL TE 525X 912) & i, Acrobat XI/DC % H
WTIRD EBVEMEL £9 : TIREL — NRERE .1 — B4 — TID LEEEHH
Z) - Tl .0 — TEEFAIHAZ] o NOFEAEDLEE) 21X TT2 4L ID]
(B OFEHEOEA) — ID £33 E L EIN— TSEBHE0M],
THE, GEHEE 2T & EdoT, EEHL .1 27V vy s L, 1EFHLET—
BEITF7ANICREFEAEI 7ML ZE R (FEHEA Y E—D L0 299 X -PKCS#7]
TIE2R<) LET, 2H L TESHENZEHES, ZEFTFPEL L AT Z LN
AHETY (WA TV RN E),

Acrobat (X Windows SEBAZX F 7HRHDTZIIL D L FHTEET,
Acrobat Z LN TRIBAE X2 T4 28H HOOT VXL ID 2L, 2o, %ZE
HAFHERAZ AF L7265, Acrobat XI/DC TLUL FOFIET PDF XEA KL T& £9

s (2740 - T7aNRTF1 .0 = TEXF2UTFq] #7 > TXF2)TF4A%: (N
Zl2kBEXaUT 1 %7 Y2, Acrobat DC Tit. ROFIETH AIRETY : W —
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) — TR#E] — TiES1b) — TEIBAEIZ &K BESk], T4 477 BHN 5D
TViEAEEX 2 ) T 4 DOIERA &5 PDF B S{LofEsfEEcE £7 (K 6.2
ZMH), -

» ROZAT T T, B {bENTCEEABZTHOPHS I ENTESL LS, BHD
TENVID BEIRT HNETT,

» ZLC, REOBOZEHRTFHEEZBTINL, HREZFHEL 20 UEHEL £+, 210G
FRERAEIY, Windows GEBHEA M 7O E T b TEETL, 77 ALt
BB EHETEFETL, AUFALVLRI N INSLTETAZ L HARETT,

» T ANERETEE BRLEEXF ) T AREIHE S TEDT 7 AP &
nEd,

FENTXEEHFOR X, ZOZEHIENED 1 SICHIST IWEREFT ST

/5/1/ ID BHLEETY, ZdDID X, Acrobat DFHFFHEZ k 712 % Windows GFFHEZ k 71T
b AL ARN—LTEET,

B8 IT5— Acrobat ¥, XEEEETERWVWEXE, UTOTTI—Ay -V %L F

ERE
COXEDOBSIZIXTORIIL ID BMERSWELEN, BRI DT IDHHY

FtHA, TPEAILIDHBELLAVAM—ILENTWNWEIMNERERT 5Hh. XEDERFIC

BREVWEDE LS,

ELZDAy =%, BISTAHTOZL D BEONLRNE XZF TR, CEN

MOBATES TERWVWEETLEREINET,

6.2
Acrobat DEIBRELF 1) T4 F A7 A4, PDFESET7ILT Y XLOBIRATIHIZHY £9

SHAB LB X2 UT DT (%] —
£
o _gazne S0 SEBRBI Lo T D —EAEREIRE A LT, BT
b izl b ZRMOANEETT,
BIEVER
HE

© BRECCNSDRERRTED

M —E: | B S0 IF
SHBRID B 250 35 -

e bdeimED A IR
@ IEOFTATOI T VEIEE R
O IEOART — SRR TATOILT L VEESHE (Acrobat 6 LIFSE IR0
O T 774 DB RIS EAE (Acrobat 7 LIBEE IRE)

@ TEOTATONENES LEN. BRIV AIIEDAT AP
ATEREET.

FEEEPILIUZLIE) | 128-bit AES (Acrobat 7.0 BLUZNLIES- B M) v
128-bit RC4 (Acrobat 6.0 BETUENLBEEEIR)

[128-bit AES (Acrobat 7.0 ELTIZNLIEEE B i)
256-bit AES (Acrobat 9.0 BEUENLESEEIR)
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ECC Z{EBEIAE L D Acrobat DIEFME  Acrobat XI P HiZ. BTFEL LD
12, Hhi#R P-256/P-384/P-521 35X ONZF DML NIST 23HELES 2 dhifp 2 FHv 5 45 M iR 5
(ECC) 1T L TWEd, LA>L Acrobat 1%, RFC 5753 MBS 4wt — 3 (CMS) T
DOEMABRES (ECC) 7TV XLOFERAL IZX - TEESILZNAED RFC 5652 (21
L TN CMS BFBbA TV =7 R AL £3, 207 Bk S iz seERH—
RFR—=F 4V 7 =7 EEBBHERRL R0 £97,

Z OREIL. Acrobat DC 17.012.20093 Continuous k 7 > 7 3 X Y Acrobat DC Classic
15.6.30352 (2017 4E 8 A7 v 75— 1) CBWTEESNLTHWET, kb v —
¥ a ' ® Acrobat IZBWTIX, EC ZEHAZEZAWZEAEEX 2 U T 0 20T 5 2
EEHEEL £

74 6E: FIBAEtEFXa YT«



6.2 PDF [CH T HEIRAZE LX) T«

6.2.1 CMS A T—4

PDF OFEHELE X = U 7 (1X, RFC 5652 (ZHE- 72055 A » — UL (CMS) 1I2HE0 -
TWET, CMS X, BYFES - AvbE—VRIE - BB LE 5L T EREFHEEDT-
DOH T vNMAE L TR L £, PDF OFEHEYX =2 U 7 113, CMS IT& - THfh S —
NAEHAT—2HEZFIAL £, 2B, R LETA—NLOLLI AL IR EFEETT,
PRE EOBEGFE LT p—~ R E K LT A D GEHEES 2V T 4 lINA T Y v R
FHETEEINTOET T L HORESHE 7 & DAERL . TR EZEE OEN
R L TR B L £, S oML, RSA F 7235 iR 5 (ECC) 7v= ) XA
LSS AR F LI L > TZOT U7 MO BREE AR L, CMS 7V =7 NNIZ
ELET, 20T F L EAWT CMS A 0 — R KEZ M SNORFT LT Y X A .
WZE o THEFB(EL . CMS WIZERE L £97, SFEFS(LIZIE AES 703 U X A%l 5 523k
DITHEIT—HRTY, ZOMEIZONT, Fo, TITHEAINA S EFIEFRTAITUX
LZOWT, FELLIE6.2.2 81 THEBALOFEM (77 2—) 2BRLTLIEE,
ZEZEIBOBO, BOOWEREL AT ZOXNHREE S L. B-8% T CMS
N4 —REEELET, 20, B bEhiXMe—R &, EZEEDOEZDOR LS
NENERS#E ORAEDE L, BFEHBE L OWET,
B TN ARV IERFRTH Y . OF DT X AT — I UaMERES U E
FADT, BEAALCEOERE L, ZEHFEOY A NOFIZASOERAELE ORI UL,
®BTEOEEEEFTEEEA, -
ZD X7, IERFE AL &R S L D NNA TV v R7eT 7 a—FI2id, 2 20
HERH D ET, FHIZ, FESFRE S LIZIEF BN O T, PEOT —Z T Ll £ —
Mo TTOTENE, FOMFE SHIZOABEHL, XA 2 — RN 2RIFEHL20oT
T, B, 20T e —F ThiuT, A a— NIZRHES{bic > T1EZE TR —
THEF L, BB EROALEZEEDT LIS T EEEAET, LM —F%
ZEHEZT LTS LEDL, HOT7 7 AV A R FT0~AKEL > TLED TL X -

o KA

CMS 7Y = 7 s ND EnvelopedData #i& 1%, 1 722\ LS Recipientinfo 1% N
NELLTRLET (K642, ZhEEhEn, | AOZEHEOEIEICET D1 #)
— FOTWVITREHERITE (CA) VU TAES — &, TOZEEDEO OB SHEN _
RELTHRHLET,

DEZMWEYE ZEZOLFNICMS ATV FRNIZAS> TWERA, 72770, FEHE
FATEDLEIL, FEHEDOY Y 7ILESIE, CMS A7V =7 b b6E S22 L TSN A
RETT, AN OIE L 2 EOSLA THIL, ZNZX > THE D DI CA
DRZFTET N TAEZOREND Z LI ET, ZOBERETINOZEZELFETED
MEIMIIPKIICE > TRARY £4, L2 LHCBLIEREDE AL, IEHAERAEEA o
ENEOAREICEAL TWET, @I, BOBARAEZAV TV IZEEOLAHII
TR_RT, CMS A7 V27 PHATTL—U THR AN TRATWET, ZEEERELWNTZ —
EREELLARAWVEAELHAHTL L), ZOMBEEMRIT 51212, HCBLIEHELZHED
RO HAWIECEAEHETIHEAEZH D EXLWVWTL X9, —

ZEEBECMS DY A X | HOXEEL, EEOEOZEIEHAZEIH L THELT S 2 S
ERTEFET, 7272, ZEFZENT 5T LIZENENENICRE 5L S @R #diA £

NETOT, ZEBNWEZ HIZTE CMS OV A ANHKL £9, EORET 7 AL AKX -
BEIRL T, ZEEOABRBORES &, EHENOEREICL > TRERY £7,

WE. M7 7 AN A RTZEEFELANHTEVBEE1~2KB#KL 7,
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CMS % PDF XEI[ZEA iFHEtx=2V T 4 THZ{LEN T3 PDF FEIL, £0
Encrypt &£ D Recipients =2 b U OHIZ ARV LERD CMS A7V =27 FERNEEL
THE->TWEd, 72L PDF %, CMS O LK A& LENFICEEBEHAT O TIER L,
H 9 1 OB DEEZRIT CWET, ZORFRIINAY—RFEX=2U 7 1 LHLTT,
CMS XA B—NRZ, PDFAT7 V=7 h2—UNEELL THF>TELT, PDF AT V=7
NEED =D DR B EEZ BT 272 DICEA SN A8 B2 NA & L TR-> T\ &9, PDF
F TV 7 MEEREFET S TeDIELNAMET LT Y X AL, NAT—REXa Y
T4 DOBEBIHELN LD EFELTT (% 5.1 2R), ifHEEF 2V T 4 TIIXLEDOR
BHEE T D CMS OF OB HAL SN T8 B L EHT 201zt L T, NAT—FRtEF% =
UF 4TI OREWMEDONRAT — R L EH L £97,

PDF #EFRHIR AT —R X2 T 4 TITADDOLFL S X ERMERBRES, FEH

EYX 2 VT 2V THRESNDI TEBCHEATL2 2 L6 T ET (6.1 & THERRHIFR)

(63 _—V) #5M), XAT—RF X2 VT 4 TITA DI X ERMERFEITMA T, FE

X 2 U7 ¢ TIHLLFORED fJFETT -

» XEDOHR. HE. X1V T+ HEOEREZHIR (X6.3 BHER)  ZOHIRRE
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REEEHTTHZELAMMETT, UL, NAV—RtEXx2 T s ZHOTREES T
TVDAXELZONWT =Y —=RNEZDTAX—NRRAT =R 2> TWHHA LFRET
T, TTDT, TNEIAZ—HERETATHET,

A=Y= L ICRRDERRELNETH L TEET, IR todh T, LRI
. FOTEEREL VS EEHT LV ESH LWL EREITA D L9 ~ A X —HER
EAELTEE, —HFTHEEOHT 6, 74— 7 A=V RICANEITHIZ L EZ
DLEICBALEIT) ZEDOBHFATEH, Lo EANTRETYT, ZEET LI, HHN
WWEZEEELOIZNV—TZ LIEBNCHERZ#EH TE 22 L, fEAEEX 2V T 41
Ho TR =R X2 T 4 IZIF R VEERFRTT,

HEFRIZ, CMS XA @ — RA~EZIATN, HIFFEOZEHEDOZDIIH LI NET,
TTDOT, HOFEDZEE I T DHERFELMDITIE, ETEOZEHEDIZDDE S
DTETWRTNERY ERA, ZEBOWHERELZ, BIET 57XV ID ~O7 7EAR%R
L2735 LI RA[BETT,

FERRDELY ML, PDF XEDOOOEHEEX 2V T 1 LE A — LD OFEH
EEX2 VT 0 LOMOBEERENTT, 1{HOPDF XFEFEKDO CMS A7V =7 M &
RNELLTHOZENTE . ATV 27 MIEOIBHEZEED I V—72EERRET
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6.2.2

T, [F—OHRZFT2%EET-LOOOREHEET, AL CMS A7 Y =7 hofic
s hE9,

g5 DFH

AEEE X 2 ) 7 [ THEROM LA T v 710 k> TERERTE Y, AT v 7T LK
RHETATY RLLREEEAT2HALH 0 T, TNDOWFLAT v 7 % LTl
L. B641RLET,

AFv71:CMS NRBESEERS YT T 7 LITARENTZAER Z# (CEK)
2N, AR SIC L o> TR {LENET, 7272 L ZOFEMIL, ZEHTEFEDN RSA 2>
ECCMMICk»THEARY £3, RSAEBEZH VN TNEZEE L ECCHEZHAWTWAZEEN
BIELTWTEH, HDWE, 702 RSA #E F7-13 ECC #h# & W\ TV D258 MIRTE
LT ThH, ZLEXIEHD FHA,

ZAZH DFEHEN RSA 742 ) X 5 (RFC 5652) HOABEBEZNEL L TH-> T3
TEIiE, 2 O8EE AW TR S EAK S{L S E T, 2 5 RSA#E R 1X, PDF Reference
PUCHA L S LTV ER AN, Acrobat D/8— g U ITRIFL TWET, RSA RSk 8
FA4 T HREVEE L ET, T 740 F 0 PKCS#L v1.5 AU, TP Acrobat /13—
TarNIIUIHIELTHET, 2RIV HH L, PKCSH#L v2 (RFC 3447 & [F%) « RFC
3560 12t~ 7= OAEP (B FERFRE BAL T 4 > 7)) 1, ¥ ¥ =2V T ¢ LS TS FHR
FRML E9 . ZNhEERTDICITA T Y 3 > rsapadding=oaep % F £, Acrobat DC

Q@ ) @
CMSA T x4k (EnvelopedData) %

(KERDAFREERVTESEESATINDS)

— TETFDOWME T
RecipientInfo 1: (NRT—=EHPINERWNT
M EE-5 82 (CEK) REETNTLS)

6.4

Recipientlnfo 2:
R AR5 5 (CEK)
(TEFOLARABEEANTHES{IESNTINDS)

Recipientlnfo 3:

CMSARAA—K(T—4):
PDFEE SN =D —K + #ER
(CEKZRAWTHEFIEENTLVS)

CMS O EnvelopedData #§it
I&. R—DEREET DT
RTOZEED-HDES
fESh-BEZABTLLT
HH£E9d, 1 D0 PDF XE
IX. 1 @A LERD CMS
Iz H b+ (EBOES
FhAFENIZDE 1 DFD)
@ EmBELTELET.

AREES
(CEK)

3 % 3 PDFX &
RSt

PDFRES 2
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AT OAEP IZHGE L TWERE A, WL OO P —FK/R—F ¢ PDF E 2 —7 1%L T
WET,

ZAEH OFEAEN/AB ECC # (RFC 5753) ZNAR L L TRi> TW DAL, F5Hih
T 47 4— « ~~<r (ECDH) ##F R & Z O EHEEAZEOFOAREEE FAVT
SIHIZH 9 1 >O—FFR R SENENINET, b, BT v 77TV XA E
WO RIS T T Y XA EFEHL T, 2 O#ES#E WV TNAR SR (7
7) &R Ed, Acrobat XI/DC 13T v 77 /L= U XA L LT AES-128 7> AES-256 % fiff
AL £, x5 ECC gh#flx., PDF Reference WITHAR L E N TWVEH AN, Acrobat @
NR—=2 g VIEFEL TV ET,

ATFv72:CMS ABKBEIE WNAEMKSH#EZHANT, IHT7LT Y X AEHEHAL T PDF
WSkl (EBEO#ZEDO S O TIE2<) BEEFLIi, TOREER, BE{kEh/ CMS
RAa—RBERINET, PDF OFEAEEX 2 U7 4 IZBWTIEX, £0 CMS TH%]
IZ. PDF XET—# & —URNRL L TH-TELT, @BMEEZARL L TH-oTVET,
OB S . PDE ATV = 7 NEED T ORI S N I S E T,

D CMS NERE AL T T Y X Ad, I F42703 ) X A0 5ERE T, Acrobat
7 ~ X [X®I|Z Triple-DES Z{#iH L Tk V., —J., Acrobat XI/DC |X AES-128 Z i L &
T, A B — R DBk, ZEZHRICH DT, L EILIMTI BERH D FHEADT,
FOT N Y X LAOBPUTZEFH N ERITEF L VDT,

ATw 7 3:PDFIEEIL PDFKE#NPDE A7 V=7 MRS, FOREE, #
DIXEERRTDEODT —EPNERSINET, ZOAT Y TIINNAT—R X2 T 4
LFL T,

PDF A7V = 7 MHEEZR 5L T D720 O%FRT LT Y X A LR IL PDF Reference AN
IR EN TR RAT =R X2 VT s OFHIHEHEINDI L OOEDERITH T
Y %9 (Table 5.1 Z}8), PDF XENOTXTOF T V=7 b, RLAFHET LT Y XA
EAVWTHESLENET, ATy 7307007 /0T Y XA721F % Acrobat TR T £
4 (X 6.2 TEEM), 2 PDEKSALT /L2 U X g, fREARRS{bZ2 EHT 572012,
Acrobat 7 C AES-128 23, Acrobat 9 ¢ AES-256 23 A X TV ET,

SFEIFELTFALIYVXLEEBE #6.112, PDF « Acrobat DS FX 4 —V g T
ZBTNITYXNLEEEFELDET,

61 EEBAEEXIUTF A D=H®D PDF - CMS EEB{E 7 )L ') X L & Acrobat TD Rt

PDF/Acrobat D/A— 3> ATy T 1: RAFvT2: RATwT3:
& pCOS 7ILTYRXLES CMS AFEF7ILITIUXL CMS ABEEESL PDF Bt
PDF 1.4 (Acrobat 5) . Acrobat 6 3 KU ZFNLL Acrobat 6 ~ X : Triple-DES 128 E v k RC4 (ffE
pCOS 7ILT YR L5 F% : 2048 E v + RSA Acrobat XI/DC : 128 £ v  AES 580 PDF 2.0 TIZ3E
- 32
PLOP : 5B Y [CDH Rt 2
PDF 1.6 (Acrobat 7). Acrobat 7 5 KU ZFNLL Acrobat 7 ~ X : Triple-DES 128 E v k AES
pCOS 7ILT YR L6 % : 4096 E v FLITFD Acrobat XI/DC : 128 Ew  AES  (PDF 2.0 TIZIFHE
RSA PLOP : 128 E v k AES %)
Acrobat 8 5 KU F L
[%:8192E v FLATD
RSA'

78 6E: FIAEEXaUT 4



=61 SBAZEEXa) T4 D=5HD PDF - CMS BEE1E 7L T 1) X Ls & Acrobat TO XS

PDF/Acrobat D/A\— 3> RFvS1: AFyT2: ATvT3:
&EpCOS FILTYXLES CMS AB@ERFNLITUXL CMSARMSIE PDF BEE1t -
PDF 1.7ext3 (Acrobat 9).  Acrobat 9 8 XU ZFNLL Acrobat XI/DC : 256 E' v b AES 256 E v k AES (3&
pCOS 7 /LT 1) X s 10 B :8192E Y FUTD PLOP : 256 E v k AES E3))
RSAZ 3

Acrobat DC : Bi#§ P-256/
P-384/P-521 # FL 1=

Ecc*?
1. RSA-8192 B2, Acrobat X F1=[FZNLUBEEHEL L. macOS A Acrobat TIERIEL TOWEE A,

2. Windows SEBAZER F 7HRD ID # ALV TXEXES T 5B S Acrobat (X8 E v F DEHDESDEICLANIEL TLEE A
3. OAEP /T 4 ¥4 £ FU = RSA IZ[& Acrobat DC L FIE i L TOWEE A,

5. 28 H I dhSinglePass-stdDH-shas12kdf (RFC 5753 [ WLNTA TS 3 FILTHB) I MSCAPI [ExEL TOWER A, T -
FTOTEDEL S EXEILPLOP Tengine=mscapi Z ALNTEST 5 &IETES engine=builtin Z AV TOAESTEET,
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SEBAE LX) T 1 O R&EH
ZOETE, GEAEEX 2V T A ORISR EEATCEIHRAERNILET, 2<%
Gy UTOMWE ST 2 & TY !
» (ERE B OFEAEZZEEDO Y ANNEDDIRLERDH L0 ? GORWESIE, TER
FIXZORBEINTZLEEZFLS LN TERLIRY T,
» BZEHNT, BHOWVEZEEZLOIN—FT, EOERHIRZEE T &N

EARDZEBFBIN—TABNABOXBEZRAT HDITV—TD A~ o
MOXEEZRLVERYVTEZLICE T I A—FOMD A N—2ENEDOLEEZFIHAT
XHLOICLTVWEEZT-ELET, 2D PDF T, Z—T7 DA RN—2BEDHHE|C
ST CIRKELENET, STEOERENFD T 7 ANV E KL T BEEICH SO ES S
DX, ZOXEDN—=V a3 1 DTHELET, EHFHITHLWEIRIEZS Y FEA
N, ZEEFLEOTIEICLERD LT ORELRDZEIFHETHRETT,

ZOR@BHNRI I E LT, —BOZEELL (EFD) 3IZ20XEEZEHTETLZ
EERFTFIN, BRI A — LT 4=V RICATEITH 2 & L %D PDF ICEL %
THZERETEFHFINDLIICLIZWELET, ZOXBIEEBT HI100E, Blx DZEHE
TN—FIZL T, FNA—F T LISl ER a2 5L £9,

TN—=TDAN=ENEL Roleit (ZEEVPRTR) X, 07 v—7% X1
DINSBREAG~ZFT L L TEET, BEHDEANOZEERER LR TIET 7 AV
P A X FMEEd, WICEBAEENOZEFLRNZ T UL, FIUCELZ TICREEZE
ZTHEDNR=2 a D7 THBEET,

BABOXEIZERBITI MIMOLEPREDZEELLOLDIIHSLEND L
LET, ZOXEEZELHIT, TOXLFEICETFHNICELZITO ZEPTHSNTOETD,
EREREAT) ZLIFT—UEFsn T RVnb DL LET, ZHEFERT DL, ZOHERITE
HDOHEHF L TERZHSRNIOBRESNET, ZEEHIT. ZOXEFELESTHDI
oD EFMETV N ID 2o T, ZOXFIELZITAET, LEL, ZOTVH
VD WS OEAEZH A SN TRITISN TN D Z L BFHE T,

FORILEEERER oL 7o YPERBE~SEAESND E L ET, MAEZEEIT
EAFITZENEN, HEANOFEREIC L CHELE N, R# S/ PDF 2%V
F9, U CEE IR EL L2 TN a v ESBIED Z LIk o T, ZEHFT LI
EOMEBIDON— 3 U EBEDZ ENTEET, nomaster HERHIRZHRETHZ LI2L -
T, BENLELWETHZ L 2EET,

TXATHERANL—SUET—HAAEVY 0O FVFTIE, T—IAT N, Ri#ESH
RIFIUIR SRV ICEEZITWMD ELET, T AT ENBEEXT — A TEiAE
DFEAEIZH L CHRBILENET, 7T— DA 7 EINDIELEOHREI N A=V a 031
DTHEHET,

AURAREAMEOENST BEZLOA AR AR - WME - BEIFhIEZ, REBOD
2, TOEFDOFEAFIIH L T HAbSh £, FICEOR#ES NI A=V a 3 1 DK
FESNTZEDREFE~ES SHET, nomaster HERRFIRZRET 5 Z LTk > T, BE
DUELRET DL 2EET,
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6.4 PLOP ZFHN-GIBASE X ) T«

PDF S 7T XL ERBE PLOPILFFIAER 5L A& 72, M 72 7 L= U X LAES-
128 F£7-1% AES-256 & W TITUV, MEF872 RCA 7T U XL ER L THEAL FHA, =
@ PDF W5 b7 13 ) X L% %INT 512X PLOP_create_document() @ encryption 7~
varEHVWET

» encryption=algo6 D354 :PDF /N— 2 U 3L FEZIG U C PDF 1.6 ~ EiF & 41, Acrobat
7 (pCOS 7= Y XL 6) IZfit- 7= ABS-128 & IV F=FERERF B LM Th L £ 1,

» encryption=algoio DA (ZN1T 7 4V k CF) :PDF/N— a2 U 3L EEZIG U CPDF
1.7ext3 ~_FIF B, Acrobat 9 (pCOS 7 /L= U X 4 10) 125 - 7= AES-256 & MV -3
HERF B L3 T E 7,

Z DO PDF AL T LT U XA (F72H AES-128 /7 AES-256) 1% CMS NERF SLIC E—
AEnEd, T AT ) X AR EEA,

ZEEMASEEE ZEHI LI, TOZEBOARBENR LT HiFRELRET
HUERHY ET, TUXNID LITRARY | GEIEIIMER#EE —UNE L L TR T —
FHADT, R#EINLILEILH Y A, PDF LEIL, TOREINEZELET-HIET
DI 5 OFEAZEO FONRGEICHIET 2 MEREZHNTENEE ST TE 5 L9 ICH Bk —_—
SHET,

W SCEE A4 DRI, PLOP_add_recipient() ~DIFO L &2 AW CEZEH 2T —
LTRLBERDH Y £ GeaV 7 Aa—Rn, $3TO PLOP Sy 7 — VIRl &
nTW5 certsec S =Yo7 rofH v £4,) ¢ —

if (plop.add_recipient("certificate={filename=demo recipient 1.pem}") == -1)
{

/* BEEHLTHETD */

System.err.print("Warning: ", plop.get_errmsg()); —_
}

if (plop.create document(out filename, optlist) == -1) {
System.err.println("T 35— : " + plop.get_errmsg());
plop.delete(); —_
System.exit(2);

} S

ZEEE I AN CTHOIRETIUSGEREE X 2V 7o BNERICR Y £F, ZEFZHLOY Xk
X, O EFEOMES 141X, PLOP_add_recipient() ~0 & 572 5O L & WV THr-72
VANBESND ET, BIBERIND T TOLEICE S IET,

ZEHT-H% PLOP 2~ KT AV —)LTC --recipient 7> a2 > & AW THET 5
ZELHRETT, -

ZISETAENOEN. PLOP ZH\WT PDF XEAEH#ETIOICHO LN D ZEHTH
EHiX, UTOEAZRMIZL TWAMERH Y £ :
> ZERA R HIEEER A & L T - TV AEAITIE., 2R FOIEAEICL S
WA b FE 2 L CWARERS D F9, BETBELOLEHF I N TWSHEEH
EERANTHB(LEITY Z LIXTE EHA,
s FEAERE TR TR ERA, Thabb, ZOMBANEEL THTEIWT E
A,

6.4 PLOP # ALV=fEBAZE X2 )T« 81



» 77 4L N TIERSASHE, ZOHENSE » b DEHTH DL AICOBRZ T T HiLE
T, PR A XOHE, 47V a3 v conformance=extended % USRI IT B
F9, 72720, FRUCK o THER IS CEZ . Acrobat iX. Windows REFAE R M TN
DT HENVID HANTHL Z &M TET, Acrobat EHZEA N 7HD ID & AVTL A
BACZENRTEERA, 648 Y FDOBRORIOREZMHERTHZ LA HIEL £,

» P-256/P-384/P-521 LIS D i % IV /= ECC ZZHEFEAEIZT 7 40 b THRE S E
I3, A7 a v conformance=extended % Fl\VIUEZ T FHIT OET, 727ZL, D
W55k 30 1L Acrobat XI/DC Z W TH Z &R TEEHA,

RSB  FIRZFFAT L 22 WS DMERER B 1L, ZE#H 2 & IZM8BIC, PLOP_add _recipient()
O permissions A7 a2  THRETE £9, FBEEELRVNE VT XTORENRT 7 +
VR TEHRENET, £5.310, HEXAMERBEF—T —REZXFTWET,

728, Acrobat 13, XEDOETIZED D 4 FEOMERHIIR 9~ CTIZ-2W TR O il 18 2 2
L TEL T, WO DOHIRZE —FEICE LD TWET, % 5.4 12, Acrobat DFERTE (X
6.3 WD TETZFFA] U A FOfERE) & BIST 2 PLOP OMHERRBIIRY —U — N D
FXERMEAGDE EOBEERL TV ET,

TH—AhT 4=V RIZANEITI T EBLEITO 2 EUANOT R TONEEH L
1:9"% . PLOP_add_recipient() \Zxt 4 2% T VA T g U Ak e

certificate={filename=demo recipient 1.pem} permissions={nomodify noannots noassemble}

Bk y T72#iPLOPDS 2 HHWTEAT 5 (93 X—) THEHLL TV 5 builtin-
mscapi T2V % WS EDTZO DZEHEFEAFTLZRET 57-0ICEMT 2 2 &b e
T7,
TV ERET B2 PLOP_add_recipient() O engine 47> a &V E T, IR
L7emr Vit ko T, iEHERRO OOV TA 7> a v ORNEREDL Y £
» engine=builtin D355 (77 AV 1) IZi&, GEBHFEIL PEM £72iZ DER = a—7 4 7
DX509 77 ANELTHEZONDILENRDY £7, i :

engine=builtin certificate={filename=demo_recipient 1.pem}

CORESNDIERATFEZ 7 AVIE, B rHE 1 O SALGEAEFEZNA S L TWD 4
ERHY ET,

» engine=mscapi DAL GEFZE A Windows GEFIZEA R 7LD D 2 &N TE
9, AERFIL, GERAEA N T OLAR L, SEHEOHOZEHOY TV =7 b LIS
Lo TRENES, #:

engine=mscapi certificate={store=My subject={PLOP Demo Recipient 1}}
REIATLWEIXEZES EHEFExX =2V 72V TRESNL TV DL LEFEELE ST
HI2iE, ZOXFEOTOZEFEETEHEHDO S LD 1 DIZRIET 27V # 0 ID BRLETT,

PLOP_open_document() @ digitalid 7> a > % FD IDIZT 7 BATH7-DDOMBIET S
NRAT =R L LBIZEZ DMERH Y £, #i:

digitalid={filename=demo_recipient_1.p12} password=demo

ZDOFYH )V ID & Windows GEFAEA F 7B EY HEBHEICIE. BESNTZARNT D
FOFTRTOID N, FOXLELERTEEDICTF oy 7 ENET, TTDOT, IDZER
T 510D subject V7 AT a L FINES D FHA

engine=mscapi digitalid={store=My}
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My IZ7 74NV DA THTTOT, ZREUTFTOEIICSHIZERT S LHARET
ERE

engine=mscapi

Pmpwéﬁgitﬁﬁc‘ﬁhﬁﬁ PDF EDHEMRREIC L > TRBS TN B 1E

B OB VD 72D IiE, GEHEEF 2 U 7 4 2 O THRES LTV D 3CEITH

T ORI NTRED & iBE U FHA, PLOPIL, GEEEX 2 U7 4 ZHOCTHRES

NTNLXEEL, LFTOL— V> TREL £7

» B BALDAT — 2 2% pCOS LA TV = 7 b encrypt/algorithm LrAnCr=y
DI LiE, ROERETULNVID ORI DL T, HIZARETT,

»%@M@Xi7DAT4%WIB4/&7:~X%%“T71)¢6 LR R&ET
THNVID W, Thhbb, TORGAESTEDONDOZEERREED S LD 1 SICEET
LRVERAEAT D ID BB T, 2T pcosmode=171E HInTF =y 7 TEET, —

» CEICHSEHE R TELTIHEAICL, RDEIRET VXL ID BUETT, Ehi
MZ T, BAMMTH Z EDNFENDITIE. £ DOILED noannots HEMRFRE D false (Z7% 7
EINTHWDLRENRSH Y £3, ZhUL encrypt/noannots pCOS $##EllA 7Y = 7 b % A
WTF =y 7 TEET,

» ZHRESOTRTO, ICEITHT AT, 72 & IR BLOBRETHIL, HERZ
EOELTHI, RHRXTVHVID PBETY, LTHUTMA T, TOILER, £0
XEAALSIZDICAVONE ID IZHTHYAY —HEREREL THWDOILERH D F
T, ZAUL pcosmode=2 72 E S T TF = 7 TEET, 7

6.2, TRTOBREICHTDRERMEELDET,
F62 BELENLXEICHT HEETSERNEBOLDITRERT D 2L ID

ID DEE. pCOS ZHAL\T pCOS ZHAIVT

TR —HER. BEBERT—4R ZOhOXEION HBHE—FT ChstnmnE,

pCOS E—F /1Y RT4%27TY) BE2TD #l : BEBEEEE —
#L (pCOS E—F 0) C o) A A

RENEDAHY., D, 7 noannots=false A

Y R 2 —HERN xién‘c DBEIZDOHTA]

LWLy (pCOS E—F 1) E—
RBEREDABY. HD. T q q a

YRAE—HERMNZDID I —
HLTHEESNATWLS

(pCOS E—FK 2) -

pCOS ZAWNTREFLEBE YT pCOSHELIAT Y = 7 b encrypt/recipients % J\
HZELICEoT, GEEEXF 2V T A OFMAET =y 7 TEET, B L

length:encrypt/recipients
DIERERr LD REWR 5T, ZORSIOFT F YL, F—OHREZAT L 1 ARl
BHEOZIEFHED T V—T HEIHT 5 CMS A7 ¥ =27 b IHHENEE L T ET, % CMS

FT 2 bR ANV LBEROZEEENEE L TELY 52805, ZOEFIEITSL
FTLLZEEOREEEL THA,
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pcosmode #fllA 7V = 7 N EAVWD Z LICEk o T, TOLEERL EDICRDLNET
TEANID BEZLNTWDLINE DDk, Flo, TOYAZ—HERPBES N TNDLINE

IMMEFxy JTEET

» 2/ pCOS E—F (pcosmode=0) : IRH R ET VXV ID BEZ HILTHRU,

» [RiE pCOS E— K (pcosmode=1) : B 7o DIRDHRE T H IV ID BE 2 LI TN DM,
ZOXEFZOZEFITHL T ALY —HREZBEL TRV, ZOXE~ELZT
9 Z L%, £ D noannots R false [CF%E SN TV DHFHICOHHFENET,

» SE4 pCOS E—F (pcosmode=2) : KD RET VXNV ID BREZHILTEY 22D, £D
LENZOZEEICR L T AZ—HEREREL TV D, CEO T TOHERIHIRR
72 BB THY, PLOP DT X TORENRFTFIIET,

HERRHIIR % F = > 7§ 2 121%, encrypt pCOS ATV =7 FNDOLLTO=> kY &
WET (5 : encrypt/noassemble) :

noaccessible - noannots - noassemble * nocopy * noforms * nohiresprint - nomodify * noprint

B BPAT Y = 7 - encrypt/nomaster £\ D b DIEH Y FRA, B DAY —HE
RDOAT—H AX, pcosmode=2 7>E H ) TF = 7 TEHNHTT, 7L I pCOS /¥
AV 7 7L AEBRLTLIEE, dumper 2R =F 7Oz, iEHEEX =) T ¢
ERANTOECEEZHRT D0 —RRHY 7,
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S — = — -

65 AR VKAV THHAZE LX) T+ % EA
UTFTOV o Iroa<wy RIAVEOHLIZ, EWa~r R o404 7Y a 2N OR —
ENTWET, FMERDA TS g 125 T Section 3.1, YPLOP and PLOP DS Command—
line Options<, page 35 Z&ML T 7Z XY, E—

BBt ZEETEHELZRET DL, —recipient A~ R T A A T avic, HDHWV _
XN riCRRLET, 2047 3 VEBVIRT Z LIk > TEEOZEE LR E
F5HT b AT,

WEE, 21 ANOZEEDOEDIC, TOFEHEEL T 7 A A BETH 1L -

plop --recipient "certificate={filename=demo_recipient 1.pem}" <=
--outfile encrypted.pdf input.pdf E—

WEE 1 ADZEHEDOTZDITRE LU, o, TOMREZAHIR & o —NFFannk) -
il B

plop --recipient "certificate={filename=demo_recipient 1.pem permissions={noprint
nocopy}}" --outfile encrypted.pdf input.pdf

WUEE, 2 N\OZEHEDOEDIZ, ENETNORAEEL 7 7 A AP LETHE S

plop --recipient "certificate={filename=demo_recipient 1.pem}" <= —
--recipient "certificate={filename=demo_recipient 2.pem}" <
--outfile encrypted.pdf input.pdf

NEEBBEVOZEEOLDICHFL : ZOHAITIE, PLOPa~Y R IV —LD
TEODINET 7 ANPEIDL ET (NEET 7 Av] (42 =—=2) 25H), BERT T
DEZFEA TV a v EFTRLTZTF A L7 7 A )L recipients.txt {0 £9 :

--recipient "certificate={filename=demo_recipient 1.pem}"

--recipient "certificate={filename=demo_recipient_2.pem}"

--recipient "certificate={filename=demo_recipient 3.pem}"

--recipient "certificate={filename=demo_recipient 4.pem}"

ZL T, ZOIETZ 7 ANVOAHOIEIZ @ ¥+ 7 7 2 &)=t D% PLOP a<v K F —
AL TEX £7
plop @recipients.txt --outfile encrypted.pdf input.pdf

WEE 1 ANDOZEHEOEDIC, FOIHEHAEL Windows ZEBE R N 765 T =1L —

plop --recipient "engine=mscapi certificate={store=My subject={PLOP Demo Recipient 1}}" <=
--outfile encrypted.pdf input.pdf

SEAGE L. TEL TS (BAF ST g ConTT 7.22 i W= Y2 HnT
BLTD] (94 3—) 25, THIIZEHEAZLBLEFEOT XA NVID 2LELEL
E3r I

plop --recipient "certificate={filename=demo_recipient 1.pem}" <=
--signopt "update=false digitalid={filename=demo_signer rsa_2048.p12} password=demo" <t
--outfile signed+encrypted.pdf input.pdf
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ERBE XHEZ2ANOZEEOZDIH#EL I ANBOZEEZTZ VT 7 v R EFFS .,
2AE® BEITZZOLFECDDPROIEE Z b ITOTELZIT) LT 2SN L9
IL7zvwe LET, HRHRF—T =R B A TWEFADT, 7+ — LB AEIT) 2 &

k%ﬁ%ﬁﬁ_k#2kﬁ@ EHEICHFSNET :
plop --recipient "certificate={filename=demo_recipient 1.pem}" <
--recipient "certificate={filename=demo _recipient 2.pem} <
permissions={nomodify nocopy noannots noassemble}" <
--outfile encrypted.pdf input.pdf

XEE, LE1IANDZEEZEOEDIL, ZOXEELRLL I LETEFFIND X5 TS

plop --recipient "certificate={filename=demo recipient 1.pem} <
permissions={noprint nomodify nocopy noannots noassemble noforms}" <
--outfile encrypted.pdf input.pdf

#E GFHELXF VT oAV TRESNTVWE LEL, REREFTVELVID 2T 7
ANDHETESL, RSN TRV R—U 3 U B ER

plop --inputopt "digitalid={filename=demo_recipient_1.p12} password=demo" <
--outfile decrypted.pdf encrypted.pdf

HREINTVDEIEE, RDERET T Z 1 ID % Windows GEFIEA b 7 My B TER
L. REINTW WA= g U EAR, store 472 a DT 74V MEIMy THY, L
723b . PLOP (IR DX & ID & HEYWIZFFE L £9 DT, digitalid 7> a 28 T &R
AIRECY, BBHET Windows B 7 A N2 L o THRE SN TWET DT password 472 =
VHEMTEET

plop --inputopt "engine=mscapi" --outfile decrypted.pdf encrypted.pdf
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7

PLOPDS [Z kB EFEA
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» engine=builtin %= {fH : PKCS#12 FERDOFT T Z v ID 7 7 AL GRE. .p12 1> .pfx)

» engine=pkcs#n EEH 2 o —HICHERINTZAY— N I —REOKS N—27 v
(THRAR) IEESNTHDBT UV H LD,
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» Windows C engine=mscapi %5/ : Windows iEHIEAR b 7INDF ¥ 4 /L 1D,

122 ABTIVOVERWNTERAT S

NIRRT P NET 74V DD TF, ZhuE, 77 ANR—ZADFI )LD L&
HICEIEL T, SEa7efEEE LA KB L £7,

MBREME 72D (LY EMRITIT: FUFLIDNICE LTV A RER) (1@
W NAT = RPN AT L =X PIN 2N TIREENTWET, RO BEFBL X E
T DO OETHDIMERENE L L T TWAENLTY, TV Z/NVID%PLOP DS
THATH7-0CiEET D I2F, ELWRAF2 52 2 6ERH Y £, MiE-72/8AT —
KF&2Ex2 2% L. PLOPDS i3fist#3AE S £9,

WIST B AT —K %, password B4 AT a v EHOTHZMLENRH Y £,
PLOPDS <> R I AY—LEFEAL TWBEHAIZIE, /RAT—=FIZoWTiE, W#
BIZHMNE 7 7 A VINTT, passwordfile 747 a v B AWTEHEZD Z L2l HELREL £
T, bLNXAT—RENRXRAT—RT7 7 A VNTRSEHESZTLEY & oz —3 =N
MOLIBENRDHY T, ¥ RLavr R IV Fv LT a—YF— AT A ETEMEO
2P RZDEFENH DL TT,

FFarvYRbOB LLFOBNE, PLOPDS 2~ R J A Y —)L% HW T PDF 3
WCEFHICELT D HEE R LET, BB 0 T AT BLEFKT D720
2. --signopt \Z5-2 2472 =222V 2 | % PLOP DS @ API B4# PLOP_prepare_signature()
WCHEZ2 2L TEET HEL TV T RTOFEHENAA T 4 T DD DFERRT 1
77 73 PLOPDS /Ny r—=YRICH Y £9, ZbDOITIE, /AT —F demo
DFVHNVID 7 7 A )V demo_signer_rsa_2048.p12 ZEAL £3, ZDT7 7 A VIET 4 A
FIEa—var Ny r—VIEGERTVET,

7 7 AV demo_signer_rsa_2048.p12 0>H DT Y Z V1D AHE L T, PDF CEICKL T
RAROBL KL £, ZOFVH NV IDIHTH/AT—RIEL7 7 AV pw.txt DN
RelpoTHNET

plop --signopt "digitalid={filename=demo_signer rsa 2048.p12} passwordfile=pw.txt" <=
--outfile signed.pdf input.pdf

123 BEF—O2D=HDPKCSHEM TPV

PLOP DS N® PLCS#11l => Y U 2FIHTH &, A~v—hU—F - USB AT 1 v 7 %5
h—=2> D, Fl2i3, "R =T X2 )T 42—/ (HSM) LG EE A
TEET, TOLI SR AHEHL TELEERT HICX, =2 o7 v hari
L - DLL £33 E T A4 7 7 U BSETY, 2 PKCS#11 DLL/SO 1%, Dk —7
YTUNRAE =Lk oT, BIETHY T R 2T Ry r—JICEERTIREER TV E
Fo TRV AT KA AR =L ST, PLOP DS 2 BAIAAREIZ 72 © TV A LEER
»H Y £9, Windows TlI$ 725, £d DLL 23, Windows > AT LT L 7 b U, PATH
BEAHNCEENTWDET AL 7 NI 77V =2 a OB b T 47 F U~
BRI TWANMENRH Y 3, PKCS#11 DLL/SO 23> DLL BEIZKEL TWAEE

HDHZEITHEL TLESY, ZOBAITE., 2O F— |2l TRt En T s+
TOWZE DLL 23 PLOP DS BRI FTREIZ AR > TV A RLENRH D £,

BEEZEIR 1 >OBLABEEN, HHEOTVZNLID ZNELL THR>TWIHEELH

DET, HEZIZ I DIXEFA—NEREE(LT L2008, b9 1 DT XLEICETFMICE
LT DO ENSTZEHIZTT, FDF—7 o BIZEBAGEHENR 1 ST H 55512
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- 7.2
F—AR—KFFERT—rH—F =4 (k) ELBEBUSB+—o> (B),
ELLMDTINARE, PKCS#I11 T2V ZALVT PLOP DS NEHTE
F9,

X, PLOPDS IZEBEMICEFNEZRIRL £9, O b —72 v RICELERAENEED 545

HICIX, digitalid 47> a > OY% 7 H 72 3 issuer - label - serial - subject © 5 H DT —
N1 2% 252 LICk-oT, 29 LICHEREED S LD 1 D28 - Tl R EE
BINTOIMERD Y ET, 2OV T I Ty a VEENEE 1 DOBLIEHEA RN L I
WA, EOMOH LIFRKRL, BAIERSNETA, 1 DOEIZXHL T, Z0

F—=2 HOERY 7 =T 2 HNT, 1 ODOT IV EED B TEHZ LS ARETY, % —
T - IV TAES -7 V=7 M, GEHEOEAFDO T 4 —/L R TY,

F—O  LOMEBRERE WS —27 00, SAV—RELTPIN XY 7 U =TI
EoTHEALND Z L AL TWDHEHEITIX. engine=builtin D354 & [RIFRIZ password _
BAAT v a BB DMNBERSY ET, 2O —2 28 B PIN £33 27 —
RANZERTEHE (F—FR—FEOA~—FI—F U —&%) 12X, 2O password
FTarmEBET D (FREEXFINE525) ZENRTE, ZOM =7 DF —KR—
RCEDPINZFANTLHMHENRD Y £9°, 7SAT—F / PIN LBEOZE/MITH 5 b — 27 >
Lo THRRY F7

F—=27 ko TE, —EORMPBE 726, HDHWIE, FHESNTHRDBEL BT
nieo, ABICRZ 7Y 83200050 £F, KEBAZTIHAICE, O b—2
Ya, BEInZ T R LRWE )BT T 20 ERH Y £, L IEBFLO b —
7 OMPAEEZZHL TSN, h—J U PREHBMIZe S T R T5E UTOx=T—
AyE—U R ET
Error adding signature data ('PKCS#11: couldn't create signature
(C_Sign: CKR_USER_NOT_LOGGED IN)')

PKCSHI1 QAT a v YR MDBI LLFOFITISNTIE, o & —[EH ¢ PKCS#11 DLL
% cryptokidll & L CWET, EEEO DLL ZIXZ N & ITRR D RN S Y F7,

PKCS#11 Z WU THESNF—2 b 0F Y # ID 2 HW T, PDF CEICRAHE o
HEFRL £, 2O R =203 T 5 PIN LT 7 A0 pwitxt ODNF E 2> TWVET -

plop --signopt "engine=pkcs#11 digitalid={filename=cryptoki.dll} passwordfile=pw.txt" <=
--outfile signed.pdf input.pdf
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PKCS#11 i L THRESNIZ F — 2 v inb DT Y 4V ID & VT, PDF SCEICRAIEE
HEERLET, ZOa~v U FTHE, PNZEXZTHERADT, ZO =27 12T 5
PINZ, =27 VTS —R—F THHADLERH Y £ :
plop --signopt "engine=pkcs#11 digitalid={filename=cryptoki.d11}" =

--outfile signed.pdf input.pdf

N—=—F9z7EX2T4ED2—I)L (HSM) D= D PKCS#Hn

ooy

N=RY =27 EX2 )7 EY2—/L (HM) X, BEROIZDDN—R T =7 X—=2D

X2V T A BEHL, b=« A== D—F XD EDINITE T g —~< 2 AL

ZAHLET, HSMIZT—RICUL TOH@®CEA S ET

» B CA 23 HSM _— 2 DFEAE & 24k, Z 0 HSM IZi@H . Z D CA IZ X » CThydh i A
SNET, EROBmOHBTIE, HSM BPEEOEFTICEI NIGELH Y £, =&
Z 1% GlobalSign * QuoVadis * Symantec 7% HSM ~X— Z D AATL iEAEZ AL T\ Ed,
» {23 PKI & 7240 HSM SEH,

» VT RR—ADEL HMYP—bE 2% CPU+ A b L —VH—E R L THEATE
*9, 7= & 21T IBM « Amazon Web Services (AWS) « Microsoft Azure 2% HSM 7R AT 4
VI ERML T ET,

Fox ORBRIC L UE, HSM D527 3 —< 2 AL, ~AVF ALY RDI T AT b
TTVr—2a U EOMSINAT I T AT ML o TORELND Z Lo T
WET,

ELEORAEEEE5Z 5 HSM X, W% / ABEEAERL, 2 OMEREBIRNICE S
WIRELET, LL, WL<O0D HSM 13, BAEOFERES ORI AL &
BIRET 20007 WiEE (b widae<) #BftL CunEt A, FEHEIL PDF &
LABDIAENDMENSH D T O T, B4 472 PDF ~PLOP DS B3MDIAD 5 L 9 12,
BHEDOMHELZ 7 7 ANV E L THAFEICL TBSLERH D £, ZhE2FEHTHIC
VX digitalid 47> 2 > O signercert 7 AT v a v EAWVET, RMBHEE T A RFFL T
ZICHISET 2 ABREEE RFFL 220 HSM I LTI, 2047y a UBARETY, 20
signercert 7' a > CThHZ Bt EE | id « label 7> 2 v OWT )y TEIT 5
BHZAHIEDLZ LT, 2= —MOKEETT, GFL CWARWEEITIE, BRELA N
AEEnET,

Thales nShield HSM D 7= M PKCS#11 MH LU F D BiliL, Thales nShield HSM 2z FV 72
BT BLEETRLCOET, BifEL LT, 20 HM ZHWT 1 DOET BRI T
BO. o, BISTLERAERFRICHEOT 7 AL LTHY, 7>, nShield 777
AT AMBOERY 7 b =27 ZHVWT RLENEEF 2 T 4 U=/ PRSI
TW5% (FEL <IE nShield OFHAEELSHL TEEW) oL LET, ZoRBRIZEND
Tid, PDF LEHICUTO L ) ICEHTEET
plop --signopt "engine=pkcs#11 digitalid={label=demo signer rsa 2048 <
filename={/opt/nfast/toolkits/pkcsi1/libcknfast.so} <
signercert={demo_signer_rsa2048.crt}}" -o signed.pdf input.pdf

BETANOMAT FEEFERL T, B4FOEAES HM g BICEERE T 2L T
XFETEDO, FOWRMIZBNTIE, 2DV IZLL T~ R &2 HAWT PDF TEIZEL T
R

7% : PLOPDSIZ&L DB EFEL
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N—FHz7E€Fa)T4ED21—J)L (HSM) %# PLOPDS [CPKCS#I1 TV VAN TEETEET

plop --signopt "engine=pkcs#11 digitalid={label=demo_signer_rsa_2048 <=
filename={/opt/nfast/toolkits/pkcsi1/libcknfast.so}}" -o signed.pdf input.pdf

BI3LZE [Thales e-Security PDFlib PLOP DS Integration Guide] £ ZSBBL TL &Ly,

AWS CloudHSM D F=& M PKCS#11 MDH  AWS CloudHSM v2 (%, Hé#E BT o 7 %

BHEL, EABOREEZY R —F L COEEA, AEHEIL PDF B4 N~HDIATe LB

HYFEFTOT, BAEOHNEFL T 7 AV L THMAIRBICT 2X4ERH Y £F, Zhz

KB 2121%, digitalid 7> 3 > @ signercert 7 A4 7> a v EHWET

plop --signopt "password={<username>:<pin>} engine=pkcs#11 <!
digitalid={filename={/opt/cloudhsm/1ib/1libcloudhsm_pkcs11_standard.so} <=

label=demo_signer rsa_2048 signercert={demo_signer rsa2048.crt}}" <
-0 signed.pdf input.pdf

CloudHSM TH$D PLOP A7 Y =7 b & HWET 7V r—v a7 A LT THRA
IX. PLOP_prepare_signature() & EEZLUTDTI— Ay t—TY ML TRITLHZ L
IZRDOEFEL

Error in PKCS#11 operation ('couldn't open session (C_OpenSession: CKR DEVICE MEMORY)')

PKCS#Il Z A7 Z Uik, MBS+ Y —VHITEERL T ¢

C_OpenSession failed with error CKR_DEVICE_MEMORY : 0x00000031

ZOMENEZ 5201E, B PLOP 47 Y =7 k&3 TITHIBRL 721412 PKCS#11 7 A7
FZVEEEmAHAAL D ELERTT, Z20Ox T —%, CloudHSM @ PKCS#11 FEEEDHDRY
BIZE->THlIERZSNTWD LRZTbNET, ZOREIL. digitalid 72 a D
sticky Y7 AT a w52 DT LIk o TEEETE £,

PKCS#11 2w a v ERINFRLYT AT KREBLHDN T r—~ A% ESH

%7212, PLOP DS i%, PKCS#11 DLL/SO (2% % D~F‘/7VH~F‘T§’<{/EO)§&%%/J\

{EEH, & PKCS#11 &y v a v Of#iMZ ik Kbl TWET, Zodidid, 77

r—3ra mT@ﬂtF WY VERH Y 5

s WDINRBEESIZEB VLT, HiAAD D PKCS#I1I DLL/SO X, DT 477 U AL
7oBc% D PLOP A7 Y = 7 MZxF L T PLOP_delete() BFFONM S LD £ T, 7272 15T

T BEDPLOPA 7Y = 7 b+ HIBR L 721212 50> PKCS#11 DLL/SO % PLOP_prepare_

signature() TIRETE £7, VMWL TEDOED PKCSHll Aay M &, TXTOD
F =22y hAFE—O DLL/SO IZ &k » TS hTnWg (Zhid@s., [R5
D=7 %2BHRLET) BV, v LFRLy RARGFRTHEET S Z EBNATRETT,

» BHORED AL K OH D PLOP_prepare_signature() 1X, BIDO AL > Kb TIZT 7
TAINTND PLCSHIL Ay hA~T AL TEWTERHA, YVF ALYy ROT
TV = ary THEBOAL Yy RORLLFE—O b —27 v E RV TEA LW
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i, S2—T v I RAERIRETEIZL - TEDAL v FHEZFRYP 2L ERH Y
3
» AT ALYy ROT TV r—va i, ALy R E—77 PKCS#1l 7477V 25
ELET, digitalid 7" a v O T F T L a v threadsafe=true 1. DT A7 7
DALYy RE—=TOnEs0%F =2y 7L, ThEALy NE—T7 A THELL £
R
» digitalid B4 47> 2 D sticky 747 a2 > & B & PKCS#11 DLL/SO % #x %
OFEADHIZH AU NIRRT D Z ENARETYT, ZHIEBLABRELZE TEELT
DABEMER DV ¥, 72720, A—7 v ANTHMO PKCS#11 DLL /57475 U
Fu—R35ZLi3-UTEEHA,

bBHFFED AT Y NMIKktd % PLOP_prepare_signature() ~® I PIOMEOH L o H THB
Ty a UBERS L, ERERIC AL K OHIC PLOP_prepare_signature() 3 F OMEDY
HENDETHRINET, DAL Yy FOPFTE I BAEZMERL RV E E 1T,
PLOP_prepare_signature() %473 a » signature=false & & H IR Z LIC k> T 2
D PKCSEIL By ¥ a VEPRIICKDLELZ 2L TEET, TTOT. 77— =
Vi, FTREZRER Y 25 I SCEICK L T PLOP_prepare_signature() % 1 [810D Z PO
FTRETE, LExE, A~ PKCS#Il Avy hREESNTHWDHIRY . HOZFD bk —
7 Ol BA ORI, HfHE B Ik 5 R RIS S TOWDHIRY IZk
VWTCIX, PLOP_prepare_signature() ~0 X L7 ZFFOH LT EE L 70 0 /A,

REBLZRRIAT O 2D DFERETA— RN TR, $TD PLOP DS Ry 7 —¥
W& ENTWD multisign > 7VOFIZH Y £9, 723, 20 multisign Dy 713,
F—J Vv R=ZADBAEITH H 2T, PLOPDS 2~ KT A4V —/L XV IEDMNITHEHN
NT g—wr AMEEFEBL £,

Windows ® MSCAPI TV U EHBVWTELT S

MSCAPI = 2 #FIf+ 25 &, Windows 4R —F 4 V7V AT MBS N TIN5
HHEREZRTE A CTE 9, b BEEARSIL, Windows FERAEA K 7HNOTF Y Z )L 1D BE~T
IR ATEDLETYT, T, 2D MSCAPI = P2l o= VU BEicidz
WL SORIFINS U 9, 72L& Z21E. MSCAPI 1Z ECDSA IZxHi L TV EH A,

OCSP-CRLIB&HAH & B A AR R Y Fld engine=mscapi Tl X FH A, TI D T.MSCAPI
IVPUTRHLIVAEELEERTEEE A,

BEREME FOADHHEDORFEIC L > Tl Windows FEHER N 7NDOF L # L ID
X, ZDAND Windows =7 A N2 Lo THRESNTED , SR LH/SAT—RBMELRN
Babd Y 3, £OEHEL Windows iEHER b TN~V IADERICEEX =2 T 4 %
B HACIE, O EEFHL CELTHRCHUTEDNNAT — R ERKD 5
nEd,

MSCAPI Df=HDA T a Vv )R FDF LITOHITIE, BATLH20OT T Z 1D I
Windows iEH]#E A M 7 ATHRLD LEEL TV E T, PLOP DS 7 EEH#E T Z iva EBL
T 212X, 7 7 AV demo_signer_rsa_2048.p12 NDT Y X)) 1D %X 7NV U v 7 LT
Windows sEFHEA F TNA~A UV AR — LT BMERH D 7,

Windows fEFZEA N T7NHD (F7 ANV EARNT My DHD, 7 40 N A N 75T
current_user 7> % @) FEME A L T, PDF SCECR A HEL 2B, ZHud, A RxT —

7% : PLOPDSIZ&L DB EFEL



R& 52 Z0BENRPNLE S ZOFT XN ID BEDAD Windows 17 A N2 L o Tl
SNTWAZ LEFHREEL TWVET

plop --signopt "engine=mscapi digitalid={store=My subject={PLOP Demo Signer RSA-2048}}" <
--outfile signed.pdf input.pdf

7 7 A )\ demo_signer_rsa_2048.p12 NDFERAE ZFH] L T PDF CE IR W BLEA & 1R :

plop --signopt "engine=mscapi digitalid={filename=demo_signer_rsa_2048.p12} <=
passwordfile=pw.txt" --outfile signed.pdf input.pdf

PDF B Bt D72 D~ A X —/R AT —K SECRET & TV XZ )NV IDIZT 7B AT 572D
AU —R demo & W T, RuJHELZERL., CEEREEL

plop --master SECRET --signopt "digitalid={filename=demo_signer rsa_2048.p12} <
password={demo}" --outfile signed.pdf input.pdf

Windows SR F 7ZEEH Windows L —F (U 72 ZF LF, WL O OFEHE
AN T NICHRAR S 2R A AR5 2 & 8 ATRE T4, PKCS#12 JE D FFIH & % 7
WAV AN =T BITIE, BIZEOIAEZ 7 ANVEX T A7)y 7 LT, TREREDA
UR—bF =K RV ET, PLOPDS Ay 7y —YNOTF EAPERT, (AT —
K demo # VT ZnERTZENTEET,

PLFD X 91z, Microsoft Bz YV —/L (MMC) % W CEFIEEEZ 2T - kT 5
ZEbhTEET:

» [ RA—bF1 227V 7L, 70T TALDTHDORIT Tmme] LFTHATZ LIZX -
Too7us I szl £7,
[274)] A=a2a—T IRFYTAODEBMEHK..1 27V v 7 LFET,
RATESRAV 7R RFy T A2 C IREBAE) ZIRLC BN 27 U v
7 LET,
TOWRDE ATy T a—F— FhHU ] & IET] &R ET, HDEVIL
[Y—EXTF7hoo bl » TaAVEa—43—Thor bl BESOHEREOR N TY;
Ichdebld, EhEHuvET,
»TokK] 27027 L%ET,

v

v

v

INT, AV A= NVSNFEEL T I ATEL LIV LT, BoOERFT
MAAIZTITYNIZH Y, 2% PLOP DS TULFDOA T v 3 v Y A b & HWWT (-signopt
a~ R TA AT a b PLOP prepare_signature() (252 C) HEETE £9 ¢

engine=mscapi digitalid={store=My subject={PLOP Demo Signer RSA-2048}}

AEAZOFEMAZ R R T DI, MMC WCREBEEZ X 727 Y » 7 L E9, fFHES PFX
FATEXHTITE, VAMNAOGHAEEZ LAY v 7L T ITTRTDEARY1 - TIHUX
R—b . 227V 7 LET, 75L& FEABOTIRR—F 94 F—RINEHL £,

By Y —NVEMFERAL CGEHEZRV AL & TE 3 GEHEZ LT (TEAAL
) 247V LTC, [FRTODERY ] = T4VR—Fk ] 28R T,

g S DM

BIBLIL, BEAETALIYXLE ANy aT I YR LE MEFICHT H/8T7 A—%
k> TR O ET, BAEZERTITZOORKE(LT VI Y XL BRI, 20
BLEDTVHNIDIZL > TRESINET, TNHIE, ZOT T XV ID Db DR
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S RBEERT ZER T DRI E SN ET, PLOPDS 1ZLATFTOEL 7TV X Ak
LCWET

RSA B #ilH 1024 ~ 8192 (3072 & v b UL EHELE) O#ERE 2 - 72 RSA IZHEL TV
F9, RSA L, A% —3y NEL L OIGASE CTAFIFAENTWET, RSA BLA TR
FHFRENI b DOENEL L £9 (Encoding Method for Signatures with Appendix =
EMSA) :

» PKCSH#1 v1.5 IZfE 2727 7 4 /v b B RUT, Acrobat D&/ 3— 3 U 23 Z FLICxHG
LTWET, L, ZL<DBAT 7V r—a  iZBWTZE 7 =—XT7 U hL
2OHh Y T,

» LV L W, RFC 3447/RFC 8017 IZ4€ > 7= EMSA-PSS (Probabilistic Signature Scheme)
e b AT, FEATREZR B = U 7 ¢ 282k L £9°, EMSA-PSS (X, SSA-PSS F7z
1L PKCS #1 v2.1 & HIEEH E4, EMSA-PSS BL AR T 5%, BLA TV ar
rsaencoding=pss % A\ £77,

EMSA-PSS O #FEEIZ 1%, Windows i Acrobat XI 11.0.19 7> Acrobat DC 2015.006.30280
0171 AT v 75— k) LA, macOS hi? Acrobat DC 2015.006.30392 23 43¢
I, 2D XD EHW = g D Acrobat X PSS B4 A8 7722 L £9, Acrobat &
FAUNT= PSS 24 0 A R% 1. macOS & Windows @ Acrobat DC 2017.012.20093 Continuous
FZ v 27 Q01ITHE8 HIZU YV —AS) TWEL £9., 25 D/3— 3 > D Acrobat

DC 1%, RSA &b a TBEQOEMTONT 41 FAT7 Tl IZE R LET (¥
7.4 58),

EMSA-PSS Z4 [ engine=mscapi [Zx L TIXHR—F ShTOEEA,

DSAE4H #liPH 1024 ~ 4096 (3072 & v M LA EZEHELE) DR A FF - 72 DSA IZXIEL T
WET, DSAIFASHIHASN TWERA, BETRV SHA-l Ny a7 AT ) XLz
U= DSA 2L 7> Acrobat 155 L TWEBA DT, DSA O HIC O\ TIIL MDA
N £,

engine=pkcs#11 IZx49 % DSA BRAICIEREL TLWER A,

FHE&F% ECDSA (F§MHhARE B4 7 /v = U X 1) 1d, RSA OITEDHZMkE T,

FERITEE, 512y FEAF T (256 By FELEZH#ESE), ECDSA 78 RSA L 0 TV

HRlE, LV/NSVEY A X TR SRELZERTEXLIETHD, LB TN

T d =< A OB IR TE S M TY, ECDSA O IXh#RIC L » Tk E v £, ih

BT, RT A—FBEC L > TR T DR ETA, ARTTHBMNITOND Z EDIEH 3%

WT9, ECDSA #iftizix, R<FIAENTWE 3O N—T RV £9 :

s b IS S FIH S TW D fREE L, NIST (2L » TER(L S8 O T, RFC 5480 TV
AREINTWET, TIb % P-256 « P-384 + P-521 L\, BIDARIT secpes6r (£7=
1% prime256v1) - secp384r1 - secps521r1 & H U NNE T, Acrobat XI/DC X Z L5 ORIz
SR L TV ET,

»wcM%m:@mm%AMTK;OT@%éntu@@%ﬁﬁ%@ﬁ%*%bfwi
4, Acrobat XI/DC 1%, T %)L ID % Acrobat IZ[EEZEHFIAALTEHEITIZZ NS o
BT RIS L 425, Windows FEBE X | 7 £7213 macOS ¥ — %Iw/@¢@£%a
WZxt L T 2o O#RIZHE L T ER A,

» RFC 5639 (%, Brainpool #iff & W5 MR EEDES 2 EF L TV £ 97, Brainpool Hfpic £
SN2 B4 % Acrobat XI/DC Z# W TIRGET 2 Z LIXTE FH A, &R D Acrobat
1. 2027 AT Y XLIZKHEL TWARWE WS Z & ZIAMEICR X9, Brainpool £
LI L TUTOZRT— A=V %L ET

7% : PLOPDSIZ&L DB EFEL
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Advanced Signature Properties

Signature Details

Signature was created using PDFlib PLOP DS 5.2p3 (WinGd),

Hash Algeorithm: SHA256
Signature Algorithm: RSA with 55A-P5S (PKCS#1 v.2.1)

PAES Signature Level: B-B

74
EEZD/NYL2TILTYR
: = : LEFEIRARE Acrobat

TR

There are errors in the formatting or information contained in this signature.

=COERZDI7+—3 Y bFELFIBERICFIRYIHY FT.)

Acrobat % Brainpool HHFRIZEE S BAEZMIETE FHADT, IO OHBRITEL AT
= conformance=extended % V3 L L £7,

engine=mscapi |Zxt9 % ECDSA BAIZIEHE L TOWEE A,

TFEXFEBNYD2ATFITIVXL Ny aT I Y RLE, BLINET —XITHHT

HZA—VHE AV ANEBERTDEOIERASRET, A<AVLR TS Ny a

TATY XANE, SHA-L (HIFRLeLITRARINTHERA) & 2R LY biEE %z,

SHA-2 7 7 I UN® SHA-256 + SHA-384 - SHA-512 Z&ie 7 /L= U XARETY, B4IC

L THWLNTWS Ny > 27 /b= U R b% Acrobat XI/DC THERT HITITLLTFO X S

WLET (K7.420)

»TEBZ) SV EEEET,

» BAERIRL, TBR) A==a—T BEOTANRTAERT..1 28R T,

» BT ONRT o 1 B2V v L FET,

» T5L TBROFEMTONT 41 LI XA MVDOE AT T RNEREN, TDOFOD
TZ2ZDEM] Ty 2T T ) XL LGB TR TRENET,

KT, FREEBLT VIV LE, BIGT D2y v 2B 2 £9, ZoRITF, &
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Kraxi Systems, Inc. - 17, Aviation Road - Paperfield wwwy.kraxi.com

John Q. Doe

255 Customer Lane
Suite B

12345 User Town

Everland
INVOICE 2014-03 October 16, 2014
ITEM DESCRIPTION QUANTITY PRICE AMOUNT
1 Super Kite 2 2000 4000
2 Turbo Flyer 5 40.00 200.00
3 Giga Trash 1 180.00 180.00
4 Bare Bone Kit 3 30.00 150.00 -
5 Nitty Gritty 10 20.00 200.00
6 Pretiy Dark Flyer 1 75.00 75.00
7 Free Gift 1 0.00 0.00
84500
Terms of payment: 30 days net. 90 days warranty starting at the day of sale. This
. . warranty covers defects in workmanship only Kraxi Systems, Inc. will, at its option,
S | g n ed WI t h reparr or replace the product under the warranty. This warranty is not transferable. -
No returns or exchanges will be accepted for wet products.
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HYFET, 72&z201F DSS DBEMTY, TTOT, WKL, TDOLENOELOELY
HLRELSRDBEDRDHY £7,

EEibzER LH6iA

Sk & BL ORICIZEERALETY, b, BAEZ TR -> T, TDHRICE
WEibd DL, FOBLANEDN > TLEINDLTT, BEILEBELEZL VI NN
TITHIMD. HDINE B L ENTWDANLEIITEHET—RTELT DI N TEET,

BEILEBRED VT IVNRRTITS EBEbLI T ART77n—FiE, el ELOM
T INRNATIT) 2T, ANT 7 ANVPERSNDLENR DY £TOT, B
IFEEHX T — K TORFEETT, userpassword - masterpassword &> T-i5 54~
Va BRI EEHERE, BAA TV a vt b5 ENTEET, &
NS DAL T A—=2 D5 LOWTNNNEZ bz & ZI2iE, B4 ITEBIMICE S
2E—RTCTHEAINET, 77205 update NBRHFIAVIC false 12720 F97,

BEEShTOWAIANXEICEHFE-—FTELTS Wl h T2 ANEITE
FHE—RNTELTDHIENARTT, 2L ZOEEITIE, EOREF T A—ZFiT
ERETEEEA, TTOTUTOLI T &I %7 :

» TOATILED~ AL —RAY —R % password 47" 2 o T(H DV GEHEE S =
V7 4% HOWTREINLTWDLEICKHL TUL, RERETVFNLVID %) HXHME
NV ET,

> update=true % 5 % %5355 1%, encryption - masterpassword + permissions + userpassword
I a RS T, E72. PLOP_add_recipient() O L TV /A, 2
RO ANLEOEN N LEDT-DIMEDILD D TT,

FEEAFAE 4
AETA (TERRE) BA IOV TR, REAAEA ) 89 _—Y) TEDLVW ERIML EL T,
FEAREL 2R o7 CEEZB< &, Acrobat (%, EMffTIEOFNLER Y = X—DH
Wy VERRL, Acrobat D [F4 ] NRELOHFIZL ZOEAEFRFLET (R,
ZNNERRGEIIT Ny P E L HID), FEAHBEAIE, ZOBLEZENCT L L
%@Xiuﬁbf&®@ﬁ@wﬁ%ﬁj_tﬁfgéﬁ%%EL&T(I76 #1762
W), FEFIAE4 % PLOP DS TERLT % 12U certification 47> a  H FWET,
UTOELAT v a v id, ZOBLAEENIT D2 L7 74— LRABHFINDIE
PFHEAEERL £7
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®76 AIARMERZENCT I LR CHFSINLIXELR
REZOEE (ATF3vYRb) BRREBUT DL HFSNBIER

T+—L BEFESL - FIREE ERT 14— ZFOHDE
T4—LE  x—smam' BB LrEEm? BTART

IfEZEREA patd T
certification=nochanges = = — — —
certification=formfilling a] 773 — — —
certification=formsandannotations a 7y 8 a — — —
certification=none a] a] a] al —

(THOLLRAELIXELARILE AL
AR TER)

1. R=CFUTL—bhHEAMT ENI, FRITLMELDABVEEZRVNTR—CFBMT 52 ENTARENE SN TT,
=)L) = IR=U] - IR—UDFA] ZAVTFHTR—UZEMT I LETEFE A,

2. TAHEER) - TBE2EBE hoEREFEMTHIENTARENE SNTT, (Y=Ll = TT+—L4L] — THHEE] 4
WTITA—LTA—ILFZBMTEILETEEEA,

3L EBRIA—INKRZEIDIYHITBIEIZE D TEREZITICEDHARETT , Acrobat D A1 —IEEAMSITI Z&EIXTEZE
‘A,

digitalid={filename=demo_signer rsa 2048.p12} passwordfile=pw.txt <
certification=formfilling

preventchanges &7 A7 a 0D & Acrobat 2 —H— A X T 2 —ARND, FER —

VNV, BAHEBEHICLTLES THAD Y —Aa T o2 LR TEET, 29

LCRITIE, ===, itHBEL L ENIL TLEI THAIELEZITEI LT2F8 —

ZIUFR <22 FT, Acrobat Z AWV TELFERT HBRITIIEFITF LI ET,

Z O preventchanges 47> 2 LT 7 4 /b b T true lIZEE S 4L TV E T, preventchanges= —

false DA, Acrobat [T _XTORMEY —LEADCLET, LoL, FENRVWEE T

FEA B 2030 ERh L £, —
FEHEA X, BT LENORENDOEL THDHRETTOT, TTIEELEZEZATY

D CEITK L TITR > TEWIT EH A, —

X 7.6 Acrobat T T4 —LT 4 —ILFDANEERT «—ILRIZERZHA) ELI-IHRE4A

Certified by PLOP Demo Signer R 48, PDFlib GmbH, certificate issued by PDFlib GmbH Demo CA G2,
Please fill out the following for R

Signatures »

E ~ Walidate All

=] Q Certified by PLOP Demo Signer R5A-2048

Only form fill-in, signing and page adding ac@

Valid certified document:

Changes have been made to this document that are permitted by the certifying party
Signature is valid, but revocation of the signer's identity could not be checked

Ei:- Signing time is from the clock on the signer's computer. T
Signature is not LTV enabled and will expire after 2020/03/22 17:34:07 +02'00"
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Acrobat [ZH T HEARBRANDE LY EHHBABEHRMICEDREE TH - ThH,
Acrobat [ZERBWTREHFE A LEOH] S 2 ZEITIEHT 2121, S 6725 HEERIEBANHL D
NHY FET

» AEPAFAEA L. AATL CA 05 OFEAELZ WS & (T Acrobat (281} B HEFT A~ — b
FERIE) (91 =) ). Feb MIHIZIER TE £9, Adobe Root CA [FHEIRIIZ
BMEHHRR E R FF o COWET O T, #RTIHIE YIS EDH Y THA,

» PKI 225 D, Adobe IZEHIS TV RWL— D TFOTY N 2—W —3FEHETIEAHES

ZERR L X9 &3 B8A120%. Acrobat T, MEREHEL ~)L & FD/L— bk FEAEIZE
DYTHZ EEHEREL £9 .
Mg - MNBEHRE .0 - (B4 - [ID LEEEAHTRAE] — M#M..0 — (58
BHRAE | >Z 0 — Ml EZ2 &R— [EEERE] — NHIRAFAXE] 2691
FEREL T, ZOBREINZNLV—FO FOERAELZ AWV CERSN S RARE4 T
NC, AL TRITFANLNET,

> [ERIOFEAEIZX L T, BEREFELNVERETLHIIELTEET, 2L, Th

IXEE TR, #EEINETA, LTFTO XD ITHEL £9 -
TEH) NV EME, TOEHMABEAZRIRL, TEIAEERF .. —itHET =—
CVINTELHGERE (Tobb VA0~ TOLD) @R, TEHE] ¥ 752,
MESEAAEITEM .0 27V vy 7L, @AYy -V ATrrT 0Kl 27
Uy 7L, BHEHERELREL 7,

FROFEOWNFTRE TRV E . Acrobat IXFDIFAELIZ, Ny VTR EHEANWS
fOHEZMT, T A S [BREOMRAEFMAFANELZERIT HSEMTIHEEINAT
WEBAI 2Nz ET,

pCOS FEHIHE 4 IXpCOS Tsignaturefields|...]/sigtype= certification & L THE S ET,
FENTWDEFEOFEIT signaturefields...]/permissions Z AW/ T&£d, Zh
1Z% — Y — K nochanges - formfilling + formsandannotations D\ N3 %R L £7,

pCOS $ELLA 7Y = 7 b signaturefields|...]/preventchanges % % & 250 6728
BaATH LR VFEHAMBA RS oV EHICSATL £V E S Acrobat D —
P VBT 2= ABBPENCINDINE I DG T =y 7 TEET,

EEMNBUESATVSAAFAXECESR EHHEAIT 1 SOXEOT TRAIIOES
THHLEND Y £TOT BMOBLTEZRNOFLORIZEMT D 2 &A@ L ATHE
T, LanL, GEWAZEAD TEEZFA L2V RETHERS N TOWDEERH Y £
(PLOP DS TiZ certification=nochanges), 72 &, 77V r—3a U NZDEH R AT
CBHLETVZVGE, TO7 7 AMIEL D EOVDRDEREZHEEL TNDDT,
BAEATATZOFHAMBLPENIR>TLED LW OEREGIEEIL £T KR
BT, FHE—R TELEZEBNT 22 EMNFHET, EICRY FHA), 20X 221
RIZOWTET TV r— a VBRABEENRR S 20BN H Y £, BHE—F TEL LT
2o Th, TOPFRZODRDEHEZLFFAIL TORVOT, FRTT, ZOEELHE
R DB T O ERH Y 27
» 774V NENE  BEFEOGERIAEA B E L WEAL KV EESETO T, ATITE
ShEJ,
rAEA A EAEREL O BEAZEALES, ChaeEBT 5
PLOP_create_document() DA 73 = - sacrifice=signatures % NV E T,
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7.4.1
i

I :E S
BT, TOBELHREHED R AT — &z’ﬁﬁéﬁﬁééﬁ’&%f%ifozwﬁ
WIT, BAKIEY 77 =270k > T, TOMHENEL OB RICBWTWEEADT
Holz (KhsEonTWRhotz) ZEERFIETH720 ;ﬂ%b\ﬁghé_kz}%é‘i?‘o
INEITHITIE 2 DFERH Y £7°,

Acrobat XI/DC TiE, LFO LY IZL CTIEHEY 2 —T7 N TCRIEHMEHER T £ :
(B8] "L EHE, 20BLA2EHE7 )y LT, [BE2OTANRTF1E2RET .1 — (5
BAZEZRT .. 28R, Tk #7~T& £+ (M7.7- M1.8 M),

FTUoSAVEAERAT—2RXT AL (OCSP)
engine=mscapi MIFEZ[F OCSP B DIBHIAHAIZIEHRIGL TLVEEH A,

OCSP DIEE RFC 2560 + RFC 6960 127t~ 7~ OCSP WMEHA SN TWAEA., BAZ1TS
V7 R =71, OCSP #— (OCSP L AR & L HWNNWET) ~Ry N U — 7 BR%
EELTEOMRAZEDOY TAVE A LDAT—F A7) LET, OCSP L ARV Z i
ZDCADFRITENTZV RS ELNTZY LIZiEAEROT — A _X—=Z2~D V) T)VH A L
DT IR EFHESY =T, 2D OCSP L AR FX, TDO 7 ) OIS TEDIFHE
#ﬁmﬁkoﬁ%%ubf TORERE RS T BABHDISE LKL £9, T OCSP &
BIXZOBAIIHODIAENET,

AEAAE L, RFC 3280 12~ 7= ocsp 7 7 & A J52% Fi - 7= Authority Info Access (AIA)
EVIOHTEREANFELE L TR TWDHZ b dH 0 £7, AATLFEFEITEFE D L 512k o
TUWWEd (TAdobe FBEREHEY 2 b (Adobe Approved Trust List = AATL) | (91 _X—3) %
ZMR) ., Z OYLIEIL, FOFFHEZFEIT L 72 CA ST Bz OCSP L AR v & ~D URL
ENELLTHLET, HDWE, ocsp BAA T a b ZD URL 252202 &b H
HE T4, PLOP DS 73, & A HFEDFEAED 720 D OCSP Tk % 2418 L 721X, £ D OCSP
P— N, FOFEAEICHTHAT—F X TH#] - TR$] - TRBA] onFinrtfiol

17
Acrobat [ZF&RR S 417 OCSP 1%k

Certificate Viewer @

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

[7] Show all certification paths found

GmbH ATS Demo CA Summary | Details | Revocation |Trust | Policies | Legal Motice

Flib GmbH ATS Deme Interme
PDFlib ATS PLOP User 2048 2 Ly The selected certificate is valid

Details

The selected certificate is considered valid because it has

not been revoked as verified using the Online Certificate

Status Protocol (OCSP) response that was embedded in
document.

The OCSP Response was signed by "PDFlib GmbH ATS
Demo OCSP Responder” on 2016/04/1515:41:20 +0200°.

74 FEBAEXRMIER




JREEEL £, THB 72 OCSPISE &2 AAMTITIE, UFORMAEST TRz S D
VRS F7

> ocsp 7 7B AT R EF T2 AINEERT 2 2V ID NIETET 55, & 5\, ocsp B4
AT ardsource N TA TV a v EEZDMERD D FT,

» ZDOCSPL ARV AR FESNIZURLIZEWC Ry U7 — 2 %@ L CRIEATRECTH
D, D, ocsp BAA T T a v D source T AT a LD timeout 7 AT a T
FRE S RIS E 2 RET D 2 &,

> TOFEFEN,ZD OCSP L AR HIT L TRZIFRZN TS CAICE > THEITS h
TEY., o BRHTHY (TRLbZOEYHIRITEL TWRV) | 2o, KIS
BRTWRNWI L2 RERMEET D, AT —2 X T/ &2, €D OCSP JRENNE
EL TR TnAZ &,

> ZOEL AWEN,ZDOCSPISED i |V thisUpdate & nextUpdate |= X > TiE 3%
SNDOHBOHIZIE > TV D, BDHWIT (thisUpdate 7372\ 5E) | thisUpdate (2
freshness 7472 a V THEENTWAOEEZMA AL D HZTRWI L, EH5
DF =y 7b, Xy b U=V BIERLREMRR Y AT WL 2 ME T 57212,
maxclockskew 27" =  OBELL T OTIUTTFARL £97,

OCSP SN THERI Th H5E121L, PLOPDS 1L, TOE%E ., ARENDBL O h~
AR ET, £ 95 TRWESIZIL. citical 7 A7 a G T, O HREEZ S
BIIEBAIND D, HDOWVIEBAITERSNERFA, T 741 TIX PLOP DS 1%, B4
FOTTHNLID OFIZH L AIATEENRHIEZ O F O OCSP L AR % ¢ URL % HW,
FHh7g OCSPISED IR Z IR L £, LA L. ocsp A7 > 3 % HT OCSP IR
DMLDIALBIPIRANCER STV DIHEITIE, critical 772 a2 V3 false |25 E S 41T
WIRWIRY | BAEAERT DT, TER RISERLETY,

OCSP MR fEHL T\ 5 PKIIZI U T, OCSP IREIZBIT BRI DWW TLL F D %

EBETLHIVLERLD FT

» FEHENICAIALER 2 WA T ocsp AT S a > Dsource V7 AT 3 v EANT
OCSP LV ARV X HH 2 HDMERH Y £7,

» OCSP HREVERLT HITIE, BAEOEHEORITE DO DA R IEHENLET
T, ZHUTILL DEE. BLAEOTFVEZALID ORIZEFNTWET, 95 ThRVES
WZIZBI&, rootcertdir / rootcertfile / certfile B4 A4 7> a OV EHAWTEZ
LDMENRDHY T,

» OCSP L ARUAIX A2y NV =7 a3 a=lr—3 a URNSREIT 512 DICFBEE LE &
THHENH Y T OT, OCSP ERTIHWL DDA 7> 3 Iz s L T E
7

» OCSP @D / > RF&REIX, KK A< —H T, X v v 72T 50D TRT 4 —~
VARIRTEEET, OCSP L AR X OERIZE - T, nonce A7 a & Hn5
VERHLEENDHY T, UFTOLIR Ay =V aZ WMo 54, £ D OCSP
VAR EE ) v ARREICKIE L TWERT A, ZOBRAIIE, BL4AF T a v
nonce=false % 5-z AU, /v AMBEEZ M CTE ET

OCSP response from URL "http://ocsp.acme.com' for certificate 'CN = PDFlib GmbH...'
does not contain nonce although it was requested

Microsoft OCSP L AR &%, /¥ AMILD =D ITHER S N TORWIEEITIE, /v
AWERIND &, FR%E unauthorized =7 — THEML £, ZOHAIKIL, /A
B Z LT D720 B LA AT a2 nonce=false b 5-2 D BN H D £F,
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»ocsp A7 a D hash 7 ATy a v m D & OCSP R 524 0 CRERA # 4 7k
BT 27D SIS /Ny v 2 B A RINT & 97, 7272 L Acrobat XI/DC &, SHA-
Ly v aBE L7 OCSP IR LRV Z ENTET, oy v =2
Z Mz OCSP JSE Z > THEAMGEAIT) 2N TEEHA, TTOT, shar LISt
DfEIZE4 AT 2 » conformance=extended % 8 L L 7,

OCSP LARU AT T ZETIFEZE OCSP L AR & DEL HFEHEIL, OCSP IS& % B
TERR L 72 RIZB W THEN TH DI MLERH D 7, ExKD (OCSP L AR F OFEHE

LS 570% OCSP InEEMLBELTHI LI/ D) &l D729, OCSP L AR & DFiEH] E—
EOHIZIE, RFC 2560 IZ0E - 72 id-pkix-ocsp-nocheck Jiik & 5 Z E B HER X T\ &
T AFEAETRTOBEMH OCSP L AR X TIEFD LT >THET, HDHWE, =
DFEAFEIL CRLEAR AL (CRLdp) TEIEREANEELTHZ L TEET,

OCSP MDA TLav Y XLDH UTOFEITIEZ, AFar U AMDFD, OCSP D
D IARICEUR T D E D DA E R L £, MOBAF TV a VEEL EUNTINZ D BN H -
D £,

BHEDTVHVID OHIZH D URL & FV T OCSP & DDA Z R I, ocsp T 7 &
2AFREFH ST AIAEERZEDOTFT XL D DR TELNEWESICIZZ T —%% L Tk -
W

ocsp={source={}} I
FILIRIERH —
ocsp={}

AIA $E3R 2 JAV T2 OCSP IRE DOMDIAZ N FRETHIUTITO L5 FRL, Ll =T —n
Hi7- 5 BR%k - —

ocsp={source={} critical=false}
FIXRIERD
ocsp={critical=false}

F AL 1D NIZ AIATLIED & > Th OCSP IRE A D IAE 20 ¢

ocsp=none -

OCSP L AR ZIZxT 2D URL EX A LT U N 1 BEHRMIZSZ, mEXT Y XV ID
WIZAIAJEERH > THLEDOHF DO b B4 —TF (K

ocsp={source={url={http://ocsp.acme.com/} timeout=1000} } EE—

OCSP AT EN L 720> 5 12551013 OBL I Z st TR DL, o, / -
v ABSRBIC RS L TR OCSP L AR ATkt L Tl /v A RE A 01T

ocsp={critical nonce=false}

7.4.2 :EAZE XY XA+ (CRL) S
JEEC engine=mscapi MIHZEZIL CRL DIBHAAIZIEFIG L TLWEE A,
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CRL MEE RFC 3280 B L OF DMk RFC 5280 (2t > 7= CRL AW LN TV B AT
. CAXEMINIZ (1B 1EZ), FEHMEANATEW2NTRE LRSS EL T
DEEAEREOBL TRV AN EERLET, 2OV ANI, BLHY 7T =T LD AT
FAREICES N, T L CEBAN~EOIAENET, 2OV ANME, Xy MU —27%BL TH
BT TEETL, B —WVIRETHZ b TEET, CRLIK, & DFEDHKE
M (1 B%) 28F->THEY, TOMEHMAREZENCY 7L vy 2 ENABERDH Y
9, CRL I, BEOEDOENIEONIEHEELIROHFY Z LN TEETOT, W,
OCSPIGE L VIZZMTKREL BAH A MITYH) 720, Lab 2OV A X FHEnaix
by FHA, CRLIZTEDZ L PDF HANA~HEDAENETO T, Z OO LG HRIX
LAV PDF LEZ B &9, PLOP DS 1% CRL &\ < OO BfSiA & Bifs T %
F9

» GEFAEX, CRL BEfm (CRLdp) EWHILEZNAL L TR TWAZ b £9°,
AATL GERAZE I M ZE D X 5 127> T E§ (TAdobe FREIFHTEY A b (Adobe Approved
Trust List = AATL) | (91 _X—7) &), ZOHEEIE, 1 eV LERD CRL Y YV —
ADFy U —27 URL #ZNEE L TWET, PLOPDSIE, CRL ZFf5TE 5 £ T, Z
D CRLAp JLERDH DT X THx=Y U ERL £3, #HATREZR CRL S R2h o oG
2, FIUIBLN A~ HDHIVNEILEEX 2V 7 4 AT (Document Security Store =
DSS) W~HEWAENET (7.3.3 fiii [XEEXF2V 7 0 ART (DSS)) (108 ~X—2)
ZM), ZD CRLdp ¥R, CRL M E & T 53 EENENIT OV T, OCSPISED
AFuHeM: & . BIST 5 critical 773 2 2B 0 T, FMiEET,

» 2O CRLAp HEBR D110 12 B4 HAEAED 728 D CRL OEUG & (crl A7 a & Hn
THERTAZ L TEET, OV T A7 3 source 1%, CRL NENWIZESIND
2y NU—7 TRV RAERLRLET, ¥ 747> 3 filename 1%, DER => 22—
F 4T O — )V CRL 7 7 AV ZFLRL £,

» BARGEAE L ZOMT X COESTEREOCZDD 1 fHnWLEZDO e —L
CRL 7 7 A V% crldir/erlfile B4 47> a v #FIWTPEM = a—F 4 v 7/ THZ 5
L TEET,

7.8
Acrobat TR S 17z CRL 1§k

Certificate Viewer @

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

[ Show all certification paths found

Flib GmbH ATS Demo Interme
PDFlib ATS PLOP User 2048 = Ly The selected certificate is valid

ElTrust | Policiesl Legal Motice

Details

he selected certificate is considered valid because it has\a+
not been revoked as verified using the Online Certificate
Status Protocol (OCSP) response that is contained in the
cal cache.

The OCSP Response was signe DFlik GmbH ATS
Demo QCSP Responder” on 2016)'04115 15:51:50 +02'00°,
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FBAFOFGEAED CRL ICEEN TV DOHA, FIUTEDORITLIE CA k> TR S
LNTEY, T7hbb, bIFRENEZEHL THRBAZIERTHZ LT TER Lo
TWET, ZOHA. PLOP prepare signature() IZUL T D LS 7T — A vt —T%BFL -
THREL £3

Certificate verification failure for certificate with subject 'C = DE, L = Munich, O =
PDFlib GmbH, CN = PLOP Demo Signer RSA-2048': certificate revoked

PLOP DS IZ, CRL %, ZNAHAREINIZR s FTHEHAL £9. HD5ED CRL 23, D
BRI AR E 72720120 92 22 K Ip o =R DA, PLOP DS 1Z#T LV CRL Z#— E—
MmHFya—RLET,

CRLOAFTLavYARRDH LITOHITIE, A7 ar VA MDOFO, CRL OHEHIA
BB T A ORERLET, MOBAA T a VLU D2 LER’H Y F
£

BHEDTVZ LD OFIZEH S URL % AV T CRL DDA Z R, CRLAp JLIED S
ZOTTHENID OFTHLNZVEAITITT T — 23 L TR

crl={source={}}

EX B =:3 —
crl={}

CRLdp $53E% iV = CRL OOIAZMBARE THAIUTITS L O ERL . L L =T —23 7

D B

crl={source={} critical=false}

FIXRIHELRD

crl={critical=false}

TV # v ID WIZ CRLdp JEIRD & - Th B4 FFEA #2072 DT E OFER#E 2% L T CRL

ZIEL &5 LB, TR, BAZITI A E2a—IRAT7 74 THLHEE
T T A BN GT RIS D2 MDY & o TV DLAITITAENTT

crl=none N
CRL #—rNZxtd % URL & X A AT D b 1| BEFRMIZE X2, 2TV %0 1D NIC
CRLAp PEEER B> THEDF D N Y A — T AR

crl={source={url={http://crl.acme.com/} timeout=1000} } —

O—HNVTF 4RI T AIDNETHDH CRLEE %25 —

crlfile={certs.pem}

7.4.3 OCSP /™ CRL H

KEHREEDDHFRNE L THROBARDIRELDOERSIH o> T, L TOEZNELKE
FbEd

» OCSPIZ Y 7V A NMIFEHEA T — X A EREZRA L £9°,1 20D OCSPIRE X727 1

OOFHEZEOAEZRVFPNET O T, TOVA XTI 0T a4 N ThdETH

74 FEBAERBER 117



TEET, 5T, OCSP 1343 OCSP L AR F ~D Ry U — 7 iGa B L L
=7,

» CRL/AOCSPIZ DS, n— I NVITHRETE DD TRy F U — T4 — 3~ K %l
B EMTEDETYT, L, v—hVRE SNz CRLIE, BEICY =a2—7
N (ThbbLREIT - Fvra—F) SNRVRY, AERELRoTLEIBETAN
HDHERTT,

» CADFFAEZ LIS EDIMENET D2 SITENTT O T, CA BT 5 CRL (3@
W, TR a—W—3EAEIZXT D CRL L U BTN/ ESNWTT,

» FIERIZ, HSM DSIEE S 72 VI8 ENTZ 0D T2 2 I3 ENTT O T, HSM R— 2 DFEH]
EFREZH D CRLIZZ K OFE. EFIT/IHNEWTT (2D CRL 23, HSM ~_— 2 DFE
HEHOLRERIRL L TEY, 77 AR—ADFAHEREZTR L L TRV L E
AifEE L0,

 EARC, BAICETANBICE 2T, RO S HOWNWTNHREEMIT O TS,
HDHNTEILEENTWDEIEERH Y 2 7,

T 7 4V bk TiX PLOP DS i&, HZh72 OCSP IGE NS B R WA IZ DA CRL B4 N~

HOIARETN, ZOBMEIL, ocsp » crl 72 a2k citical 7 AT 3 EHAWTE

Z2HTEHTEET,

BMERBPMTHDIAFEND LT AT TOA T a v VA NERHWET, &

DA, OCSP WENRIGE G- 2 WA ICD A CRL NEAE SN ET :

ocsp={critical=false source={url={http://ocsp.acme.com/}}} <=
crl={critical=true source={url={ http://crl.acme.com/}}}

ZD ocsp - crl AT a3 U RNKBIERO MDA Z HIET D O, B4 FFEAEICHL T

DHTH Y, CA £721F TSA FEFAEHNEE L T THZNH I L TIHIE L 2nwz &
WCHEL TS,
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15 A LRZT

7510 3 A LR B TOERK

BTELIL, BHEHI N — "0 OB SN B RE S b TEET, 20 —
Ko7 Y— "% WRZIFRGER (Time-Stamp Authority = TSA) &b WVWET, BALEITH
AU a—EDLRLNTEL (BB ELAAEE) L3RRy FEISNE— -
MO INTZZ A LAY T 1E, BLORERICOWNWT, BAEAA CEEICE D HEHRREE
#AEL =4, PLOP DS %, RFC 3161 « RFC 5816 + ETSI EN 319 422 (o772 X A LA K
THEIZHHSE L TWET, ZOH A LAX L TUBERT, TOERINDELD/ N
VakEATHWETDOT, TOX A LAX U TIE, %@%@ﬁ%m@ﬁm R E TV
HILEEWELET, ZOXALAZ TR, FOEKEIND PDF B4 DO FH~#HHIA F
nET,

BIRL 72 TSA WG T, A DAX T HERT BT ORIZ OV T, LLFORES
BT20ENHD F9 ¢

» B HEERERIL, TSA ~BETEXAXY NI —ITRLATY, Thuab251C -
source 7 AT arDul V7 AT arERAVWET HDEIWVIEEBLEDT /5'}1/ D
MHEBZEBLARETT ([FTUZNLVIDNDF A L AZ TR (120 <—) BR),
TSAZEHET DX, EF DO TSAGEZEZFITL L CARBEIN TV ALERH Y £7°,
Z® TSA O CAGEHEIT, BAZMIET D5, thod CA GEERE LRI I N D
MEERH D F9, L <IE 1T RTOF = — Tk L TEBEF AL — b FEHE 2 A5
(126 ~<—2) ZBML TLEEW, ZHUTHFIC LTV B4 2 BT BRICEE T —
4, AATL 7% —8E ( TAdobe FREE®E Y A (Adobe Approved Trust List =
AATL) | (91 =) ) OWT D FIZH 2D TSA ZFHT 2 HAITIT, £ TSA —
FERAEORITE ., W LRBITEROT = — 1, Acrobat IZ[EfHFE AL — K &L CTHID
NTWET, 72720, £D TSA CA GEMZE % certfile 772 2 > TPLOPDS I[Z52 % —
VBN DGERH D £7,
»TSA X, 72747 EBZALAZ L TEREERTIBIZ, HIHFED Ny 2T —
NIV RALEHERATDEIERTZEENSH Y £9,7 7 4/ b TIXPLOP DS X SHA-

256 7VI VR LEFEHALTEY, ZIUIBAEDTTO TSA TEIEL £9°, ZiLL —_—
DNy 2B RS2 DT hash V747 a2 H0ET, B, XA LAF
TEALANTHEHEINDG NNy V2T VT Y XLERETHZ LILITEXERA, RERD -
FIUTFERICFD TSA OHIFE T TH L6 TY,
» TSA OZiF, HRIZT 7 BATE2500H 0 38, —4 oA TSAIX, 77k _
AEHIRT D DICa—F—4 L RAT =R 2R L 4, HROLNWT 7R (i
DTk Aty =Y RNRENET .

Network response from URL 'https://timestamp.acme.com/tsa’ has bad status code 401
("Unauthorized") -

v

MERR T A — 2 B .2 2121%, URLIZE® D0, DWW T source x>y b T — 7 %7
7 a D username/password VT AT a v EHWVET,

» TSA W SSL 7 7 B A (T 7205 https) & FRT H581203 £ DY — 3D SSL b— b
% | sslcertdir/ssicertfile 7> a V ZHWTHE X D MERH Y 3, £oLARNE
UTFTOLI /Ay -V 2RENTLENET :

Document timestamp request to 'https://timestamp.acme.com/tsa’ failed
('Peer certificate cannot be authenticated with given CA certificates')
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M= NGEEZ 52 5 D TR < AT 3 U sslverifypeer=false 2 H% 2 &
WKLo T, V= NiEABOWBEAX Y S THEHTEET, 1KLL, 20EFx=
V7 ¢ LORBELZRHL TODIEEIZRY £,

» TSA ORTIE, AV —0ID (A7 V=7 Fifil7) 2ERTH0LHV, Zh
5.2 5120 policy V747 arERGWET, ZO OID O#YIREIZONTEZED
TSA LT VAL TEBLLERHY T, ZOKRY T —OID i%, Acrobat ® ELZD
TANRT a1 ¥ AT nT— THAEERTR .| CERENET,

752 A A LRV THEES
SR engine=mscapi MIFEITIX R A LR AV TFEBRIZIEHRBEL TOERA,

SOEE . SEB BT, MO AENT A A DAL TENEE L TESZ L TEET,
Acrobat 7 B X OZFILIEN X A LA K T & BLITHHEL TWET,

FORILDHRADBA LRI THE TV 20 IDI%, BAFRARO URL ZNE LT 5
TimeStamp JEBRZNA L L TR TWAZ ERH Y £7, ZHICE V| TSA DFEfE 5 %
DB, FALAZ L T EMDIANTEBLEZITO T ERAREIZRVET, 20
TimeStamp $LIRIXE@E | AATL (Adobe BREEFE A L) e XA X FIC L > TRITEND
SIFBAE (TAdobe SREEHE Y A+ (Adobe Approved Trust List = AATL) | (91 _—) %%
B) OfITEENTWET, —HD AATL 7 a XA ZIH2 A DAY T R EIRE CE
%ff&bfwiﬁo

Z @ TimeStamp JEED oV | P ORAEEZZER L2V URL # WA & L TV DAL,
PLOP DS 134 A LA Z v T BB T D=8 L\%@?ﬁéhtﬁAm77?X%ﬁﬁi
T, ZOLAEIE, FALRZ T HERTHEOI ud V747> a w52 508
bV FEFA, LU, PBIEEERT S TSA 2T 512X, 7= & % TimeStamp JEBENT
ZO TSA BFREIN TN TEH, 0 TSA D&M EH/RIICA T > a3 U XA F T
ETDHHLERH Y T (BRiboFl %)

BALRBTDOFTa v JRAROH UTFOFTIE, A7y a vV ANoFo, ¥
A LAZ T OMMDIAFRIBNRT 2y OHER L ET, MOBLAT > a VL BWENIC
Mz DHERH Y £,

7.9
é% Signed and all signatures are valid. Acrobat IZHITH R A L
RAVTIHEER
Signatures X
Ev Validate All

EI% Rev. 1: Signed by PDFlib ATS PLOP User 2048 R¥z4F

Signature is valid:

Document has not been modified since this signature was applied

Signature Is
Signature Details
Last Checked: 2016.04.15 16:13:44 +02'00'
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FELIZURLIZHD TSADDOEBBLIEZALARZ L THEANT, T 74V My a7
b= U R SHA-256 ZEH L TEAICAZ T —

timestamp={source={url={http://timestamp.acme.com/tsa}}}

HALNAL T e BT BT TSA Wa—H—Z L RRAYU— R ZHRT HFTD X A LA
BT ANTELHIIAL T

timestamp={source={url={http://timestamp.acme.com/tsa} username=demo password=demo}}

TSABH AV = A NRIEEERTAIDOL A LAZ L T HHNTELIZAK T

timestamp={source={url={http://timestamp.acme.com/tsa} httpauthentication=digest <
username=demo password=demo }}

TSARSSL 28U TT 7B AINDMENS DAL, TOV— 0 SSLGEHES | 4
7> a o ossleertdir/ssicertfile 7 VT H- 2 2 BN H Y £¥, ZDOH— 30 SSL GEAE D
FIIALRWEAIZE, A7 a0 TH—NRiEE AX vy 752 L a[RETY,
2L, 29952 L08xa )T 4 LOBRETEHRL COHDEAICRY F9 ¢ I

timestamp={source={url={https://timestamp.acme.com/tsa}} sslverifypeer=false}
BAEOTVEANVIDORIZHHURLEHWT Y A LAX T HBH DAL 5 LRI,
FOT VXV ID OHT TimeStamp JEEAF D N2 T T T — %2 L TR

timestamp={source={}}

FILIRIERH
timestamp={}

7o & 27T H IV ID NIC TimeStamp YJEER & > Th X A LA X T HEDIAER U

timestamp=none —

753 XELRILFA AN LRIV TES —

WEL NS ALDAS T 1E, PAAES 28— h 4 TEAINTED, 1SO 320002 (2% 1 A
FTCWET,

BALRIVTHEBREXBELRILVEALRBVTDEN Z A LAX T FEES -
LIRBRIZ, CEV ARV E A LRAZ U TNE, B D RFEORF RIS W e A7 — & 25 & $2

BLUFET, 2770, BiBETIIZ AL AL P IIET-HBLDBETH HOICK L T, X# —
VAL B A DAL T ITHNRBLFDLE DT, FUITFTIZ N D Z05EE L YA,
RERLBLATIEARLEERLE VI LORRVINE T, b DIZSCEL ~LH A LAAL —
7. BAREIER (TSA) ~D 3y U —27FRkzZm@mL CTEREShEd, LELV~LZ A

AARZ VT IE, BHAFEDLEN, FOXALAR L T TCRENFRANCHEEL TN D .
LERFEL 9,

SEED engine=mscapi DIFEITIEXEBEL RV Z A LA ZVTEZIZIERIGEL TOVER A,
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XELRIWVEBALRBTDFX TS a2V )R MOH UTOFITIE, XEXALAX
TENERT DO DRERBL T T g ) AN ERLET, BLHHRERLESLH D F
FADT, MOBLF T a9 NI—OINLEH D FHA,

FBELEURLIZHD TSAMDLEELIZCELVNVI A DAL T e T 74V Ay a
T Y XA SHA-256 Z 4 L TEM :

doctimestamp={source={url={http://timestamp.acme.com/tsa}}}

A— WL L RXAT =R ZERT D TSANLDLEL ~JLE A LAZ LT HBIN

doctimestamp={source={url={http://timestamp.acme.com/tsa}} username=demo password=demo}

AV 2 A NRBIEZERTD TSADSDLEL L Z A DAZ T 2B

doctimestamp={source={url={http://timestamp.acme.com/tsa} httpauthentication=digest =
username=demo password=demo}}

pCOS EL UL H A LR Z 7L pCOS T signaturefields|...]/sigtype=doctimestamp &
LCHmESNET,

75.4 F TN a—F 42T EXIEGL TLVEL TSA FERI

BALREVTHEDY A XHBE PLOPDS IZF A LARZ L TOY A X b b U
HHENRHY 9, PLOP DS X, TSA OZITHD X A LAAR T IREDRKY A X
OWTHEOEEMERAL £9, 2 A LAX T IRENZ ORKEEZBZ TODHEAICITLL
TOTT—NREL ET

Not enough space reserved for signature contents (reserved XXX bytes, need YYY bytes)

ZOBAEIIE, BLA TV 3 v timestampsize VT Z ORKMEZ K& §2 2 &30
HE T4, = @ timestampsize DT 7 /L MMEIZE 8.7(153 =) IR EN TV ET,

. . . 7.10
é% Signed and all signatures are valid. Acrobat [=8 1+ 25 XX=EL
NLEALRET
Signatures X
@v Validate All

B8 Rev. 1: Signed by PDFlib GmbH ATS Demo TSA

Signature is valid:
Document has not been modified since this signature was applied
Signer's identity is valid
Signature is a document timestamp signature,
é‘; Signature is not LTV enabled and will expire after 2024,/03,/08 16:49:37 +02'0C
Signature Details
Last Checked: 2016.04.15 16:19:34 +02'00"

Field: Sianaturel (invisible sionaturel
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PATFISR DRI TIL, TSA 2 L T PLOP DS T PDF EICEBA Z1TH Z LIXTx £
A,

BHMIEAE  PLOP DS 1B MFE EICIIS L TWER A, TSA BNENEHHAL TV D
YA, PLOPDSIZLLFOTT— Ay —U %R L ET

Timestamp authority 'http://adobe-tsa.entrust.net/TSS/HttpTspServer'
uses unsupported protocol ('wrong tag')

JEMEREEIX & D D, TSA ORFZIESATEE (Time Auditing Certificate = TAC) D72

WCHWS N ET, TSA BLEL D7 7T1%, REC 2630 12562 72381 L W CMS 3CiEA AW T TAC
%%%m¢é§@# Y %9, PLOPDS IZZ NI L TWEH A, 7272 L. RFC 3126
W T2 B A B FHBEDO I TAC 2 ANAZHEOREBEF X E AWVWTTAC /b5 X5
TOXD B AENERT A LB ARETT

RERAFEILBRRICTOVTAHNL 23T08 W ¥ A 222 T T ahan
REC 3161 Ti%, TSA GEHIED THRREERAE] IRz E, ZOMEN TRALREY
T T OZOHER I VT 4 AN E L TERSNTND Z L2 MEEL TWET, o
DYLIRN TSA FEAERNICH VRN G, 7 U7 4 b U TR S LTV R WA I,
Acrobat |3Z DEHL M) & U THEMEL £9,

PLOPDS (X, 2D X572 TSAGEREZMML TEKRESNIZF A LRZ T2, UTD
TT—RAyE—UbEbICEHRL ET
Signature verification of timestamp failed: certificate verify error:
Verify error:unsupported certificate purpose

MREREEERAAE] 7~V RIZ (7 VT 4] 777 BREES TR0 TSA GEWH
AL T Acrobat TUEFZ A LAZ T E2ERL LD LT5L, ITOZT—RXyE—
U ET

Error encountered while signing:

Certificate is not valid for the usage

ZOEIRTSAZHEHAL TH A LAZ T HIRDIANTZFEI ] £ 721338384 % Acrobat
TYERT 5 & BRI L F9 0, BIAEOBRIZIX, AR SNTZBADHFD X A DAZ T HRLL
ToAyE—TLEHITHERINET

The signature includes an embedded timestamp but it is invalid

Authenticode # € L X &> FH—s\  Authenticode 1%, Microsoft D& A LA X T
FarThh, a—RFELEZOFEMEE L TOET, Authenticode (X, RFC 3161 Tz
<, HV RFC 2985/PKCSH#I (ZF3WTCWET DT, PDF 3 PLOP DS & ZUZiExtis L
TWEEA,

PLOP DS iZ. Authenticode TSA ZfEH L TR INTZH AL AZ T H, UTFTDLD
RET—AyE—U L bl £,
Unexpected content type 'text/html;charset=IS0-8859-1"' in reply to timestamp request to

URL ‘http://timestamp.entrust.net/TSS/AuthenticodeTS'
(expected content type 'application/timestamp-reply')

Ei e
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Unexpected content type 'application/timestamp-query' in reply to timestamp request to
URL 'http://timestamp.verisign.com/scripts/timstamp.d1l’
(expected content type 'application/timestamp-reply')

Authenticode TSA % Acrobat CHEAL L9 T2 LUTOT— Ay E—URNHET

Error encountered while signing:
Error encountered while BER decoding
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7.6

7.6.1

EE

REAWREE (LTV)

LTV O#E= & Acrobat Ot

EHIRFE (Long-Term Validation = LTV) 1Z., B4 %, = OE4 HZEHAESHIREI LI -
TEORBEEONIZD LEBTHLRBRIAECE LW BERERLET, 2L, BAHE
HrLEE RN > CT = A 7T 572D EER M TS, 20 LTV ORI,
PAdES /X— |k 4 (ETSI TS 102 778-4) Tim L B TH Y, Acrobat XI/DC 1% Z ALZxf i L
TWET, LTV B4 1T elDAS HHI O B ITHERL L TUVET,

B4 % LTV SGICT 212id, TOEERFFHEF 2 — b BE5T5 T X COFERE
W33 2 kahiEwh. ThbbE O THREEE#REFFIIN D b D%, ZOBELHOF~ HD
UWMEDSS (7338 IStEEX2UT 4 A7 (DSS)] (108 2—3) M) N~HbiATe
VERH D T, LTV OB BET —Z Z BN THOADVERS D Z L0 b, £
DBELFFHILEFML T, LIVIIETRWEAL LD b RE D £7,

engine=mscapi MIFE(Z(F. LTV RGEBLICEXEL TLEHA,

LTV GBI, HOIAENTZF A LAY T ETe & TT N, VT 72 E5E Tl
HY FEFA, LTV GBS O Z . 205 T 23EHERED 5 LW 3 iR
BIIC R AR EF LN ARNCLEL RAUF A LAR L T BLEZBINTAHZ L2k -
TIEIET Z &b ATRE T,

LTV AT —# A%, MERMICERINDDOTIER L, FEFERV— FEEHERD 1o
DOHEALDOBEBEIZBWTERSNE T, BRICE > T, HDHEDEL N, H O TIT
LTV it & RAg Z v, IO TIL LTV S TRWERRINDIZ b H Y 2 ET, 72
L % 1E, PLOP DS N & Acrobat N & Thilx OfFfEFE AL — N BEZ T IUE, LTV 27—
KAV TBR DA REMENRH Y F97,

Acrobat IZ#17 3 LTV ATF—% X Acrobat XI/DC 1 B4 ] SR NIT, AT —4H Z{T
MBL21F LTV ST 7703 1B LTV stz <, - 28X 2 G0 HIENRY)
NET) 2FRLET (W1.11BB), LTV ATF—X AL TUTFTOZ LlcEL L
7ZEU

» 5323 _CTOIERAEICKT H/0— FEEAE (BF) 23 Acrobat N TIEREE & & L THE
HENTWARLEENS Y 3 ([Acrobat (2381 DIEHE R A/L— M EEAE] (91 ~2—)
ZH) .

» Acrobat TIX ATLE DB R ELIZOW T EOEHEDEL H CAGEHE A (FHEE 2L —
FART~EITSZEICLoT, LTV $STT LMHMICE RIS 2 N TEE
9, ZOZ LI, TOMKEEZICANTWRNEZD LTV AT —F ZZOWTHEL
EREPRETA, T EL, BOBELERAELEH L TER S ZEENMEH
BH— RAEHEICBIME NIV LTV 3G & L Tlbhd 2 b 2730 £7,

» Acrobat XI/DC{Z, HOIAIR T A LAZ TN TH LTV AT — X ZA%5BOET, X
ALAZ T REDIRAENTWAEE . Acrobat [ TSA FEBAEIZ R L CTHREES R
ZHERL WA, PLOPDSIIH o LEHETH Y, o, TSAFEAEICK L TRERR
FEHEHMOER BTV ET, Acrobat 1Z, TSA FEBHE IR 2 H» AL OCSP IG& %2, %
FUSREE B RO DT DM AN ERL S 2D TR WRY . EHL £H A,

» Acrobat XI/DC 1. OCSP J&ZIZ DWW T, SHA-1 Ny ¥ 2 BAEICOAHE L TWET
(TOCSP DRk ) (114 X—v) ), TTDOT, ZNLSND Ny ¥ 2 BHEDMER S
TWAYE., SERRBGEEE M EEIZITFIHFIEETH Y 7235, Acrobat 1£ED LTV
AT —=HAETELSERLBNI EBH Y £7°,
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» Acrobat TUUTFTORELZANCTH L, LTV AT —Z ANFERINLL RV ETDT,
AL TIWT ERA - TREBERE] — 1ER] — R — T3#M..0 — TR
Zl) - TELDKREEIZERT 565 : WEDHZL,

» LTV 27 —F 2L, URIOR~NEIRTDIZ LI o TRONDIHBERH D £7, 3L
L TBABHLEDOBRAER] (109 2—) 2R TIEIN,

7.6.2 PLOP DS Z L /= LTV X EE 4

UTFoA7varvwbx2%E, PLOPDS 1%, TR TOBIHERBPELNLR G, LTV
RSB ZER L £, 9 TRTIUTEL ZERE TS —2 R L £7 -

1tv=full

ZOF T a VEMTIE, ST LTV IS BEAICR D2 0T Tide <, T X TOLEFEEN
WS TWDZ L EMRTHET T, SEAER RSN L2 WEA, I3RS %
MG TERNP>TZEAITIE, PLOPDS (327 — Ry =V 2L $9, TTOT, T
TOTT— Ay =V EREMNICONTT 5 Z ENEETT,

T 7 3V NRRGE Itvstry DAL, AT AR T X CORDIERD, BL SNDLH
DOHPA~HDIAENFE TN 72 & X ZORFEFERD LTV AT — X AQEBUIIAR L5 Th -
THZDOBATFOH LITRKL =8 A,

TRTOF—2ITH L TEEEFEAHIL—FEAZTZER 5L VDT TN #E
ZEEICHEET 572912, PLOP DS (34 X COFEAEICH L TR T A T v b —% M3
ELET, FOIEMREIL PKIERIZE Y 9, [FEFEH»L— NEPER %, rootcertdir
F72i% rooteertfile 7Y a v ERWTEZ 20BN Y £9, ZIUIRARIR, B4 FGE
HEOZDDF =— Ol EALZH B 0— | CA OFFFAEIZ O TIT I LERH Y £
T, BET 5T X COFHEF = — DO B2 1 2D — K CA RS LD TRVE
0. FOMIZ TSA HEDONL— FFEER G LBEILRLIBGERH Y £7°,

7.11
é% Signed and all signatures are valid. Acrobat [ZH (T3 LTV
xiEH
Signatures X
Elv Validate All

E'éb Rev. 1: Signed by PDFlib ATS PLOP User 2048 R %

Signature is valid:
Document has not been modified since this signature was applied

Signed by the current user

The signature includes an embedded timestamp.
é;- Signature is LTV enabled
Signature Details

Last Checked: 2016.04.15 16:13:44 +02'00
Field: Signaturel (invisible signature)

Click to view this versinn
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i CASEBAE (W) £8A HKVOMNHET =—» (Fbb, L— FEHELEL M
FFAAESR S L COAREAE E OMOT X TOFRE CA) 28, PLOP DS BZ % B4 N~
HWHIADD LS, AFARTHILEND D £, BLHFEHES, Zoftl, OCSP L &
R A FEER TSA GEFTEER G L TV 2 REHEICR T 5 CA GEMERIE, BL T OGET T
MEBEINET :
» CAEHERE R, certfile A7 a v EZAWTEZ 2 L TEET,
> (engine=mscapi DY EIIAR ) B4 HEEAEIR 5 CAGEER A . TDBELED
FUHNLID ERNERE L THROPKCS#I2 7 7 A VOHICED DL Z EH TEET,
» (engine=mscapi D% D7) CA FEHIE#EIL, Windows FEHIE A M 7R THMEBE S NET,
» FEFIFITRFC 3280 IZ9E - 72 calssuers GRAERFEATHE) 7 7 & A S5 % F5 > 7= Authority
Info Access (AIA) JEIEZRNFEL TR TWAZ LBV £4, ZoEIE. B4 H
FEEZRITL 72 CA OFEE & BT L o TIX R CAFEHERZRITLZ CAD
AEAEA Y U n— R TED, 1 ERVWLEEO URL ZNEL L TWET, Frh=
JV http - https - ftp IZxHE L TWET,

SEHA 2 D AIA JEENTLDAP 7 u h a LA F8EL TV A EANH 0 =08 BIED &
% PLOP DS 132 AUIEE L T Et A, T OBAICIE, LDAP 75 7l 2> TF
E¥ET LDAP 2 U CZ @ CAGENEZIRETIE, g LiRoA 7y a VBIZER D
ZEMTEET, ZNIENENOBLHEHEICOW T L RIZIFITAIEREY £,

EDQCAIHERZHEATILELRHS D LTV AT —HF 22 EIHT 57200 BIKN A
BRI PKIAERIC L > TRV 7, 2L OHAIIU FOFIETHES TT
» 2L DR CAIC L » THRATS N E L calssuers 7 7 & 2 & - - AIATLIE A

EATWET, TTOTPLOP DS X, = DEL HGEAEICKT 2 CAEHEROT = —
VEHBIICE Y e — R TEx ¥4, FD/L— bk CAFEBHES T & rootcertdir £7-1%
rootcertfile &7 a L HNTHEZ DM ERH Y £,
calssuers 7 7 & A 5K EFio 72 AIA YEIRDNBL FREBHENIC W E 13, £ < 055,
VRN —EAE B) 220 CAOU =TI A by ra—RTEET,

» TSA & OCSP L AR & OFEAFEIL B BIICEE S ET, 2D OFERE, e LI
WO P RIFEAENEL FREAE L3RR 5L — b CAICL > TRITENTWS
WalciL, £o— hEEA | rootcertdir 721X rootcertfile 7> a v & HAWTH
ZDHVENRD Y FT,

CRLIZZ L DHAE. 7Y SN TWAREAEEZRITLIZOLFRL CAICL > TEL SN
TWET, L2, b LE CRLABD CAICE > TEL SN TWAEAITIE, TDM]R
I59 % CAGEE% . certfile 7Y a v ERNWTHZ DLERSH Y £3, 2ERLZ
NEEHBPICA Y a—RT5Z LI TERNNLTT, CRL B4 57O

SNT-FEAEN, BAFERAE L TR R0 —F CAIZL > TRITSNLTWDIEE (3
® PKIZH3< TSA I2%14 5 CRL %) (21%, ZD/L— hFEHEE | rootcertdir £7-1%
rootcertdir 7> a V EFAWTHEZ B ULENH Y £7°,

v

validate=full %7213 Itv=full D354 PLOP DS 1Z B2 CAGEHEN Ao bRt & =
7 — lunable to get local issuer certificate] %L £, ZOHAEITIL, EDREY 22WFEH
#FE, AT a s rootcertdir - rootcertfile - certfile DVWTNNTEH R HULENRH Y £7,
FD Ay =

Certificate verification failure for certificate with subject '...":
self signed certificate in certificate chain

1. 1= & 2 1E www.ldapbrowser.com/ TAF 4% 7 ') — D Softerra LDAP Browser,,
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http://www.ldapbrowser.com/

B B A B OB AR EE | rootcertfile 721 rootcertdir + 7" a » Tle < certfile
FTvarThxll FIIBEELNET,

ELFMAEICHT IEMER B4 MBI T 2 RDEHRE. LFOWT D

FRICL S THEZDMERH Y 7

» BLAEOFGEHAEDOT O AIAJEED ocsp A7 3 > &L 7= OCSP,

> B EOFEBAED T O CRLApJEIED crlA 7> 2 > &8 U 72 CRL, BEfF D CRLEE % | cridir
cfile 7> a v EHNTHEX D L TEET,

ocspcrl A7 a v @ critical YT A TV a v ERAWD L LT EOEL HGEREICTT S
OCSP F 721X CRLIEBROBF ML L I H B I DB BLBER S ND L OICTHZLNT
TET, FEL IETAHE REAZERDMEHR) 113 3—) 2L TIEIV,

TOMDOEEL TWWAHEEAERICHT HEMER EHET =—HOTTD CA D

FEREI T D 2 ifH & L CRL & OCSPIGEIZBEA T HAIDIHINTWLTXTo

CA OFEEIZR T 2 KGR . AFRRETHIMNENH Y £9, 77ZLAEKLE L TLL

TOHBEIIEIERITILED Y EFHA

» rootcertdir £ 721X rootcertfile 473 2 ~5. 2 72—k CA GEHERE,

» id-pkix-ocsp-nocheck i % G ATV D GEEIZHEA TOET), OCSP L AR & OFE
B

F4 FIFEAE LS OFEAERE T 2 RERZ L TFTOWT NI DOFEIC L > TERD

ZEMTEET

» FEREN O AIA JE3E A8 U 72 OCSP,

> FEBIEN O CRLdp JE8E% 8 U 7= CRL, BEFEOD CRL % | crldir - crifile 47" a > % Fv
THZDHZEHTEET,

LTVOFX T a v UR OB 1 FBBOFTIE, PRIBAUTO LI ICHRESNTWEHES

EEZET

» BLEDOT T HVID N, CAFEHERDOT = — 2 % Z D PKCS#I2 7 7 A LNIZNAE &
LTE->TWaEM, HAHWIE, NV— FEHEDUANDORIEED, calssuers 7 7 & AT
KEFFo 72 AIAEIREZNE & L TR-> T 5,

» BLEDOT U HVID & V— b REHEDANADT = — 2 NOTRTD CA FEHED, ocsp
7 7 AT E o7z AIAJEIED, CRLAp JEIEZNER E L TRi> T 5,

» OCSP L AR & OFEMED id-pkix-ocsp-nocheck JEIEZ N & L CTRF> T\ 5,

ZOBAITIE, LTV AT —4 A% EH 5121 rootcertfile 7 a 1208 (20T
NV IDICKT AT Y a VRRTINATC) RETY, A7 Y a v tv=full V5 & LTV
DUBEHEEA~OBEXPLTRHEND L IR D LTV AT —Z AREFTERWEEIC
FEBAPMERE N2 7 :

digitalid={filename=demo_signer_ rsa_2048.p12} passwordfile=pw.txt ltv=full <
rootcertfile=root1.pem

B ANAR T HIDIAT - OIZIE, LTV A5 — X A% EB T 5 I121%. O TSA IFH=E
WP B N ER D AT ARETH L MERH D 9, D TSA FFHEN, ocsp 77 A
AV Rafiolz AIA JEED, CRLdp JERAZNAE L L TRi->TE Y, 2D, £DAL—1
CANBLHGEAELFELCTHL Z EAHBETT, ZOHACE, LTV AT —H 2% EH
TRAEDICELRDIF T a VIEFEIILEL Y FHA
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digitalid={filename=demo_signer_rsa_2048.p12} passwordfile=pw.txt ltv=full <=
rootcertfile=rooti.pem timestamp={source={url={http://timestamp.acme.com/tsa}}}

LU ZEDTSAMRIDN— bk CAIZEESN TV D IEEITIL, Z D TSA/L— | % rootcertfile
T a s THRADZVERD Y £T (7 7 A/ rooti+2.pem M3, LEZRV— FFEHE % —
PEM =23 —7F 4 7 CliF &b NAE L LT D LR -

digitalid={filename=demo_signer_ rsa_2048.p12} passwordfile=pw.txt ltv=full <=
rootcertfile=root1+2.pem timestamp={source={url={http://timestamp.acme.com/tsa}}}
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7.7 % 7& CAdES - PAJES Z£ 1K

7.7.1 & & CMS - CAdES B4

BRI 35 OB IS FE M L aRE (ETSD 1 1. BU MMBEEEROE B4 0Mfa X570, 8%
SOBTELBEEZTITL E LT, ETSI HEBHIHR O Z LSO HlE T FEHF T2
J13% 0 £, 25 1% PDF 2.0 24 [SO 32000-2 N TR ENTE Y, S EFXE4 RFC
WKHE D AL THET,

CMS - CAJES B4R L\ [H]. PDF &4 1% CMS (Cryptographic Message Syntax =M= A
T—=UH) ICESWTWE L, ZRUE, RFC 5652 TERbanTky, &x&8F4k
A B —Fy 7 b aLTEL b TWET, PDE WO CMS B4 13, BARENIC
BWT, H 77 1)V # adbe.pkesy.detached 7>, 3 2\ NE b o &l WMl S D FEHERED =
FUZEEHAL TOET,CMSEL L. T X TDH/N— 5 D Acrobat TYERG - MiEFE T X £,

CAdES (CMS Advanced Electronic Signatures = CMS & 5% 1-&4) 1%, ETSI TS 101 733
Bz RPC 5126 & [Al%) CTIIARES N TE Y, CMS IV O OEREZBINL 721
DOTT, HEEARALE LT, Ziu, FEAEER EMEIND BTV AZx LT, &
&I E~OBREBLN~ED D (signing-certificate-v2 JEMEE W) Z &ick»
TEAEI L £ 9, PDF N CAdES B4 13, B4 FEENIZI T ETSLCAdES.detached V7" 7
NWEEE L L ET,

pCOS CAdES B4 pCOS T signaturefields|...]/cades=true & L THLE S ET,

&% PAJES B4& PAdES (PDF Advanced Electronic Signatures = PDF H/EE 7 B4)
ETSI TS 102 778 TRk STV EF, T4k, PDF 1.7 (ISO 32000-1) TEFKI LTV
502, PDF B4ICEFEA T v a v &R ZEBINT 5 Z L 12 X - T, CAJES % PDF
WAL £9, PAJES TIXE 5725 %H PDF 7 — 4 EEOMHEL EDTEBY ., Zhbik
PDF 2.0 (ISO 32000-2) (2R VAEN TV E T, PAAES 1TV OO =N B LY £
(Z ZCTRBORVS— R RETAIEL TV ),

» PAJES 78—k 2%, ETSI TS 102 778-2 PAdES Basic N AL E N TWET, T,
CMS TSN TE D, 1SO 320001 ([ZHEMLL TWET R, ZOBLDBELZEHD DHT-
DIZ, ZONWL DDA TV 2 F AR T T\ ET, 72 & 21X PAJES-Basic 13,
F U PF D 1SO 32000-1 DEFRDOTDEXF 2 VT 4 F ¥ v TEHEOLHT-DIT, FD
NARLOONRIELEENRETHIEEMAEL TNET,

» PAdES 7%— bk 3 {Z, ETSI TS 102 778-3 PAdES Enhanced N AL EN TV ET, 21
1% CAdES {23\ Tk v, BES (Basic Electronic Signature =F:A%E 154) & EPES
(Explicit Policy-based Electronic Signature =Wl7RHYR V & —_X—AEFFL) L) 2
DT T 7 ANEEFRL TWET, BPES IE BES %, BLICARY —ikbl+&. 47
vatARBERENEREEZBINTAZ EICL o THEEL T ET, 20 policy Rt
X, TOBLAPVDRDELR) > —0H ETERSINEZrERELET, 20
commitment-type|Et % BAFEENDReason = SV OH D L LTHEH 2L HTE
F£9, CAdES Ti%, MFIEFIEA] - [ SZEGERA) - TERAIFERR ) & @O LA O E 5fER] %
EFL TWET,

» PAAES 73—k 4% ETSI TS 102 778-4 PAdES Long-Term N THAR L SN TH Y . RHIHK
DD OFEAFRMIL 3, EMRIICHOWTIE 7.6 8 TEfifEE LTV) | (125
NR—) TEHELLSHAL ET, /S—F 4 T, LELV-LH A L AZ 7L DSS (7.3.3

1. ETSI DRI B L www.etsi.org/standards 1 & EETAFARETY
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http://www.etsi.org/standards

i TXEEX2UT AT (DSS)] (108 2—) M) ZEAL TVWE, PAdES
NR—F 4 NTEREN TV D EFEM AL, PAJES /S—h 2+ 23— 3 BLICEFTE
¥, T7bbH, PAIES-LTV X CMS £721% CAJES I3 Z e Tx £,

REPAESBEZLARIL BLADOFA TV A 7 LEBETHEROL &, PAES B4 1213
BAEHEOL U NEZRBENTWET, LU TOLTE PAJES BEAZEAL L~ 78 ETSI 319 142-
I T s T ET

» HARZA . PAAES LU B-B (. PAAES BL4OREMT 0y 7 T4, Zihud, B4R
N F RO LR VWEBA T, T2 5 EPES & BES IZXHGL TWET, &
DL, BHBEL OO T T 7 AN EEZDZ LNTEET,

» I X 2.4, . PAJES L~ B-T 1. PAdES L~V B-B 12, & 2 HED H 2 ZF D B4
BFELTZZ EZFEHAT DD DELZ A LAZ T HEBML THET,

» EHIREFGRHMT X B4 :PADES L ~L B-LT 1%, PAdES L ~L B-T |2 @& B £ # 7]
FAEZ R T D720 OREET — X 2 BIML TWET, FEHEF 2 —2 OFT X TOIEH
#EL . OCSP &L L CRL HAFAMRETTO T, ZOELIE. EVWHIORKICH,
7L 270 CARFMARETRLS B> TWEBRETH->Th., BIAFNTHETT,

» BEAEE RO BB - 52tk & BT A B4 PADES L UL B-LTA %, PAAES L ~b
B-LT 12, MIEEEIOREM TR - 22 E2HERTHI200LEL L (T—H47)
HALAE LT BETARGEET —# 2 BML TWET, BET LI Y XAD#EHE
DHITRPRNICHE TRV EZBIOLND LIRS mREREICB N THY A LAF
T HEMBEIZS UV IR LEBMT 5 Z & AEETT, LTA B4 13 elDAS HHI O Z iz v
L TWET,

ETSI EN 319 142-2 [/3— | 2 : $558 PAdES B4 | &, RS N=BA T w7 7 AVt %E

TEFHRL TWET

» PAJES L'~V E-BES [X.PDF ICBIT D ET-ELDTZD DA E AR EL TWET,
» PAdES L~ E-EPES {%,PAdES E-BES @ _EITHSE S LTV ET, ZHIT . BA R Y o —
WL AT v a A EREREEZBINL TOET,

» PAJES L~V E-LTVIZ.E-BES2 E-EPES® FICHEEE S N TV ET, Zhid. & EF =
UF 4 A7 (DSS) &EZ A LAZ LT EBEMLTWET, ZHEFFL T, BE
DEXEIIRL TEOBELOREIAEIEARFFT 5 Z LR FEETT,

Acrobat [Z35(F % CAdES * PAJES 3t 7 7 /L b Tl Acrobat E4 1% PAIES /3— | 2
(PAdES-Basic) (ZH#EHLL CTuvE 9, Acrobat XI/DC I%. CAdES O 7=®IZLL T D X 5 12HEAR%

: _ 7.12
Advanced Signature Properties Acrobat DC IZH 1T 5

PAJES AT —45 X
Signature Details

Signature was created using PDFlib PLOP DS 5.2p5 (Wingd).

Hash Algorithm: SHA256

Signature Algorithm: RSA with 554-P55 (PKCS#T v.2.1)
PAdES Signature Level: B-B

Close
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F UL, PAAES 73— b 3 @ BES BAZIERTE £ : [iR&E]l — REFRE] - [E4]

— MERERTAE] — 158 .0 > 774 FDELHRK : CAJES HHE)

WY =B ~DxTdH V F-A DT, PAJES E-EPES % Acrobat TIERLT 5 = &1

T&E®A, LML, E-BES & E-EPES I%ifi /5 & & Acrobat TIFE T £,

Acrobat XI/DC %, PAdES 73—k 4 [ZLL FOMBE TG L TWET

» RHIRRGEA 7 — &% 2, 3£ L <% lAcrobat IZ81F 5 LTV A7 —# A ] (125 ~X—))
EHBRL TLIZE N,

» BLE LTV 3G, TR "xE&E, 1472320 A=2—T NRIERDE
M1 227097452 LI2X->TA[RETY,

» LEL ANV LABARAZ T,

Acrobat DC @ 2016 & 10 H® U U —A& (X Y IEfEIZI Acrobat DC Classic 2015.006.30243
& Acrobat DC Continuous 2015.020.20039) 76, B4 &2 H7 ) vy 7 LT IB&n 7O
TAERKN ..~ [T O/NRT 1 ) ZIBIRT 5 2 L1285 TPAIES B4 L~V & FoR
SEDLIENTEDLLIICRY ELE (MT.125H),

PLOP DS # FiL\/= PAdES B4

PLOP DS i, EiRDIERE B4 L RBFEES DT DT T O PADES B4 L ~LITKHG L
TWET, ELMR CMS 2> CAES ZEIRT 512X sigtype A7 a v HWET, 58
PAdES B4 L~V D72 DEEREIZ DWW CLBMOA 7 v a v THEIICL 9, 7 7 44 b

TlZ. PLOP DS I%. PAdES L~ B-B [Z ¥l L 7= CAdES B4 % Rk L 9, PLOP DS T
& FE PAAES B L~V B FEBRTH-OICBERF T a v 2R 1.1 I2RTET,

engine=mscapi MF{E[ZIF PAJES /S— bk 3 - /A—k 4 2T EL TOWEE A,

% 7.7 ETSI EN 319 142-1 [Zff o 1= PAES BAL NJL

PAJES E& L RJL PLOPDS DA TS 3>
PAdES L X)L B-B, PAJES E-BES : sigtype=cades (77 %
E-BES (EABFES) - LK)

E-EPES (BARMIRY L —BFER) EBATVFEY  paAdES E-EPES : PAJES E-BES & FI#(C
Mz, policy

PAJES L NJL B-T (BRAFEICHT HEMFAHME)  PAJES L AL B-B ERIFRICMA.
timestamp % critical=true T

PAJES L RNJL B-LT (E#)) PAJES L AN JL B-T EE#HITINZ .
1tv=full rootcertfile/rootcertdir’'

PAdES L RNJLB-LTA (F—HATBZALRBTftE PAJES LANJLB-LT EEHFITMNA .

FH#1) GEE eIDAS EL (T3t L TIXHZE) doctimestamp
PAdES L RJL E-LTV (RHIH&EE) PAJES L X)L B-LTA ERIFRICHNA .

dss=true. BIFDERZZHONEITEH

1.LTVRAT—RRERRTLIEHICTOMIZH. certfilerocsprcrl EWVo =4 T L a VABEIZHZHE
MNHYET, 7628 TPLOPDS ZALV: LTV MEER] (126 R—2) £#38H,

PAES DA T2 av YR bDOFl LITOBELAT Y a3 (Z0OfM digitalid &\ - 7= B
F 7 a UREICINZ C) 1. PAdES E-BES [ZH» 7= B4 2L £ (ZhiZF 7 41
PRETTOTHEMT S &b AHETY)
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sigtype=cades

AT OS2 EL A7 9 ) A ME, PADES B-EPES ICE»> 7284 2B L £3 (48
ZEDFELR Y —illF 2 N TOET) ¢

policy={0id=2.16.276.1.89.1.1.1.1.3 commitmenttype=origin}

LAF OB AT a2 U A ML, PAAES L UL B-T IZiE - T2 B4 BB L 9
timestamp={critical source={url={http://timestamp.acme.com/tsa}}}

LLF OGB4 A7 a2 ) A MEPADES L~V B-LT IAE o T B4 2 ER L £
timestamp={critical source={url={http://timestamp.acme.com/tsa}}} ltv=full

DITFOESHIREL AT a0 2 ME, PAJES LU B-LTA 12t~ 7=, BOT—%
ATRAADNAR L TE2HTHEALRE T EXBLZERLET

1tv=full timestamp={critical source={url={http://timestamp.acme.com/tsa}}} =
doctimestamp={source={url={http://timestamp.acme.com/tsa}}}

DLIFOEAMREBEL AT ar VA RNEHAWS &, BEFED PAJES L~UL B-LT B4 %,
PAdES L UL B-LTA (B T2 BIMD T — AT H A DAL T HWTIET 5 2 &N
TEET

1tv=full doctimestamp={source={url={http://timestamp.acme.com/tsa}}}
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8 PLOP - PLOPDS S 475 !) API
)7L 2R

1A TLavRbk

F 7 a Y A MiE, PLOP O#{ELZHIEHT 2581 SfH 2 AT, £< D APL A
Yy R, REOBEGIEESLELTLIOTRS, A7y ar VAL (L Toptlist)
KIS LTWET, Zhid, EEOBOA Ty a v 25l LOTEX B XFHTY, 47
varUAMNIZEFEF T —FRL, BHO LD B ET —ZIZEL TnET, £<
SEIZBVWTA T Y a ) AN, BERF—TU—F LEAEETLZ LICL T, M
BICHANLTAHZENTEET, C FulI~<idA 7y a U ARNEMABILTHZDIZ,
sprintf() B a2 EZATL XS, LHOAT v a v U ARNI, ROEOXE 1
WL E D ET,

&AT B (D)

LAETEEOM. BLOEHOLT/EATE S LoOMIL, EEOZEAETTE (A—X -
A7 Xy oDV YA —r e ma—TF () TRUIHIENTEET, L. EEOED
VARDBLHAEAELH Y £, F/-, ARTLEOMITES =) THSEZ L TE £

EY I8

Bgh{E HMMETI, UToT—28ondhmaHns 2 EnTExEd

> B : true E 7213 false, FREREDA T L a U TEPNEM S & 1L E true & R
InFET, Btk LT, 4Tl false DbV IZ no &RilE MWD Z &b ATHETT,

s SCFH] BT = Sy T X EETRTINE, f L} THISERH D
F9, 22T TERET, S T2 () ViR XFHoRgE LznR b,
BICN v T 7 X 2T 0B RH Y £,

» THX ALY WL DA T a r THOYSND Rk SUFHITY, SUFSIH O
A7 a D% <X ASCIH EL»Z T AND Z ENTEEHEAN, 75 &2 b UFFNX
ASCII LA Z Unicode 186 fRFFT 25 Z & 28 A[RE T, Unicode MIEDFFENAA T 4
7 (B EEBNA T 4 72T D Unicode ki) (136 ~—) &) TIid, Hic
HEE D Unicode [iZF5 LT-A 7> a icb5x2 52 LN Tx £9, Unicode FEXIEDE
AT 4 T, XFHNE UTF-8 & L TR A& 6, a2—F—I7x A
b CFHIOEEIC UTF-8 BOM ZA+HF 5 5B M H © £, UTF-8 BOM 3720 & i, 7
XA D XFFINT auto =2 a—F 4 > 7T, T2 5 Windows DFAIEHIL v b a—FK
~— | zSeries DEFEIT ebedic, Unix * macOS DA 1T iso8859-1 TR S E T,

XU — R BEAESNEF T ROERBFALVAIDIHO 15

> FRENINERAE - HESL 10 EEORBY NIURE 73S, MR E L TTER E =
iz 9,

> NURIL WS OMDONEEA TV =7 ANV RV, 28 I CESAA—V DN R,
X IO 3 E T,

BNZE T, FHAT v a v OIRICE > TE, SRR EINILGEND D F

T, To & 2E, BT/ NIGREI A E OEEBEICHIR S Db LILERA L, AR

INEZEDOA TV =7 F ORI L TER TRITIER O RWETT, 7 3 ixtd
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ﬂ?'J{*’J RZ. ENTHDBEBORBIZEEL TH Y 7, BHIEDO W< Hhof] (1178
ZEAF Y T 7 2 E2ELFIOFTY) ¢

password={secret string}
linearize=true

YRXME UV AMEIEEOMHENSY  ZND0 OFEITHEMMEN S DVITEZ Y A N Ed
bLhERA, VAMI{E}TOHZIENET, U RANMEOH :

permissions={ noprint nocopy }

RYHPRS 9L 1 %0595 <DTOY STV T EBEICENT, HHARMYEL
HRETT,

P4 —FERhTOWEWXFINE D FORBICENTIE, A7 v a MEROFES v T 7

2 7 optlist EF ¥ 7 7 F LHETLHBENDRH D £7 ¢

> NRAT—RETT7 7 ANVAD, BAARISLZ2WARTEZ, £72, Ry 7 RXTFyia
ERFRN v T I X B G ATV BEREERS D 7,

» A7 g U A NKNOFISESJIS 7 7 A V4 (Unicode FEXNIGEFENNA VT 4 72BN
TOAME LR £9)

FEDOTHANFERIINAT VT =X 25257200 A7 ar U AR CEESEETH
L7aWS TN EBT D722, 74— F S TWARWE, PLFOET,
EXHEEFLEEBICEZDZ EHARETT

*— [n]=fE

F— [n]={fE}

ZZTI0OEEMEn U TE2RL £9
» Unicode XIS EZENNA LV F 4 v 27 Tld : UTF-16 =2 — R BT O¥K
» Unicode IEXISEFBENRNA T 4 7 Tl : TOXFHNEHERT DA MK

ZOXFIMED LA DOFIEINIA T > 3 FTT R, BMIHELREL £9, AN—2ERXY)Y
X v 77X THEDLLTFINNIHMATT, ZOXFINOFFEN - YV xy T 7 4 -
Ry J AT vy =i, FMR—E7< Y T I VciRanE 4,

AR—=ZHFEIF ¥ T 7 A Eiex v T I X THONRAT—R ZREL TWh A6,
FINRK A TOWBHFEINTI Z DA TS a3 AMEO—ETIEH Y FHA -

password[7]={ ab}c d}

Al EHRIE. EFVROETHEL EBO x - y EIEZFRE L 72 4 80 8/ NS E
DY AFTT, ZNODEE L, 57 +/L 1 PDF JEERICEBWNT, T74bhb, ~—Y0
ETHERSELT, Ry hea=y M ELTERRENET, #i:

rect={ 100 100 200 150}

adaptX —U — R ZHWC AR L OB HERBEZIThEL 2 &b T&EET,7.3.1
8 1777 4yl zlNTEAETRL (103—Y) 2R TN,

EB/BNAVTAVTIZBIFS Unicode ®Iis 71127 5 20 7 SBEEIXEEEA Uni-

code SLFINZ R AT 4 TITHHEL TWD & & ZFD/RA T 4 27 % Unicode %)z & FFOY
F9, LTFOEFENA T 427 H Unicode ¥ T :

8% : PLOP-PLOPDS 5475 APIYT 7LV R



» C++

» COM

» NET

» Java

» Objective—C
» Python

» RPG

INSOBREICEIT D XTFINOHENIA R L —FTT TR TOXTINE, FAT 4772

UTF-16 JEFR.® Unicode X5 L L TH2bNET, SHET v /NE, 774 T MZLko

TH 2 5172 Unicode SLFFNEEL <AHL T, HEMICA T v a v 2REL £7,
UTDOEFENA T 47 1ET 7 4V kT Unicode FEXT I T ¢

» C (RAT AT RXFINT—2ERH D FHA)

» Perl

» PHP

» Ruby

Unicode JEXHEZ 7N A T 4 71k L TiL UTF-8 O ZHELEL F9°, API OfLEED
—¥B1%., Unicode X S7E/3A T 4 > 7 & Unicode RS EFENNA T 47 L TRz -
TWET, 2O LD BRI OV TUIEREDZ S EHTO APLEHIZB W TORL £97,

PLOP_convert_to_unicode() B3%t%a % &, UTF-8 « UTF-16 - UTF-32 SCF5I# D28
bl [EEDTa3—F 475 Unicode ~DEWE 179 ZENTEET, TOREIZ
BOM (i} 2 &b CTExET,
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RYIE

IMUT4UY

C PLOP *PLOP_new(void)

HHOPLOP =2 7% A M B{ERKL £,

I T AR~ RV, TSR A BELNRWEAIINULL, =27
F AP, T TO AP I E 2 A HE R H Y £,

F TV x s FERZETIE FHLPLOP A 7Y = 7 F BMERRE N & X IIXEBIRICFE
HEhdo7T, HohEdA,

Java void delete( )
C# void Dispose()

B30

IMUT4Y

C void PLOP_delete(PLOP *plop)

PLOP 2> 7% X h ZHIBRL, ZONEY YV — A% T X THEKRL £7,

A THRAPADTRTORNTND CFHTHBIICHAC b ET, L, CEPLE
72 < 72 o T2 #C PLOP_close_document() CENEL TBL DIFRWI rY Z I 78
|-G

C DA, = ORIXUE PLOP_TRY()/PLOP_CATCH() fi> hTREOYH L Tl T £ A,

Java DG, ZDOAY Y RKIZPLOP D7 7 AT AV AV v KiIZk > THERHENE
T, L L., BH/RAIIC delete() WO L CHEMN 2 7 U —2 7 » 7 &24THh® 5 2 & 2k <
HELEL F9, FIAASREE 72 & X2I1Th 2Ry ¢F,

Perl « PHP « COM O34, ZOR%IT PLOP 47 Y = 7 F MEES iz & X I H#W
WIFFOH SN E T,

NET OE., HFE~X =DV —R%Z2 7 )V =0T o7 T57-0ICNBOKRET
Dispose() & FFONMH 3~ & T,

C++ void create_pvf(wstring filename, const void *data, size_t size, wstring optlist)

C# Java void create_pvf(String filename, byte[ | data, String optlist)

Perl PHP create_pvf(string filename, string data, string optlist)

C void PLOP_create_pvf(PLOP *plop,
const char *filename, int len, const void *data, size_t size, const char *optlist)

AEY ETERZONIZT =40 AHi & OEBOHTAI EHO7 7 AV EEL F
R

filename (A AT3CFH) AR T 7 A VDA, ZHUMEEROXFHITH Y, Lk, ftho
PLOPFAHL O T DERMT 7 A VBT D720 D T ENRTEET,

len (C S#BNAYT 427 DR) filename © UTF-16 LTI+ 5 RS (N4 hH
f), len=o DFE . XNV LFIN % 52 DL BRH Y £,

data {87 7 A CLT2W\WTF—4, COM DA, ZHUIERT 7 A Va2l 57—

BWHHNANDONRNY T WRITE, C-CH OBE. ZHUTIAFIMBEB~DRA L ZT
T, Java DBFE. THUFSA FEHITY, Perl « PHP OB4 . ZHIEXTFHITY,
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3

size (C-Ctt OR) T—H 2 ZLAEY T 0y VDT —FRa/ A B TRLIEH D,
optlist # 8.1~ 7=AT > a v VAN, ROAFT T a Mz £7 : copy.

ZOBBIT. YK LERAESNEETFIDRLXMP A X T —XDDIELDSTL & 9, K
BT 7 ANME AN 77 ANVERANDH LD APLERICGZ D52 ENTEET, 229
L7 D72 MiE, T— 2 MBBERLBRDLETIREZ 7 A MZay 7E2NT505 00 H
D EF, AT 7 A VL, PLOP_delete_pvf() THIZRIIIZ, X721 PLOP_delete() T HE)HY
WCHIBREND FTAEY I ENET,

PLOP 7Y =7 MIENFH, MED PVF 7 7 A LOES L £, FET 7
AN, B2 PLOP A7V =7 MHITHAETHZ LI TEERA, BlxD PLOP 47
Ve hEFEAL TS F ALy KL, PVF OFEHZREMT20EILIH Y THA,
filename DEEAFOIET 7 AV EBRL T D & E1X, IS RAL 3, 2O
filename NT 4 A7 EOBEDT 7 AN TTTIEA ISR TVENRE I EF v 7L
FHA,

copy ¥ 7 a x5 ZTWIRWRDY | %272 % PLOP_delete_pvf() ~DOWEUMH L A3 Eh
THETIE, BALET—FEOHUMAITERE L2 fifght HIBR) L2 LTy £t
lo TON—ZHEDIRWE, 7T v 2T D AREENRENTT,

3 8.1 PLOP_create pvf( ) [Zxd B4 T 3>
A7var HH

copy (GRIEEME) true DIHE. PLOP X, BEXAGMET—2DAMIE—2EYET, COHE. 5X1
T—8Z_OFUHLOERICSFUHLAITHEELTEAENEREA, TIAIE G- C+H+ T

false, LOLZNUSNDTRTOEE NSV T 1427 Tl true

C++ Java C# int delete_pvf(String filename)

Perl PHP int delete_pvf(string filename)

C int PLOP_delete_pvf(PLOP “plop, const char *filename, int len)

LRI & DB T 7 A VEHIRL, £OF — &2 KRl £7,
filename (% W{i3CF5) PLOP create pvf() \Z 527D LR, BT 7 A D4R,

len (C SFANAT 47 D) filename © UTF-16 LFHNTKHTHRE (A FHE
). len=o DFer, NI TFHN % 52 2B RH Y 7,

KET DR 7 ANVBHEEL T DIRr Yy 7 ENTWD EXiE -1 (PHP TIX0), £h
LSt & 1T 1,

Ty ANRE Yy 7 SN THRITIUE, PLOP X776 IC, filename \ZBEERHT BT
T2 EEEHIBRL 7, filename BENAIRT 7 ANV EBRL TR0 E XX, 20
RIS £ E ML LETA, ZOBEA~OMEOH L 23 L 721213, filename 1 X
T2t bTEET, TXTOMWET 7 A /LT PLOP_delete() THENIIZHIBRE N ET,

HARR)Z28fEE, XHE3 % PLOP_create_pvf() 2" FONMH L 72 & &2 copy A7 v a v &
HBRXTNehESnTREV ET, 3772bb, copy A7V a v 52X TOWIHAE. 77
ANDOERT —ZESL 7 7 AVHNEBKR (F—2) bWGMRSNETR, £5 TR
MPoOTZBEIINEIL. 7747 MUTEERSNALDb DL BEbNETOTHBINEY
Moo
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C++ Java C# double info_pvf(String filename, String keyword)

— Perl PHP float info_pvf(string filename, string keyword)

C double PLOP_info_pvf(PDF *p, const char *filename, int len, const char *keyword)

A8 7 7 A VD> PDFlib A8 7 7 A L3 25 5 (PVF) OEEMEAZBIS L £,

— filename (ZHFICTH) RART 7 A VDL, keyword=filecount @ & &%, filename 1%
T D ENTEET,

len

(C BEAA VT 4T D) filename O UTF-16 STFHNCHTHES (3o ME

i), len=o DEE. KNG LTHN % 52 D ERH Y £7,
keyword Z 8.2 \Zff-Tc¥—U—R,

%z 8.2 PLOP_info_pvf() [Cxtd 5 F—T—F
F—J—F

exists

filecount

iscopy

lockcount

size

B9

T7AILDPDFlib RET 7 ALY RTLRICEET SH5L (BhDHIBRShTOEWEDS) 1. L#E
W50

ALY ERPLOPA TSI bDE=OITEFSNATULVS PDFib RET 7 ALV RTLDFRDT 7 A
ILD#E, filename BIIFEREIhET,

(FELTLAREI 7 AILIER L TOH) BELIRET 7 A ULAER E NI copy 7
YavhBERLNT=HS 1. TS THWGS 0,

(FELTWLWABREI 7 AILISK L TOH) IEELERE T 7 A JLISx L T PLOP B#E &> T
REBIZRESN=OY D, OV IHIVER0DEZIZDHT 7 A ILIFHIBRTEET,

(FELTLARET 7ALICRHLTOH) BELEFEETI 7 A ILDOY A XE/NA FEET,

RYME keyword \Z L - TERENIZHBY DMEND T 7 A V/RT A — X DA,

M ORI, KR T 7 A0 PDRIb AR T 7 A L AT & (PVF) O X £ X k%K
— L9, FEiIx—v—FTHRESNET,
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8.3 ANIBE %K

C++ Java C# int open_document(String filename, String optlist)

Perl PHP int open_document(string filename, string optlist)

C int PLOP_open_document(PLOP *plop, const char *filename, int len, const char *optlist)

PDF 3CE (R#EINTHE2E L) Z0ET 5720 & £,

filename BRE72\NPDF 7 7 A )LD T N2, Z DT 7 A)VIL SearchPath V) Y — A %
AT EShET,
Unicode FHEXNGEFENA T 4 7T, 20T 7 A V413, filenamehandling 7~
¥ a UITHE» TUTE-8 ~EMR I E T (filenamehandling=unicode 7>, 52 Hii=7 7 A
A3 UTF-8 BOM THRE > TW D D TRWIRDY ), len 73 0 LIS DS AT (C FFEAA
YTAYTDR), DT 7 ANGIE, ATV 3 v filenamehandling (70 53, UTF-
16 25 UTF-8 " ENFE T, ZOT 7 ANAPERTERVWEE, FBF 07 7 A
WA UTF-8 /2 UTF-16 2Rk L CORWEBEICIE, =7 — 03B AEL £,
Windows D4, B2 HEIRA HIUE (ASP TEWEL TWAEHAIERVS L) |
UNC ARAERTHIVETONTERXY PV = RI AT b2 FT,
len (C S#NAYT 427 DR) filename © UTF-16 SUFHNCHT 5 RS (N4 hH
fr), len=o DFE. IR LFINE 52 5 LBERH Y £,

optlist K83 WolcA T ar VAN BLIHIIA T a VAN (135 X—V)5H),

TI7—0AEET -1 (PHP TiX 0) . 29 TRVWRLIEANAV R, =7 —0%IE,
PLOP_get_errmsg() %#FFONM L T, ZDOT T —IZDONWTIVFHL<HD Z L HEEL 5,

LEACRMVFLTORMICENTE £
» AFISCE L LT, & 512 PLOP_create_document() % F\ CHLEE S 2 7= I A,
» BLOEEE L TR—U R (BAAT > 2 field L7472 3 v visdoc),
» pCOS Z MW TCEF#HEZ 7Y,
TEBREFALS N TVDLHEE, Z2O2—F =AU =R P AF—R"2AT—F % (bD

WL GEAEEX 2 U7 4 OFAIE, RDORETUXNVID %) 52X OMERH Y 7,
7212 U, requiredmode 7> a U NEE SN TV AHEAILZORY TEH Y FH A,
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3 8.3 PLOP_open_document*( ) [Zx{d B AT 3>

*Fvav
digitalid

engine

inmemory

password

passwordfile

repair

requiredmode

142 8EF&:

.E-EI:I

BA

(AT av )R, AAZEEF2LYTAEZAVTRESMATLIAAXEICHL TOH) XEN
EELSNTLIREDREZFDTOAILID, R8DYITATLavHEHEZANTTOALD &
fEELET, engine=mscapi DIJFEIZIX. D digitalid AT a v EHELAETHL L. FDF
B, FTIAILMERAEXFFRIZHZITRTOD HHEINET,

(F—T—F, EEAZEELF VT A ZAVTRESN TV IAAXEICHLTOH) TOXEEE

BT HODEEL TV (TITAIE : builtin) :

builtin  NEBREIVCUEERALET., digitalid TIREELIET AR I 7 AILEERET S
BERHYFET,

mscapi  (Windows D& ) Microsoft Crypto APl ZfB5 LY E L THERALET, T2 4L 1D
&, SEHERCTHT ARV I 7AIVTEZ B ENTEET, digitalidA T3>
FHELMNENTHATY,

(FHIE{E, PLOP_open_document() M&) true MIFE. PLOP (X7 7 M ILEEE AT NIZHEHAA
T, TCTENERELFET, CHIEPRTLIZE>TIE GFIZMVS) FEEL/NRTH—IV XA
LIZDHEAYFETH hDUICAEYZEBUVET, false DBHE. XEOHSEBANDBEIZEL T
MEBET A RIDSHRENETT, TIAIL : false

(XFF, BEIESNI=XEITH L TIE. requiredmode H'& % HE LIS T LZE)
IRRAT—REX 2 T4ZAVTRESNATVEXEICHLT : XEOI—H—/1RRT—FH~
RA—IRRT—FK, £52 (65 R—) THRfzLS5IC, XEICEDREZLEZLAICKST, %
DXEDI—HF—/NRT—FHBBEN, TRE—/IRRT—EHARBRELN, FNEH/IRRT—EHW%
EROWMAREY EFF, EBCDIC T b T+ —LTIE/INRT—FK [ ebedic TaA—FT 25 H
EBCDIC-UTF-8 TH5Z 2 EAH Y 9, update=true DIBZAIZIFX. ChERL/SRT—RMR, &£
BENBZHAXEDIZODYREZ—INRT—R ELTHERASNETS,

digitalid NEZ 5N TWVSIHE : SIAZE LX) T+ ZAVTRESNA TV EIXEICHL TRHE
BTOAILIDIZHT H/8RT—F - /)SRTL—X - PINOWFhh . engine=builtin %L TIE.
password A passwordfile DEL EM—ADHDBTHETT, TNUNADIL DY TIEZDOMD
AXNEATESAEEEEHY FI, EBCDIC TS5y b TA—LTIE. SD/SRT—F & ebedic
IVa—T a4 T LRHRENET,

(X5, engine=builtin 23 L TIX. password A" passwordfile D EH B M—ADHHNLT HE
TY, TRUANDIV DU TEZOMOAXNEATELARELHVET) COT7MILD%
BT (TRXYSV2BVLEXYSUABEERVT) B, T2 DIZHTH/8RT—F - /IR
IJL—X-PNOWFhhELTHERAESNET, EBCDIC TS5 v b T+ —LTlE, ZO/IRRT—F
T77A4ILDABIL ebedic TvaA—T 4 VT ERHRENET,

(F—7—F) WHEBLIPDF AAWXEEZESHONERELET ., XEXBETHLEEONEL

YRR Y EFH. HDHIEDIIE PDF DMEBATES LS (A DAREMENHY £T . =L

XEICK-TIE, BETELVWEEHIEL TSI ELHYZET (TTAIE : auto) :

force XEICHENDAS LENDS L. BELTINEDBEEZRAAETT .

auto PDF Z B < RICRIENARH I NW-BEDAXEEBEELET,

none XEZBET HRAEITHONLEE A, PDF HICRELAH > -5, BERITEUHL [Tk
BLEY,

(F—T—F) XBZERAEICRITANARELZRIERD pCOS E—F  (minimum/restricted/
full), R& 7= pCOS E—F & YHKERD pCOS E—FAEMN o= & EF, FUHLIFERLET,
FUHLAKILIIBE. RO pCOS E—REAHKELIDF T a v THEELELDOTH
BLEMRIESNET, L. ThEUYBVWAEREIHYET, ERIE, BELShTLE
WX EIT® L T requiredmode=minimum ##§%E L f=3H&. #RIF full E—FIZHYET, TI+
JLE o full
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% 8.3 PLOP_open_document*( ) IZ® 3 54+ T 3>

AFvav
shrug

xmppolicy

.E-i"nlt'

B

GRIEME) HERFHIRICHS EZDXEZERE pCOS E— K TLMRL S ENTEALMSEIC, R
FIRZEBRLET (405 POF LELNFEIAFES), NRT—FtEXFa T4 DFERIZETH
[F. ZOXENIRZ—/IRT—FZAVTEStshTLSICLhhbET, 2—HF—/IR
T—F (3ZLHNE) OHAEEZOLNATWSILEZBKRLES, FHELLY T A DFEICIE
ChIF, REREZEZFTOLILDAEZLNTVSITNEDL., ZOXENCHOD IZHLTIR
A—1EREHREL TR LEBKRLET, ERFHEVERSNIFZS, pCOSELAF T/
b shrug A% true ICERESNFET, TIAILb : false

(F—T—F) ANXERNDEHLEIXEL AL XMP ORWNEHIEIL EF, B4 XMP (. 1ZH£H
AMFERDTHENTERVC EZBAICAIRLETOT, EXEPDFAXENENELT
HoONFERA, EZEHF—T—F (FIT+Ik : rejectinvalid) :
rejectinvalid
MNIEXMP DIBEITIE. XML A=Y IS5 —Ay E—CF LN ERESE, LEZE
FlEEET,
ignoreinvalid
(sacrifice={pdfa pdfua pdfvt pdfx} ZEE L £9) EML XMP &, XMP B EFEL A
WHDESIT/RVET, HAXMP [, XEBFREBICESETERIAET, Fi=,
XML BT T 5 — A v £— % <pdfx:Exception> BERRICANAHFET,
remove  (sacrifice={pdfa pdfua pdfvt pdfx} ZEEBELFT) ANXMP Z, EUNTH->TL 4

CTCHEZHIZEBLET, HAXMP E—hoEfehEzd, Chid, EFL AN
AEAT—EFHIBRTEDIZHRIDOTL & 5, XMP ADZBEHAF (PDF/AKED) (X
kbhhEd,

C++ int open_document_callback(void *opaque, plop_off t filesize,

size_t (*readproc)(void *opaque, void *buffer, size_t size),
int (*seekproc)(void *opaque, plop_off t offset),
wstring optlist)

C int PLOP_open_document_callback(PLOP *plop, void *opaque, plop_off t filesize,

size_t (*readproc)(void *opaque, void *buffer, size_t size),
int (*seekproc)(void *opaque, plop_off t offset),
const char *optlist)

PDF XFZ ((R#EINTWDHE Litew), 2—F—2NEX 2B TR E £7,

opaque (5D ARERRT — X IEE~DKR A X, readproc ~ES N E T, PLOP (X2
DRA L ZRZDERDT —Z VA,

filesize SCEDR S /A BALT,

readproc A€ Y (L& buffer |2 5 LEDEED size XA - OUIGE 525 2 LD TE
RFER bR ey =V, 20T RY—Y v, BE LA NEERIRES e g
7m0 EH A,

seekproc LENOD(IE offset ~— 7T LHebOTur =Ty, ZOTRI—YyET
FeBEEREDL -1&, £ TRVARL 0 ZRIRTUTRY FE A,

optlist #8311 o747 a v VAN BLEIAT a3V AR (135 X—2)5H),

RYE =7—0%H4E -1 (PHP T 0) £ TROVWRLITEANAV R, =T7—0%IL,
PLOP get errmsg() %' FOHL T, TDOTT—IZOWTEVEEL <MD Z L AHELEL £,
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IMUT1/) CoCt+ FRbAA T 4 7 TORFIAARET T, plop_off_t i3 ploplib.h N THAFHICE
INTWET, ZhUE, 2GB #BXH5RERT7 7 AVICKH L TUTA 7y RIE LT
64y MEZRELET, 77V r—y a VI KRBE7 7 AP AR—F (LFS) &EHiZ
ELVR SNV ERHD F9,

C++ Java C# void close_document(int doc, String optlist)
Perl PHP close_document(long doc, string optlist)
C void PLOP_close_document(PLOP *plop, int doc, const char *optlist)

ATT - HAOXCEERAL £7,
doc PLOP_open_document*() TH: LAV B#h72 CE N R,
optlist F7 arVUZXk (AFELATHEEA),

M Z oB¥UL. PLOP_delete() % MFOMHT X D HINZ, PLOP_open_document*() % B\ TR
NTODLHELEIZONWTIFUHTLERSH Y 5, ZHUE, FX bRy RV v
TWHILCELZHAL T, BET LT TOY Y =2 &R L £7.,
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8.4 HH B

C++ Java C# int create_document(String filename, String optlist)

Perl PHP int create_document(string filename, string optlist)

S

C int PLOP_create_document(PLOP "plop, const char *filename, int len, const char optlist)

PDF W i3tEA, AFVRNERIZIT 4 2277 7 A0 FITER L £9°,

filename (L RiCFF) AR LTZWHN T 7 AL D4 I, PLOP open_document() 125 %
TEANT 7 AN LRI > TV DRERH Y 5, TNBELFHIO & X T iEAE
UWIZAR S 1L, %% T PLOP_get buffer() TELY & E5,

Unicode JEXJEDZFENA T 4 7 DEE, len=o D7 7 A NVAITH L b AT A
a— R _R=UCIRENE T2, 7272 L UTF-8 BOM 23FHIZ DWW TN 5 & & (%, UTF-8 %
721X EBCDIC UTF-8 & L TR S E T,
len (C SFEANALT 427 DOH) filename O UTF-16 LFINCHTHES (A HHE
A1), len=o DEH . XIMIEITFHNE 52 5 NERH Y £T,

optlist F8.AIH~T=zAT v a VAN BIHIIAT v a VAR (1835 X—V) &),

T 7 —OAEIE -1 (PHP TiX0). 9 TRWARLIE NV NV, =7 —DH#%IX, PLOP_get_

errmsg() ZWFOMH L T, O T —IZOVWTEVREL MDD Z &2 HELEL £,
B LEMERSNDHA. ZOBBFEOHLIZ, BLFOHAICITRKRL 7 :

» AADRZ U TRBBTES, 2o, critical 77 a UBRERES N TWD,

» BALT = — U PEREES L, 2 ORICEEESREI NI > T ARSI E LR
TW5,

» RV E L RWRBEACEN G2 BTV D,

» ANCEPBIEL TBY ., o, BAVREHE—N TERINA TN D,

PLOP_add_recipient() 73 1 72 WL EEBEIFOH S NIZIZH 030D TENEOFUH L
N1 ObEH Lol (TROLTRTOZEEMENAENES I BEITIE,
PLOP_create_document() 1ZREXL £3°, ZAUT, RES N THRWHIIN S o0 Ak E
NTLED ZEEBMITDEDTT,

Z OB E O TRIIC, PLOP_open_document*() NFEOCHEN TV D LERH Y £,
WS E W LEE input &7 a v THZET, 2=V — 2T =R Lv 2 H—,2R
7 —RIZOWTHRW SN D HlfIGHZ 2V Tk 5.2 #i TPLOP % HC PDF (FZ /3
U —R{R#] (65 ~—) AL TLIZS0,

PLOP_create_document() 1, = DEHT = —2 %, OCSP [GENER I TH LR
T2 o 12E DI T, BHRGEET 2 2 & 0H 0 £7,

FEREEX 2 U 7 4B — R TIX. 9725 PLOP_add_recipient() 73, 22 C72 > certificate
FFrarYARELBITIEITHIFORHI TV, 2 OB, WIREIAIZZR -
TWOZEHEINEN 1 OTHLHLINEIDEF =y 7 LET, b LbIITL, TORHE
OH LI R L £7
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% 8.4 PLOP_create_document() (X3 24T 3>

7 ay

docinfo

encryption

input

limitcheck

linearize

master-
password'

.E-EI:I

BA

(THFRAFXFIDORD) R L) HANEOXEFEHRBEBHEZHEELEFT, XEITXEXMP £ 4

T—AnH5EEE. EEXEEREBEIXMPALIS—ShFET, AT a YR FADEN

ZThAORTICIE, BEOEHEZDENAS>TVET, ULTOEREFAF—LHRILF—%5

ZBIENTEFET (FIALL  XEBREBRIAAXENAE—ZIFET) :

Subject XEDYTZA I

Title XEDZA L

Author  XEDERE

Keywords XEDNRZEZRTF—T—F

Trapped XEIZFSVEVITHNERINTOEINE SN ERLET, FSh BB True -
False - Unknown T9, PDF/X AADIGE. sacrifice 777 3 > (2 pdfx b pdfvt Hi&H
5755, Unknown DHMEFEINET,

Creator - CreationDate - Producer - ModDate - GTS_PDFXVersion + GTS_PDFXConformance *
ISO_PDFEVersion LS\ DI E D & Fil
A—HF—FBEDITA—IFE (RAR—RF ¥ 5T 8FEATVTIEVITEEA), PLOP
FEBOBDT 4 —ILRICRHELTVWES, 1EQAREILT +—ILFAF1ERETE
ZBLENHYETS,

(F—7—F, KRT—FtEFxalT a4 LdHAEELF2YTAICH L TOHFERERELET) HAh

XELXRETAHOICHERASELVEBELTILT Y X L,

NRRAT—REFaYFT4IT/HLTIE, T4 5. masterpassword M52 5N TWSIHEEITIE. KL

TOXF—T—FMREZRET (FIT 4/ :algo1l) :

algog (PDF 2.0 TIZIEHEER) Acrobat 7/8 [ZHiE o 1= AES-128, T 7445 pCOS 7ZILT ) X s 4
#HEAL TEEIt. SIIFRBHEICKHC THAPDF/A—2 3% PDF 16 ALEIFET, /8
AT —F& Latin-1 F ¥ SV FHEDHENBRLETHIENTE, 2F v SV a~HYEE
HENFET,

algon Acrobat X/XI/DC 2§ 2 = AES-256.9 %425 pCOS 7L ) XL 11 ZERA L THESE.
CHIFBHEICIHHE L THAPDF /N—2 3 > % PDF 1.7ext8 A EIFET, /XXT—F &
Unicode £+ SV ABERNB LT HI EMNTE, 127 UTF-8 /3 bAGIYEDH SN ET,

SERAZtE X Fa I L TlE. 9445, PLOP add recipient( ) Y, ZE TN certificate &7

DAVYRRELELITTIETHRIBICFETEIATVELES, UTOF—T—FAEZFET

(T ALk :algo10) :

algo6 (PDF 2.0 TILIEHESR) Acrobat 7 IS5 1= AES-128 §7434>5 pCOS 7 LT 1) XL 6 %
ALEAEEX 2 T Z2AVTHEELL, SNIEBECHELC THAPDF N—23 Y
#PDF 16 ~LEIFET,

algoio  Acrobat 9 |25 o 7= AES-256 § %45 pCOS 7 LT ) XL 10 ZfERA L f=FEHEEF 2 1)
TAZAVWTESE, CAIEBEICHC THAPDF/A—2 3 2% PDF 1.7ext3 N EIFE
¥

(PLOP_open_document*( ) Z ALVTEE ESN=XE NV R, HE) MEBIE-WAAXE

true Mi54A. PDF/A-1/2/3 - PDF/X-4/5 E—FI[CHEWTRIEPDF AT 7 F D LR
(8,388,607) M@ SNET, TIAI L : true

(REE, BRAEMRE[Emetadata £ EHITHES ZELIETEFERA) true DIFA. HAXEETR
BibkEhET, MVS VRTLDBAE., ZOATLaViFAEYURER (THHHZED filename 5]
B) LHATAZEIETEFEA, T4 E : false

(3XF3F, update=false #3&fl) XEEZ/NRT—FRETEZ-HDDIREI—/INRT—F, ThhZE
DIHFE. YRA—NRRAT—FRFEAShFEFREA. TIAIE : ZE
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% 8.4 PLOP_create_document() [Cxf9 B4 T 3>

A7 a3y

metadata

objectstreams

optimize

permissions

recordsize

sacrifice

tempdirname

BT
(FF2 a2 R+, linearize EDHATTE) XED XMP A2 TF—2%52F¥, PDF/A -
POF/X#EMI Y JIE, CHDEZ D XMP DR TIHFShERA, XY TATLay
filename (BRIXFH, %HIE) ZEHIEXMP A2 T—42% UTF-8 X TEL 7 7 1 LD LRI,
validate (¥—T—F) BEZI=XMP AR TF—2EF—T—FIZ&>TRIESNFET (PLOPIFA
AXERND XMP A3 T—2EHRAL AV LITBEL TS
none REE% L
xmp2004 XMP 2004 {H#£(Z4¢ - THREE
xmp2005 XMP 2005 {E#k 1% > THEEE
pdfa xmp2004 EFEIRTT A, TNICMA TEREAH T O/IRT 1 EXFXF—TDOHER
&. PDF/A-1 2> THEIRRA F— Y DBREE LTV ET
pdfaz xmp2005 EEBH T, ZTAITMATEEZEATONT 1 LXAF—TDHER
&. PDF/A-2 - PDF/A-3 (R IX A4 T— 2 DREZRENFEL TY) IS
"o THERF—YORIEBLITVET,
T4k AADPDF/A-1 [ZEPLL TLVTH D sacrifice A T 3 v pdfah’dEh
TWELMEE L pdfale AJIHYPDF/A-2 H PDF/A-3 IZHEBLL TULNTH D sacrifice #
T3 Vil pdfa NEFEFNRTLEWEEIL pdfaz, THLSMES none

(F¥—J—FK, linearize=true MiF& &. PDF/A-1 - PDF/X-1a/3 E— F IZH LN TIX. none H 5l

SNFET) BAT 7MWY A XZEIMICHIBT DERA TSV R R Y —LEER (TI4IL

k :all) :

all XEBBRHEZEUNDTRTOEMA ISV FEEBAIT PV LA MY —LRANESE
AF, EEHESEBRA N —LEERK,

none ERATOz Y CR MY —LEEHEESEAN ) —LIERLFERA,

xref EREESBR L) —LEERLETH. TRUNOEBA TSV FR ) —LEE
RLEEA,

(F—7—F, update=true DHFEITITJ|RINET) BRI EFU\H#E (FIT4IILE :none) :

all )y — AL EE#EA,

none HELE—YIERALAL, ChEETEREZRALIEETLS, ZOhDY T 7L
RIFRELHEY ET,

(¥—7T—F Y X b, masterpassword MEEBAZE ¥ 1) 7 4 LETY, update=true DFZEIZIEF
al) XEITHT BHERFIRDY R b, F—7T—K noprint - nomodify * nocopy * noannots -
noassemble - noforms - noaccessible - nohiresprint - plainmetadata ZEEDHEL Z EMNTE
F9 (k53 (66 R—2) BH),

SEBAZE X)) T 4 E—FRIZBLTIE. ¥—7T—FK plainmetadata DHAHFSNET ., Fhllst
DHEBREXFE [X PLOP _add recipient( ) @ permissions 77 a3 > CHRETEE T,

TIAIE E

(BB#, 2/0S-USSDH) HAT7AILDOLA—FHA4X, TIAIL 0 GETOvoHEAN)

(F—T—FDVRL) SOFXT 3> EHANS E. AJ1PDF D4FHEERD L NI-IEEEMNERL
ISADEEEZHETEIEMNTEET, TI4J/ L TIEPLOP &, BREFHRHEL-EZICE—

UHHZEERET. AN EHRESEET, LHL, VEZHFITLOHIC. XEOAILHIDEHEEK

EIFLTENARETT, R85 ICEIFHARF—T—FIZHIEL TVWET : Thild, AARUHE
BEFNIADPEALITETHEVRBYEESLET., TI4ILE : ZEOYRL, Thbb, @RH

RELBA. BISHEEL, HASN—UIERShFEEA,

(XF5I) PLOP DRENIBICHRBER—BF I 7 AILHBMERESIDET AL I L) DEFL, ZDHEE.
PLOPIZ—B T 7 A ILEHL Y TAL IR VICERLET, COF TS aIE, tempfilename
FTLavMEZLNTND EEEEBEINET, TILIE
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% 8.4 PLOP_create_document() (X3 24T 3>

7 ay

tempfilename

user-
password'

EEA

(XF5|, MVS D#) PLOP DINEUEBICHELR—BI7AILDIILIT 7 M ILE, EDIFE.
PLOP [E—EBH—B 77 /ILBEEFHLET, PLOP close_document() DETZD—HEI 7 (/L%
BRI 2DE1—F—ADRETT., cOFTLarEE5Z1-184. filename 5I3IFXZEIZL TIEL
FTEHEA. TIAIE 2

(X35, masterpassword BNHE) XEEZ/INRT—FRETLHDI—HF—/XT—F, Zhh'
EMEVMES, A—Y—RRT—FE@ERAShFECA, TIHILE 2

1. AES-256 (7L 1) XL 11) DIFBEICIEEED Unicode ¥ ¥ 5V 4 BEEZX 5 ENTEETH, AES-128 (FILTY XL
4) DHFEICF Latin-1 F ¥ SV AEDAEEZ DT ENTEET  EX /AR T—FIE. 7T ) XL 11 DB EIZIE 127 UTF-
8NARIZ, FILTVXLADBZEITE R F Y5V 2ITHYEHONET, EBCDIC TF5 v F T+ —LETIE, /SRT—F%
ebcdic T a—F 4 >4 H EBCDIC-UTF-8 TEZ Z2EAHYET,

% 8.5 PLOP_create_document( ) M sacrifice # 7Y avicwddF—7—F

F—0—F

encrypted-
attachments

fields

pdfa

pdfua

pdfvt

pdfx

signatures

Bt

(AARIUA  XEBNIBSEENTOELD, BELEENET77MLHEFE 1 BLEZOLEREAT
W3, BIENUA  BEILESNET7 7 AIVRFFISHT BB/ SR T — K B password A T 3 v
TEZLNTVEWL) COF—T—FE2E5Z5E, NRT—FOFLNGVEESEEN=T74
IVERFBEIBRENET,

ELWRRT—RFZE5EZNTWEWESEI 7 A ILRFERET E L THDOXEL. update=true
FAVWTELTHARICE—DRETEEEA,

(AAKYH : XEDHIZ, NeedAppearances=true D, 1 HLZWVLEHDFEEL I +—LT 1 —)L
R d. #BIEL A : update=false ZALNTER) COF—T—FZ25zx5%L. BE&T1—)L
REEEDTRTDI+—LT 41— ILENBIREINETS,

(AAARYH : XEA. PDF/A-1 - PDF/A-2 - PDF/A-3 D35 DVTNADEERL N )LIZHEEHLL T
Wa, BIERUH AT a2 visdoc LIEERGREAXEZEZRAVEERMER. £zl 7
$ 3 > userpassword - masterpassword * permissions D S5 EDWLThh, FilL., ER/H. PDF/
A-1 DIFEIZIFX 64K KU E. PDF/A-2/3 DI/FAIZIT 2K LY HKELC ) ZDF—T—F%
5EZ%5&. POF/AANERBETEETH, PDF/A-1 ERTY Y IFEIBRESIET,

(AAL YA : XEH PDF/UA-T [CHEHL TLND, #BIER YA : T2 3 Y permissions & ¥F—
7 —K noaccessible # ALMzIEEIE) COF—T—F%E525&. I+ PDF/UA IZERLL % <
BotzHhZEEMTE., O PDF/UA#ILT Y Y MEIBREhET,

(AALYH : XEAPDF/VT-1 ) PDF/VT-2 IZHEHLL TW D, BIEL A pdfx ERL) 2D
*—J—F%52%5&. PDF/NT ANZREBTEETA. £OD PDF/VT - PDF/X EHT Y + 1) (LA
BREnET,

(A~ YA : XED PDF/X-1a hY PDF/X-3/4/5 [ZHEHLL TV B, #BIEL YT : docinfo AT 3
>N ® Trapped=Unknown &E#HEDLET-BRAER. Fi=l&. fieldA T 3> D visdoc T+ T
PaviaEHLEERAER. £l&. #TF L 3> userpassword - masterpassword -
permissions M3 bDWLFnh, Ff(F, EHEFLF21VT4E—F) COF—T—F%25Z23%
E. PDF/ X ANEMBETEETH, TOPDF/XERTY kY IFEIBRSNFET, XEA PDF/VT-1
M PDF/VT-2 [CHZEHL TLBIFZHRICIE. £D PDF/VT ET Y Y BAEIBREhET,

(AARYA  XENTELGZVDLEROEBLZRNELL THES> TS, B~ H : update=true
FRAVWTELZTOUNDTRTOEE, TOXENERZHALLZVEHARAZERZRNELLT
FoTWLWBIBAIZIE, updatestrue ZAVTERZZTI> B MNYAICHYES) TOF—T—F
NEZLNTEY. ™D AARYHEBEERNUAPEALLETHDIIGEICE. BHLERH
FHITHIHAZERLTCLES LR ITE1=0C. BEDERRITEEINFTT (Thbb,
BRENBRESNETN, BRTEHI+—LT A —ILRELPRESADIDITTEHY EFEA). A
AR UHERERNIHPEHELETHY . HD. sacrifice={signatures} NEZ 5 TLVEL
BEIZIE. PLOP_create_document( ) [F&BXL £ 3,
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C++ const char *get_buffer(long *size)
C# Java byte[ | get_buffer()
Perl PHP string get_buffer()

3

C const char * PLOP_get_buffer(PLOP *plop, long *size)

HAXEONEZ ATV PO EIT HRYHL £

size CRALT 4T TORMHA, WEND NNy 7 7DRIDBEMNIND ATV ALE~
DRA X,

HAT =2 DASTNy 7 7, COM OHE, ZHITHFFR2 LA b 72 MELFIT
9, JavaScript T COM Zff ) A, I 7o MSIOE I ZET 5 2 &3
ENTVWEREA (L. ZRLSOSFET COM 2 HAIERETT), 77 A4 T
MMUTIE, WA B PLOP 747 7 U BEZESL D AN, 2Oy 7 7 NEZH
BIDHMERH Y £,

PLOP_create_document() (225D 7 7 AN H52 5 Z EITL > TAEY WAREZERL

TWIEBEIE (29 Thwh b7 7 A~FESHEET) . PDF 3 Z 0B
WL TOHREY K3 Z LN TXFEJ, PLOP get buffer() iX. PLOP_close_document() %

FFOM T &0 S ENCFOHTBERH Y 7,
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8.5 fIBAE XU T 4«

C++ Java C# int add_recipient(String optlist)

Perl PHP int add_recipient(string optlist)

C int PLOP_add_recipient(PLOP *plop, const char *optlist)

AL E L RET 212D OZEHEAEHEFLBINL £7,

optlist 3£ 8.6 |Zft> CEEZHRERKET LA T a VXN BLH IA7vary
AR (135 =) &) :
certificate + conformance - engine + oaephash « rsapadding + permissions

T7—Wlx -1 (PHP TIX0), €9 TRWARS 1, =7 —0D#%IZIL, PLOP_get_errmsg() %
MR Z LICk o TEOT —IZBT 2305 A D 2 L A HEEEL 9, TOFEHENR
DINBIRNE E, HDHWE, PDF UFEEZW ST 2 OIfEHTERWEEITE. 2ol
TR £,

Z OB, 22T\ certificate A7 a v b L HIZ 1 BITH MHENHEITE, ST
FHED I BESNETRCOZEHREIEICH L TS S ET, FEFERL,
TAARAITN=ZAELBERT 7 AV TEZXDZ EH TEET L, Windows GEHEZ 7T
HzzazlbTEEd, ZoBBT, TOXFTHTIZEEDY A M EMET L7290
2 AEBEOEEIFOH T Z ENTEET, Z< OBV T, £OLEDIERE DFE
NELZZOZFEE) A LOP~EGDD Z L ffBL £4, /RS LRnE, £OE
PRAEINE DRSS NI CEEFRAS Z LN TSR RD0ETT,

525N 5EHEL, IZEFEAFOEM) 81 X—) THHLEMHIZEEL T
WDLERSB D ET,

PLOP_create_document() ZEHEIFFOHTZ LIZL > T, fEROHDOLEE, F—D
ZAEE Y A PSR L T 51kd 5 Z £ AIEETY, LAL PLOP_create_document() D%
IZ PLOP_add_recipient() MEOWRTTZHEITIT, HLWZEZEOV AN E2END LD,
FUTETZEEYVANEEY A~V Y FLET,

ZOBEET., BT ATV 9 M update=false ZIRHIL £, B EZEEY A
MIEHE—F TIIEETERVNH T,

% 8.6 PLOP_add_recipient( ) [IZxf§ 34T a
AT ay HH

— certificate

7 7 4 JUIX searchpath ATRIES L FEE A,

ZEYRAMIEIAZEEX )T A ZENLET. ThE EAEN—ROBESEEEN LS DL

BLOMEYYEZDEHITRIDTLE D,

conformance (¥—7J—F) AR BESLFEROEI (FT AL E : acrobat) :

acrobat XZE(& Acrobat Z LN TREIK & EAATRE (WMEZR Acrobat D/A—2 3 2 [TDVTIEE 6.1
(78 R—2) %#SM), TDZIEHIIHEMN Acrobat THIGESNTLWEWNWTIILT Y XL%E

FERAL TWSECECORBEBTUHL IFERKRLET,

extended TDZIFEHIAENUTOEEOVNT NN EFERAL TWV=ELTHRITANS, Acro-

bat ZALNTXEZH CEETEAVTTRESENHY FT -
BEH 8 DIEETAL RSA SIHE,

Brainpool Bif## (RFC 5639) % flL\1= ECC JEBAZE,

#+ 7 3> rsapadding=oaep % Rl VI=iE S 1k,

150 8 : PLOP-PLOPDS 547 3SY AP T 7L IR

(FTav )R+, BB XEERSETIHARELEV 1 EOREBNAHAELIEE. —DIEH
i, R8BI -=HTF TV avBERAVWTEESNET., XU T 1 LOBEENS, ZD



% 8.6 PLOP_add recipient( ) [ZxF 54+ T a >

A7 a3y

engine

oaephash

rsapadding

permissions

Bl

(F—T—F) TOZEEOIMBRELRET H-OIEATIREBEIUOCY (FIALL

builtin) :

builtin ~ NEBESI OV EEA, SMAZEFMEEFEETARII7ALTERILELSHY F
ER

mscapi  (Windows (&) Microsoft Crypto APl #B§ BT P & L THEM, iFBAEIKHER +
TIONTARIIFAILTEZDIENTEET,

(F—T—F, rsapadding=oaep DIFEICDHEKRZEHFHLEY) OAEP THEASELV vy 1
# (TIAIE :sha256) : shal - sha256 - sha384 - sha512 DL F hh

(¥—7—F) RSABEEDT=OD/INT A VT (TIAILE : pkestl) ¢

pkes#1 PKCS#1 vi5 [z RSANT 4245, THAKIL. Acrobat DFRTDN— 3 0N
®EL TLWET,

oaep RFC 3447 [Zft o 7= OAEP (REIEXMEEBIL/NT12Y), COARIFEF2UT 1L
DEFEFIRBLFET . Acrobat XI/DC [E OAEP IZHIEL TLWEHADT, ZDF—
J—KIE7*+ 7 3 > conformance=extended Z B E L E T,

(F—T—FURL) ZOREBIZHT HERFIRDY R b, ZEEH EICELRHERFIRELS

FTEHIENARETT ., COYRMIE. EFEOHD. & 53 [THE > F=#ERFIFR+—7—F noprint -

nomodify * nocopy * noannots * noassemble = noforms - noaccessible - nohiresprint ZIHE & L F

T COMITLUTOF—T—FHERFET :

nomaster EE SN TWSHERFIRF—T—FBEIZHE> T, IR - #HE - ARHMEZFIRL ., »
D, XEDEF21YTAREDEFRLEHLELET, COF—T—FHERZLEATEDS
T MDD CHAUND ERDERFBF—T—FHN 1 DL EZ 5N TLENES, £0
ZEFIXEICHL TREEBERERFLSFYS., chUSOLBRDERRZEF—T—FO
WINMEERET S Lid nomaster ZEELFT,

F*—TJ—K plainmetadata (. & Z TIFEZ G . PLOP create_document() [C5Z 2 HENH Y F

To BELLZNEEINDZEZFIERASINEIDOTEELNSTY,

ZEYRE, ZOREFIEBRHBRNMALBASAGNCEEBKRLES., T4 - EUR

S
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8.6 EFE&EA

— R EFELMEELE S PLOP DS TOAFIATRETY .

C++ Java C# int prepare_signature(String optlist)

Perl PHP int prepare_signature(string optlist)

RYE

— B0

C int PLOP_prepare_signature(PLOP "plop, const char optlist)

BLA T a FEEABELES,
optlist FS8.TIH- TELA TV a vV BHERELTEA T a v U A
» BLRGIE (FY 20 ID) OO A T L a v : digitalid - password + passwordfile
» BLDOYNRICBET DI RE G D720 DA T a0
contactinfo - location - policy - reason
> A ALRE T DDA T 3 : doctimestamp - timestamp
» BLERACDT-DOA T g field
> BGEEE#RE 52 572D DF T v a
certfile - crl - crldir - crifile - ocsp - rootcertdir - rootcertfile - validate
» AEFHABA D72 DA T 3 > : certification - preventchanges
» BALEROFEMZ T 5720047 g v
conformance - engine - Itv - signature - sigtype
» BROFERERIET D720 04T 3  dss - rsaencoding + timestampsize + update

T 7 —RHZIE -1 (PHP TIX0), ZNLSR S 1, =5 —D#%IZIE, PLOP_get_errmsg() %
ML T, 20T —I1Z2OWTH o LFEL KD T EAHLEL 9, ZOEEFEOHL
IEU T OEEIIERIETHZ &8 £3 ¢
» BLAEOT NI BROMBRVD, £, FOMEHEA~T 7 BATERN, A
AT — R X PIN 232> TWDENFIKTT,
» MREEDS SR, 2072 OCSP IS £ 7213 CRL 2 BUG T & . T DOWRIET B critical 73 =
UIRBREENTWAENFKTY,
> Itv=full £721% validate=full \Z*%19 % HEFE AT/,

PLOP_prepare_ signature() ~DFFONMH L 23R L 7281213, £ ERCA T v a U HEE
WCHEMROCHLEZIT) Z EIFHET A 2 E2HER L 9, 2820 Zhid, oz
U —R/ PIN ZiJEH 5.2 5 2 L%I2L - T PKCS#1l b—2 U 2L TLE9 54
NHDHNHTT,

ZOMBERCTHELIEEAA 7 Y a VA L T, PLOP_create_document() % F\u»
TEEOBOBEANZERT DI ENTEET, I THEXLBAAT Y a VBT, BE
PLOP_prepare_signature() % (870 5 B4 47 > a U BED A7 a > nosignature & & 5 12)
BEONH 3%, PLOP_create_document() % W CTERS LD TR TOELICH L THA &
NWEJS

ZOBLMEAT Y a v ) A M BADBER SN DATO T HAREZR RSB BW) T
HEABEEIND Z DD Y T, FIZ. ZROBLDPERSNZHIC CRL £7213 OCSP
ISEPHIREINTH D Z LR RoOnolc L T, ZOBLA TV a VBT, FERERDIE
WMEY 7Ly v ad HOICHELBSET,

ZOBBUT. TNLRTOMEOM L TPKCS#LIL By v a VIR Th oG, Ths
T SHET, PKCSHELL By v a U E2BURINICKR T S B2 0 ENH D56 (72 & 2 13Hho
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ALy RIZED N =22 ~OT 78 A25251010) Zid, ZOBkEr7 v a v
signature=false & & H IIFOM T Z TS £

%% 8.7 PLOP_prepare_signature( ) [ZX3 %4+ T 3>

*Fvav
certfile

certification

conformance

contactinfo

g&n

BA

(3XF5l, engine=mscapi DHFEITIEFA) TLLHAEF = —V 2RI L THEOALT-HIIBLE
EBBAMHEMEDHSPEM I A—T 4D 1 BRZVWLEROFHE CASIAEENE LT ST 7
A ILDEH,

(F—7—F) #EELEEAL ANV ER AR (ERE) FRLZER. none LISMDIEIX. FEBA

FEEAEZ L. 1 EOXEQOFDHZINELITHL TOARNBRETY (TIAILE

none) :

formfilling SEBARE 4 : 74+ —LRBATHILELEBELEZTS2 L (Acrobat D A= —IFEMNS T
T, BRI A—IREIYYIFTBILICEL>T) FEEShFEST, R—OF0T
L—bDoEAMT LIS >TR—VEEMT 5 (FEETR—DZEMT 5D TIE
) TEBHBREINFETH, CORERIO-ICEDLhFEREA, TOMDERITES
EEMELET,

formsandannotations
EXRAERL  7A—LEBATEH L. BEZETSZE, R—YBMTSHIE, a4V
752 & (THDLLERER - BlfR - £8) FHBSIFET. TOMDERFTELZE
‘mIELET,

nochanges SEBARES : AINEENTHONS ECDERFEDICHEYET,

none BEDREES : XERFEASKEEA,

(F—7—F) $HENDELDHEM (FIT 4L+ : acrobat) :

acrobat E# % Acrobat TRIETEFE T (WMELL Acrobat /N—2 3 VIZDNVTR 7.1 (102 R—2)
%#38), Acrobat It THUWIAEA LT TS 3 U NMEASN T ZIEE(ZE 2 ORI
UHELEBLETS,

extended £ ENBERLN Acrobat THRIITELWVWELRHMHAE LA T a VvEHELZITALE
9. LT D#EEI conformance=extended ZHE L L ET :
Brainpool BHERDULNE & FL Vfz ECC sEBAZ (RFC 5639)
ER/A T ar ocsp THIF T L 3 Y hash DED shat LS+

(TR EXFF, digitalid ISR L TOHEKREELET) ZEENEBLERILT H1=HIZFD
BREICERELDHIENTEDL LS ZDBELEICL > TRt SN L 1ER (BEBESS), =12
L. SNIFEBEERILT I-HODRT—FTIVEMBRELE L TITHRShEFE A, Acrobat 8/9/X
[FCDERGCERE [BLEF) 270 BL2OTO/NT1] FA47A5RNIZKTLET, Acrobat
XI/DC [ DEREFHRERTLEFE AL
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% 8.7 PLOP_prepare_signature( ) (X3 24T 3>

7 ay

crl

cridir

crlfile

digitalid

doc-
timestamp

dss

.E-EI:I

BA

(AT av R F—T—F, crl=none LIFHE digitalid (2 L TOAHEKRZEHFLET,

engine=mscapi MIFEIZIFTRA) ELFHMHAEICHT HEEHELSY A~ (CRL) ZWELT. &

%75 OCSP IEBEMN /O NBMERICEENEBLH DSS DHABDHRAAET ., ALY T+

vay (F7AIbE : {source={ } critical=false}. T4hb. TDOTT 4L ID OFI (RLdp #ik

ENBNEENANERENET) -

citical  GREME) true [T 5 &, ERRMAEICHL TAMH CRLAMBTELBEICOHE
ARERSN. THUNDOBEICEI T —NREINTELFERSAERA, COFT
av#E false 295 &, A% CRLEMBTELMN S 215EIZIL CRLIBORAAIE
BoTERINET, TIAIE : true

filename (XF5|) ELAMAZICHTHCRLEDERIY I—T A VI TRELETET74LD
B, COfilename AT avE 525 L. ELRAMBAZOHTOD (RLdp JERIFEBRS
nEY,

source  (RYFT—HUFTL a3 YRL) BLMMBEEICHT S CRLERRERRL =47
a3V Rk, TR Nttp - https [THIEL TLWET, D source £ T3> D
url AT avERIFID source A T a3V BREERTHILEETE. TN
BIZIFZOTO 21D OO CRLEF A (CRLdp) IERMEHREREL L THEASAET,
COsource %y kD=9 AT avOYITFTLarD5% url -
httpauthentication LISME T R T, ELFHIAZ LS DOIEAZERHICHT S CRL EXKIC
PEAINET. TTOT, RBENETRTOIAHEICHT S CRLIFUH L IZEHL
T. A—O&®E LY b (username/password &) #FEMAT 5 LENTAHTT,

T2 2L ID OFI(C CRLdp RARMFEFEL TLVEWRY . O filename - source # 73> nvTh

N DERT. HhOVTIAN T DOHE. 5XIDLENHYFET,

CDF T 3%k crl=none £F 5 &, =& Z (RLAp ILEMNHFEL TWTHORLEFRY FT—V#

HTRELERA. CNEZOEZRIAEZL T THL. 5T 3T RTOIRASBICHL THA

ERFLET,

(X3, engine=mscapi DZEITITFTA) BEET HAAEHERIIT 51-DITHE LT DHATREM
DHBHPEMERD CRLEBENBET DT ALY R DEET, TDT 7 AILAIZDNTIE MFEEA
E-CRLI77ALDa&MRA (1715 R=2) &5,

(X5, engine=mscapi MIFEIZIIART) BEET HAHAEHREZRIAT H-OITRELLDHATHEM
DHBHPEMIVIA—T 4T D1 AZVLERD CRLEARLET DT 7 1 ILOAH],

(FFav )R+, REE - SAAAERICKL TIERE) R8s~ TATav@zAL
TEZEDT ORI ZIBE, AP TA T avid, BRLEIVDVICE-TEAYET,

(AT a2 )R b, engine=mscapi DIFEIZETA) EEEFAZ A LATVTRMSXELAL
BALRRUTEER (builtin TPV ZEFEAL ), F2 59 TA T3 A#Fay
timestamp % 58

(GREfE, engine=mscapi MJZAICITFRT) true [T 2 &. FIASH LAMBEREXE LX)
T4 AT (DSS) ANEDHRAHEY (7338 (XEELF2)T+XET (DSS)] (108 R—2)
SB), ThUNTDEE. COT—REEBLDPANBHAAFET, BHOAAIALREAVTEX
EAA LR T ITHT BIREEIERIE. COF TP avIchhbhd T HEIZDSS ANEHAFERE
T TIAILE : sigtype=cades DIFEE. H LU, BEFED DSS £ F> - AAXEIZx L TIE true.
ThLs g5 false
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% 8.7 PLOP_prepare_signature( ) [CX{9 B4 T 3>

A7 a3y

engine

field

location

Itv

ocsp

password

passwordfile

.E-i"nlt'

B

(F—7—F) BRI DEHIHERIBLEVLESLEIVYCY (FI4/LE : builtin) :

builtin  ABESEIV OV 2ERA, TO LD 2 REFLIETARIIT7ALTEZRZHEN
HYET,

mscapi  (Windows (D& ) Microsoft Crypto APl ZBEBILT VOV ELTHEMR. T RILID ZEHE
ACTHTARIIT7AINTERBIENTEET,

pkest#tn  PKCSHI1 AV 2 7z —REFEALTHES =V L T 2L D E#0—FLET.ZD
F—22D=HDREBIET 5 PKCSHIIDLL /EEHS AT 5 1) DARIZE digitalid 7
o ar®filename 74T a v THEZZBENHY FT,

(AT av R, digitalid IS L TOHERERFLEYT) BERERFIT LD IA—LT 11—
FOEZELRNBTERBIDYITA T a VBT TIEE, T4 : FAIRBAIMERSLE
+

(THFRFXFFH, digitalid IZH L THOHEREFLEY) ELANMERSILIYEMEEF =1
RA K4

(F—T—F. engine=mscapi DHEICEFH) EZRFANEERYIKRIE (LTV) OFE-HICHET

BENESHEIRE (TIAIE : try) :

full (validate=full ZREERICHTIR) ERFAHXEE LTV JIGITT 5 =OHICRLAEERRE
BHIAHET ., LTV AT —2REERRT BIZ(LiEH. rootcertdir - rootcertfile 7
AVOVTNIDREATYT ., SoHDMHE - RIBERESZD5=-H0F T3>
certfile - ocsp = crl HBEITHDHZEENHY ET . AAED-HDYLELIEAEF -
[FEMNEREMBCELAVEZISEIOFUE L IFEBLET,

none RILERZIEDRAAF A, BRBEAXBR LY NS CAYETAHA, LTV MG TIEE <
BYET,

try AFTEBRY 2 DRILEREEDRAAFTS . AFAIBELIAZ ERDERICL -
T, EZFAXZFLIVHABICHES L HNIEHELBNI EEHYET,

(T a2 YR MF—T—FK, engine=mscapi MIJFAIZITRTA) &8I0 IZH =4 TAH T 3
UBERLTOCSP MEBE#R, T4/ b : {source={ } critical=false}. ¥hbb, FT4%
JLID OFIZ AATRESHNIEZENEFERLET,

ZDF T arEocsp=none £ B &, =EZ AARENEREL TLTH OCSP INEZRELF
Bh, CNIFZOEZRAAREL T TEL, BETEIITRTOARAEIHL THAZEFLET,

(XF5|, ZTHLHARINFET, engine=builtin MIFAIZIL. password H passwordfile DLVFh
M1 D MDVTIA 1 DDANBE, TOMDIL O TRRBAREZERT S L TESE
) TPAILDICHT H/8RT—F - /SRTL—X - PINOWFhh%EIEE. engine=pkcs#il D
BEICE. ST aVEEOBEL—I VT B PINERNBLET IRENHY ET, =12
L. ZOPINEZZDF—Y 2V BARTHRHEMICANT 2RENHHHES (F—FR—FHEDR7—
FH—RU—4%) 2BEFET, EBCDIC 5 Y T+ —LTIFZID/NRT— K (& ebedic TV
A—TAVTERBENFET,

(XF3, engine=builtin MIHFE (L. password H passwordfile DLVF A 1D, MDOLWThh
1 DDHNLE, TOMDIO OV TRABARZERTSHI LB TEEY) 771D 1478
AEZVLEROBITF Y5 V2ZRBRNT) A ZOTIVFLDIHT H/IRT—F - /8RT
L—X-PINELTHERINET, EBCDIC TS5y F T+ —LTIHIDNRRT—F I 7/ ILORE
[FebcdicTvaA—F AU T ERGEINET,
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% 8.7 PLOP_prepare_signature( ) (X3 24T 3>

*Fvav
policy

prevent-
changes

reason

rootcertdir

rootcertfile

rsaencoding

signature

sigtype

.E-EI:I

BA

(T3> R, sigtype=cades DIFEICDHA, reason ZIRE L fzIH5EICIEF A, PAJES E-
EPES ISt L TIT7B) BRAERIAT A-OICHERASELVWELR) S —, 259 TFTL 3
>

commitmenttype

(F—7—F) BELERYS—DRIA—TOHEENDEL IHFTT 5N ZEE5EDER,

FZx25F%F—7T—FK (FZ#J L :none) :

approval ELEFEZD AV E—CONBERIEL =,

creation EZBRBIEIFDAYE—DHERLIz (ZELBITLEBIELEEFRLT.
EELEZELRLALY),

delivery EHEFEAY—ERTONAFIX, AvE—C%F, ZOAYE—CDREEN
THOERATESZO—DILAFT7OHRTEEL =,

none ZRAICITAEERNZSHEE,

origin BEZEIE. ZDAyE—TUFERL. RBEL. FEELEZZEZEBML T
%,

receipt ELZHIF. FTDAVvE—CDAREZELLILEEFZFHMLTLS,

sender EBREIE., TOAVvE—CFEELE (FELBTLICAEERLEZEE

R 5770,
notice (THFRAXFEH) EEKRYS—D, NIFHEDHDTFR A
oid (X=F3, WE) BARYS—DATZzH LD
uri (X=F3) EF/KRY) —D URI

($mIB{E, certification A¥none LUISADIZBEDH) true [ZF B &, certification AT a & A
WTELELTWSEELETE GIRRAZERZENCTETHLRIELE) N Acrobat THHIESHE
T THLE, A—HF—AV 2T —RANOEET Y —ILBEMICShET, TIAILE :

true

(THFRFXFH, digitalid [T L TOHEKREFL E T, policy & & HITIEFH) XEICES
175 EH

(X5, engine=mscapi MJZEIIIAT) FEAZEF T — U ZRAET H-DICLEICA D ATHEMED
HBHPEM I aA—F 4 VI DEEFHIL— CAIRAERZRNEETHTALY ) DAR,
77 AIDEHLRAZDNT TEEHAZE - CRL 7 7 A ILD®BHREI] (175 R—2) B8,
(XF5l, engine=mscapi DIHFEICITFA) FAEF = —2 ZRIT 5 =OICHEIC/E D ATREMED
HB1ELZVLEROPEM T a—T 1 VT DEFEEAHIL— CARIRAEZAB LT EHT77 1)L
DARFL, EXaUT 4 LOEHIZKY., SO T 7 AL searchpath A TRESNWEE A,

(F—7—F, engine=mscapi MIFEIZIEFA) RSAEZICHTHIHELAR (TIHIH .

pkcs#1) :

pkes#1  PKCS#1 v1.5 (2> 7= RSA f Bk, COAKIE. TRTD/I—2 3 > D Acrobat A%t
LTWET,

pss RFC 3447/RFC 8017 2k % PSS 12> 1= RSA B 1t, EX 2T« LOHEMAE R
LEY,

(GRIE{E) false g B &, BRAIIMEREShFEHA., k. ZEHIIZ PLOP_ prepare_signature( ) Z I
VHLTERA TS a v EHEEATHRELGNLELER L ZNUNOREEYY B WNGEITER
MDOCL &S, TIAIE : true

(F—T—F, digitalid IS L TOABREFL LT, engine=mscapi DIHE(ZZFH) E4TE

A (FIHILE : cades) :

cms ISO 32000-1 & PAdES /83— k 2 (ETSITS 102 778-2) 2>z CMS R—XDEE

cades CAdES (ETSITS 101 733) & RFC 5126 [ZH o1z CAJES "R—RAMDEH, "Nl PAJES
IS—bk 3+ /S—F 42DV TIERBETT,
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% 8.7 PLOP_prepare_signature( ) (X3 24+ T 3>

A7 a3y

timestamp

timestamp-
size

update

validate

.E-i"nlt'

B

(T a2 YREMF—T—RK, engine=mscapi DIHEICITRTA) BLRIL. EBEFAELIRIR

(TSA) IZE > THEREIN-IBORAF B A LREZVTEEHES, G252V TAH T3y (T4

JUE : {source={ } critical= false}. §4&bh5E. ZDT T 2)LID DHIZ TimeStamp JEERA BN

IFZhZEFER) :

critical  (GGRIEE, XELANILEZALAZU TSR L TlE true Z8HEIShET) true ST D &,
BNERALRE Y THRBTELBAICOAELNERSNET, £5 THRMMEAIC
FIS—MBENFET, COAToavE falselSTdE, BEPHEALREVTHE
EFMBTELVMEEICIEBALREZYTIXR->TEREINET, TIAIUbE : true

hash (F—T—F) FALREVTEREERT H=HOD/Ny a2 F7IILTYRXL, TD TSA
MEDOTILT Y XLIZRIEL TOWEBENHY ET (TIAIE : sha2s6) : shar (F
HE2Z) - sha256 * sha384 - sha512 DULVF hh

policy (XF3F]) TSARY S —DOID, ZDRYS—DHLETEA LRIV THERLES, 18
FELERYS—IZFD TSADTE L TOAMEEICIEZ A LR EY TIFERBLET,

source (R8T =RY R T—HOF T a> YRR TSAZRB LA T3> YR T
B b 3JL http - https ISR L TOET,
XELRILAALRB TTIHECEDHAHBZALREZTDHEDH : 0 source
AT ar@ul 4 ITATLarvFERIEID source T a v BREEABT D EE
TE,. ZDHAICIKXZEDTS 2L ID OB D TimeStamp HLEEMMEHLIET

F—TJ—FK none IZF 5 &, & ZEBRARMAEDHIC TimeStamp IL/RMNFEL TLWTH R A LR
2T EBHAHFEE A,

(BH) BALREZVTF TS VDTS AR, XEFALRBVTEEBRZALRALTD
CMS OV THDIHODREFFHNTEHICFERSINET, TIAIL : 7168

(GREEME) true ST 5 L. BET—4N. 1 ARV LEHRDES POFEH LI/ a> LT, TD
NEOEBITEMENET, TALUNZTEHE, PDFATOz IV FEISLF—FESTES N,
Lizh > TEHEDEZEEEDNET, HORAHF I AN LRAV T EXERALR AV TITHT B
RILERIE. COATavichhbod, BITEHELTEMSIET., BEHE—F L. BE
EETDHANNEICH L TIXABETERSH Y FE A

T4 :true. ELEBESEIZIOZF TS 3 OfEE false ISRRFILFET (Thbb,

PLOP _create_document( )  masterpassword F1z[& userpassword # 7> 3>, HBL\E, ZETH
U\ certificate 772 3 2 1) R b & &£ 412 PLOP_add recipient( ) ZFFUMH L)

(F—7—F) BE5Y5AEHORIZHIE (FIT 4L E : 1tv=full DIFEITIE full, ThLL

SNDZEEIZIE formal) :

formal LUTOF v I ThHhhET :
JUTAANGHRI SV - BRERAAEENF Vv I ENET,
OCSP [EEMNERSMHEICIXMEBIN, XT—2X 1B eH-BIDLEEE
WABELET,
CRLAERESN-IBEICIEIMGEEIN, BLAAHENCRLIZBLLTFz vy ahE
¥, CRLOAFMNF v ISThES,

full validate=formal DNAITMZ T, MAEF t—U DRLLRIL. ChlE. BELETA
TOIL— kB LUEPRE CARRAENAFARETHY . M. BET LT XTOIEHE
(JL— b EEBAE & id-pkix-ocsp-nocheck 53R & D OCSP L ARV A <) ITxt9 %
OCSP F£7=[L CRLAMERLAFARTHSLERLAELFET,

%= 8.8 PLOP _prepare _signature( ) * PLOP_open_document() @ digitalid # 7> 3> ®d. LU,
PLOP_add_recipient( ) O certificate # 7 a> DY T+ T3y

A7 a3y

Bl

engine=builtin DI/BEDHTF T 3> (digitalid Ff=(& certificate 7 7L 3 VA SESIBS) :
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7% 8.8 PLOP _prepare_signature( ) * PLOP_open_document( ) ® digitalid # 7L a>d., & U.
PLOP_add recipient() O certificate # 7> 3> YT+ T3>

7 ay

filename'

e

(XF5, %7B) digitalid 4+ T a oM HIERIGE : PKCS#12 £IEPFX XD, T4 RIR—
AFEERIFEERTORILID 77 AILOAR (EROEY FIFEA MFEAEZAVSEE] 25
),

certificate # 7L a UM BLIESIHES : PEM £=[EDERIVaA—FT 42 I D, TARIR—RFE
Tz I3 IR 18 X509 SEBAE D 7 A LD AR, COFABEET 7 AILIES £ 5 € 1 HOIHAELEAREL T
WBRENRHY ET,

engine=pkcs#11 ODFJEDYTFT L 3> (digitalidA T avhLESBEDH) :

signercert

externalhash

filename

id

issuer

label

serial

slotid

subject

(XF5|, idH label DEL EMN—FDH % s78) PKCS#HI1 b—— > LDBBIET SFEHICxT
LRMBEANBLTS. DERIVI—FT s TREN:. BEEDIHAZENDEH,. COMFE
ISDWTIE, #F>ay id Fi=(F label DWVThhZEL TRIRT Z2HLENHY . SIS, +F
23 subject #FEL TEEIT A LIAEETT, DA T avik, MEROAERELTL
TENICBIET HIEAZEEE L TULVEL HSM (AWS CloudHSM %) [Zx L TIRWEATT, T
TAIE FEBHEEIFAILELEL. ThHbL. TOMEENIHERLLLICI—I 2 ETELN
SHENHYET,

(GRIEME) true DIHE. BRAICHTHIXENY D AIEPKCS#HITI A 27 —REEL T (ThHD
b5h—92EHOHSM ET) fffiEdh, £5THWMES,. ABIV SV EAVTHERShET, T
ALk false

(XF5, HAE) BEF—9 2% 5 PKCS#11DLL /HEFES AT S5 DLRHT, ChIEPVF I 7
ANTHELTARIRN—ZADIT7ALTHIBLENHY FJ . fl : cryptoki.dll

(XF5, signercert AwZR) FERICAVNVBERE. TOREAF (PKCS#11 DEM CKAID)
[SE>TER, CAIF10EXFHA, 16 EXFF| (HEHEFHx LEHID) ELTHERDREND
YFET, il : id=0x03A247B2

(XF3F)) TAILIDZE, FDissuer 74 —ILRICE->T (BZXE=Y T I PKCS#I1 Bt
CKAISSUER 1\ —%) #iR, SV T DHRKXDEHBAFZRIBD subject ESHBL TLEELY,

(XFF) T2H2ILID (HBUVE signercert ZEL TWIBEICIERMER) £, 01 —H—
TL YR Y—35AX)L (PKCS#11 &% CKA_LABEL) IZ& 2 TER,

(XF3F)) TAIILIDZE, FDOVY TILES (PKCS#11 Bt CKA SERIAL NUMBER) [Tk > TE
Ro SODYTILESIE. 10 EXFH 16 EXFF (BEIC X 11 75) LLTEZXDILEND
UEJ, fl:

serial=0x03A247B2

(EQEH) b—I2&AV8T71—RFHAOYLDOES, ChEAVDSE BROROY A
FATRABAICAOY FZEERRBIRTEEY,

(XF5) TPRILID (HBUNE signercert ZIEE L TLSIHEITIEWER) &, TD subject
T 4—JLE (PKCS#11 [Eff CKA_ SUBJECT) [Tk > T:EIR, CDHY T YIE. =K /typeo=valueo/
typel=valuel/... THAIBENHYET, F¥394%\ Ny IV RFy>a) TIRS—TF
B2 ELTEEY, BHDIEBFEFEREFLET, F—I U EROTO 2D EZRBTELTL
BHBICIE. TS a2 issuer - label - subject Z AL TIEBAEEIRMATRETY

{5l : subject={/C=DE/L=Munich/0=PDF1ib GmbH/CN=PLOP Demo Signer RSA-2048}
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% 8.8 PLOP _prepare_signature( ) * PLOP_open_document( ) @ digitalid # 7L a>d. LU,
PLOP_add_recipient( ) ® certificate # 7> a4 I+ T3>

*Fvav
sticky

threadsafe

g&n

BA

(FRIEME) true 2T B &, PKCS#HIIDLL /HBFS AT S UM, REBEOETET, O—FEhi=F
FIZHEYET, Shik. NT+A—I R EOBUZFREBET LAEEEAHY. . DLLEHFS
ATSUAD. ZONHIEL—FURADAEY Y=Y LW -REE. @I 51HI2&IDA
REENBDY ET, =1L, thD PKCS#IIDLL /EEFSA TSV ER—TAELRAATE—FK T 5
EIF—YITEEFHA, COATLavEVELEV true ITERELEDL. FORODE—TOEARND
EIFUH L $ sticky=true 25X 2RENH Y. Ff=. $TF T 3> filename [FH > TERS
NEF, false 2T D&, PKCS#HIT1 SA4T S YL, SDFA4TF Y EFERAL TLS&KED PLOP

AT Y MIZxtT % PLOP delete( ) ~NOFUH L T7UA—R ENET, TI A b : false

(GRER(E) truelTF B &, PKCSH#I1 SA TS YIERL Y R E—JEICHIEL TLWERBEAH Y.
ALY RtE—DJF—K THHIESINhET, PKCS#HII MRAL v FE—TJREIZHEL TLWAENES
ISIECOMEUHELIFEBRLET, false 2T B &, PKCS#IT S AT S YLV ILAL Y KE—
RTH#EEhET, ChFDVTILALYRDTZ T S—2 a3 VIR L TOHERINET,
FIAIE : true

engine=mscapi DIBEDH T4 FL 3> (digitalid 1=l certificate T L 3 U HLESEE) :

filename'

storelocation

subject

store

(X3, PLOP_prepare_signature( ) H &I & [ZIE filename - store D LNF A HY%ZES)
PKCS#12 £ [ PFXBERD. T4 RIRXR—RFLIFRBTO 2D 77 4 ILOARET (EBROE>
MZDOWTHEA MFEAEZAVSEX] 258),

(F—T—F) SEHAEX 7 OEFT (T4 : current_user) :

current_service - current_user - current_user group policy - local machine -
local_machine_enterprise - local _machine_group policy - services - users
LTOSBRICOVWTILERTHC I ENTE, TOEHICE store AT a Vv OEIZTEDIY
Ea—4%&2%ftFEd (CADNRYIRT YL a%vT9 2 TRYST) : local_machine +
local_machine_group_policy - services - users,

(X3, PLOP_ prepare_signature( ) 5 PLOP_add_recipient( ) M 5 IFEA TLNBIBEE. M store #15
ELTWBEEICIENE, T3 THEVEEICIEERINET) subject 714 —ILEDHRBNEZ S
NEXFINTHATOAILID ZRIR, TLITEE. DT 2)LID D common name (CN) 7 1 —
JLE Z 3L TLVET, PLOP open_document( ) A 5 FERISEIZ(E. PLOP AAEHENMIIZELYNA ID %
BOFFEIDT, SOYTATLavIBEHY FH A,

(X=E5|, PLOP_ prepare_signature( ) M SFEA TS IHEIZ(E filename - store DLNT MDA WALZE)
FEBAE R b 7 DA, il : My - Root - Trust,

storelocation=services h storelocation=users MFHFIZIE. CHORAFTFLEDEIZH—E RZEf=
[Fa—H—Z%2FF23BErAHYET WEDNYIRSYL1aXx¥SHULATRY-T), T4
Lk o My

1. certificate # 7L 3 VA SEIENIIHEICIE. X2 ) T LOEBEMNS. TDT 7 A LI, searchpath RTREShE

A,

2. PLOP prepare signature( ) T filename & store 1 5X 5 M TWERLMEEIE. TIAI MR R 7RIZH D TRTO D NS

E38

% 8.9 PLOP_prepare_signature() @ field +7> 3>y AT a3y

*Fvay
fillexisting

glﬂnlé

B

GGREME, XEOHIT1EZVLEROEZEL T4 —ILELRHY. hADname AT a3 EHEZTL
BWNGEBICOHEREHFLET) truelZTdE. ANXERNORVDEL T+ —ILFEZAVWTE
HPMTHhNET, false [T D &, /88— Signaturett IZEDW=—BLRAMZEAVTHEDE
BT 4—ILRAERENES, PDF/UA E—K Tvisdoc A 7Y avhAEZ o TWABEIZIKS
DF T aVIEBREBIC true IZHEYET, TIAIbL : false
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% 8.9 PLOP_prepare_signature( ) M field # 7> a9 T4+ T 3>

7 ay

hame

page

position

rect

tooltip

visdoc

vispage

g&n

BA

(FHRAFXFH, RREEUAE (] £v55 8L THENFELA) BREEEFROES

TA—LEDLH, XEARCDLMER-BET 4 —LEEREEL TH>TLEEBAITIE,

ZTAHBEDEHICEDN (£LT page REBEN). 25 THMBAITEZDT 4 —ILEAE
BEhET, CORMER 174 —ILRAHBHEINBEL THMBEICEIS—ARELE
j_e

FIALE  BET A —ILEAENEBICE, BAT Signaturel £ - =FHEBS 7 1 —IL K AE
MENET, €5 THMBAICIE, 74— KRR TS 3> fillexisting [Tk > THBEH
=7,

(EQEBH, BEDERT A —ILEADTANMTONSERICEERENET) ELX T4 —ILEN
ERENBER—DDES, KBER—CDESE1ELET, TIAILL 1

(F—T—F2@DYREL) 714—ILFAOREER—CDERGE, CORBAER—DF, 5
R —T—FEIR->TZTORAMANICRESN., TOMBLERLLNSZORABNIZTES
ISIFHRAEND LS ICHEMESNET, 1 HEOF—T—F(FHELEZ. {E left - center - right @
WIFhh 1 DEAVTIEELET ., 2 BEDFX—7—F (X#EIE % . fE top - center - bottom ML)
Thon1 2FAVTHEELET ., MADELIRICLDHZEAICE. 1 BOF—T7—FZEEThIERY
F9, T4 : {center}

(RAR) BRI 4—ILFDOETREALRBOER%E POF BEE (1 BflZ1/72 A > FTETRE
BR&ETH) TRLEED, COEELERARIERER—C TRRICHLSIES . £fEE
BEC=®Ic 1 BEEE 2 BOEFEDOIADYIZF—T—F adapt ZEZ S LI TEES . CD
BIZE. BYGWERE @) PEFHICEHEIAFET, DU EHL 1 DOBZHTRMIEET S
DENBHBYET, CORABRBZTOR—TCEEAHL TRV T ERA. FHRAAMEIZDNTEHE
LLIF TBET 4 —ILRDRELTE] (104 R—2) ZBRBL TSV, 4BAOEOEZAN
FEORABIIFART 4 —ILFIZBYET,

TIxNLE BEDIT A —ILEREONDIBEICEZORAENT I+ ERYET, £5T
BWSEICEEORAR (THHLFAHRESR),

(BETHEVWTFRIXFH) BELIT—LEDEHDY—ILFvT RETHEFILELLWVET)
DTFAL, CNERIY—2Y—FITEo2TT7IEVEY T+ ZRALESER-HICFIAEND
AIEEMNHYET. TIAIE L

(PLOP_open_document( ) Z AL\ TEB L f=XXE/\> K )L, PDF/X - PDF/VT £E— K TIEFR7A, ZT
BOWIA—LEREABIZHLTOAATHY ., hOIDBEICIEINE) R—CENDELEZHEL
TEHEDIHERTIZR—CEETUXE, PDF/AE—F TR, COREBIEXEL, £EHEhbdHAH
ICETHIDENHY FT (TPDF/AZEHL] (105 R—) BM), PDF/UA E— K Tld, AAX
ENRIREEZEZ I+ —LTA—ILFREFRABRELELTE>TWSRRELNHY FF (TPDF/UA ZEHL
(106 R—) B8),

(BH. visdoc E5ABHBICOABRERFLFTY) EREHRELT SEHICERTEIA—20,
ZONENDES EBER—CDFEBEF 1), TIAILE 1

%% 8.10 PLOP prepare signature() M ocsp A F L a>vDHITA T3>

7 ay

critical

freshness

160 8FE:

.E-i'J":

B

(GRIEfE, digitalid [CHL CHOAEKRZERLET) truel2T b &, ELRIMHAEICHT 25804
OCSP EBEMNRT—4 R B 2H > TERINIGEICOHABADPERSINET, TSNS
BIZEFIS—AREN, BRFIERShFRFA, COF T 3% falsel2F B &, HXA OCSP
ISEEMBTELEN>IGEICIE. OCSPIEDIEBHIAATER > TEBRINET, TIAIE
true

(%) OCSPISE® thisUpdate T b DEAIDETHLEELZENERLTAEN, CDEE
L 7=B%RE (maxclockskew [Tk > TEER) &Y HLEEBENHUMEEICE. TRIEENERLG SN, &
AEnFEHA, TIAIbE 1440 (1 B)
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%% 8.10 PLOP_prepare_signature() M ocsp A7 3> DY TH T a Y

o
hash

maxclockskew

nonce

source

g&n

BA

(F—T—F) _XTO OCSP ER - [cENTIAEZHANTA-DICFERSND NV 27T
YR Lo ZOTILTYXLIZZED OCSP LRAKRUEDRHEL TOWEIRENHYET (TITAIb
sha1) : shal - sha256 - sha384 - sha512 DLXFThh,

72 #5. Acrobat XI/DC [& shal [CL WWRGE L TOLWERAD T, TAUSNDTRTOEI
conformance=extended # X E &L LET,

(BEH) OCSP iGN D thisUpdate T k1) & freshness 7L a VI > TEDRENTS CH
BNESHEFTYITIRIC. ThEMPETHT N, COFTPavEANT, Ry LT—
DBEDCTERG L AT LG EHETEES, TI4ILE 5

(GRIZ(E) truel2d &, /2R (nonce = Mnumber used only once =#(& 1 B IT{FERA TN S])
JEERMNTRTD OCSP BRDFAEH LN, hDZEN ELRE LIES OCSP IEERIZHFEL TL S
EAHYET, /RLEBX, REKBEHEEIN., Trv P I EZHIFETOT, Zhicx
I[ELTWALOCSP L AR A HHYET, TIAIE : true

(RY bT—HF T a2 YR b)) ERMAZCHT S OCSP IEMNEREIN DY —/\EFiLdb L
AT a )R b, COBEEZZEDHR. TOERH DSS DFRANMEHRAFEAFT ., TA LI
http - https [ZXHEL TWET, SO source #F L3> D url $IT 4T 3 U FF=IEZ D source
T a BEREERTHC LI TE. TOHEICITZTOURLIFZDT S ZILID DHD
authorityInfoAccess #iak (AIA) MBiRLNFET,

D source 7Y kT—9 AT 3>DHTATSLa>D5% url - httpauthentication LASHE T
AT, ELFMHEELSN OFEHEERICHT S OCSP ERICHLERASINET ., TTDT, HESh
53 RTOIRAEICHT S OCSPFUHLIZEWNT, EA—DEHKEY kb (username/password )
EHEAT S ENTEETT,

RYRIT—HFTSa YRR TSA R OCSP L ARUFER Y KT —2 U Y —ZA~D
T RAEREETOEREIIZHEL Y £T, V=L BRICE o TUIEIA~AT 7 BRT
LI DEMZONTIE, # 8.1l OV TF Ty a VI -T2y U — I F T a v
VANDOHTHETDIENTEET, 7—F M Ry h U= A4 T a VAN &
M+ 247 aizFzheEn, it 7ebhailo) 2AEHEELTWET, *y b
V=47 ar R NOFERBIEN ONFETFET (XY U =24 T a U RARD
Mo EHETRLTWET) ¢

timestamp={source={url={http://timestamp.acme.com/}} hash=sha384} digitalid=...

ocsp={source={url={http://ocsp.acme.com/}} } digitalid=...

ocsp={source={timeout=1000}} digitalid=...
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R8N XY NT—UATa v YRMIRTEYTAF T ay

*Foav
httpauthen-
tication

password

sslcertdir

sslcertfile

sslverifyhost

sslverifypeer

timeout

url

username

.E-EI:I

BA

(F—T—F, http [T L TOH) HITSEF-VFREAFRX B, HEIBHEDORBIEAXIC (L

FEDARKIZE) H—"BHELTVWEWNMEEIHYETS. NT+—T R LOFRADBERANS.

RN ET 74 E THECHATMICRET DIEINEELVGENHYET, FR2E5F—T7—

F (F7#JbE :any) :

any Y= DBREL TWERL X2 7HREARERER,

anysafe any ERICRBICTMA T, "= B E R,

basic A—HY—HENRRT—FERAVER—D v 8L, COARIF, 21— —£EL/RXT—
FRTL—C TR LDEFERY L T—IANBEESNIDOTHEILAFERA,

digest ~ RFC 2617 [CEDNWTNAy Y atbEhiza—H—8ENRT—RFEZRAVES AP TR b
R, CNIFR—2 v VEREE& ")-'bt=\’—:|.7‘cﬂ'o

ntim Microsoft & GE CHEAIN T S & 5% NTLM 5285

(XFH) R=2 99 - T4 XA FRBIAEDI=HD/KRT—F

(X5, https [Sxt L TDH) SSLIEHEZMHELT H-DICHELLEDAREMEDHS PEM T a0—
TAVTDIEEEH CAIIBAZEREANRLET ST ALY M)DERT, 77 AILHARAIZDONT
EEBAZE - CRL 7 7 A )LD ARAI (175 R—=D) #SBL T3,

(X5, https [SxFL TDH) SSLEHRZEZHIL T H51=-DICWELLEHAREMEDH S PEM TV J—
TFTAVTD1ELZNLERDEEEFHS CAIRAZENRET ST 7 1 ILDOAHEL

(GREEME, https IS L TDH) true 12T 5 &, ERERILT 51=-HTH—/\FEFHEMN O Subject

Alternate Name 7 4 —)LR MW URLADHKRR F B E—HT B ENBAIZHEYET, TIHILE -
true

(GRIEfE, https [SxL TDH) true 123 B &, sslcertdir Efzld sslcertfile A&7 a v ZAL
TE5 A EEBRAMAZOESISH L TY—/SIAZIRIAARETH I EIRALBTY FT,
false [T 5 &, H—/GEHED=HDBRMDEEHEAIL— FD—EFLNAN=OITEIEATE
BOWH—/\GERETHOTHRZITANLONET, TI+ILb : true

(BE) UY—RANTIERTEIEDAALT O EI YMHEFMTEE, BE0ETHELAMLTD
FELIZEYEST, TI 4Lk : 15000

(XFF, BEFIBAETTH. URL HAXERN D HOMNZBEICFA T a+IL) BT Ok 3Lz
FEEHTREICBHSNERYET—2 )Y —ADURL, #2570 a)LDERF. =Y
D—9F T a3V YRNEFEATIZEA TS aVDHEBETHRESATHET, F¥594% %20
ZUWRLIVOA—TAVITHRETSIZIEHTEEFT, COURLI[FI—H—RE/NRT—FZEZH%
BXTEOILETEET, B

http://user:password@timestamp.acme.com/

(XFF)) R=2 99 - AP XA FRADF-HD1—HF—%&
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8.7 Hl 5} A0 18

PLOP CiZ, 747 7 1 Ofish% C SFETM VD 72O DIBMD XY v R &AL T E
T, FNLSD PLOP DEFENA LT 4 7 TR, TNENDFED R AT 4 7 ORFISML
B AT LEFIHAL TWET (try/eatch §i%), SiB7 v %, ERENLH94 47V =
7 hoFI, FISOFE S - FH - APTBIEA ICBET DHEHRE ATGAR E T,

PLOP fsk 284 L 72HF1C1E, £ PLOP 7Y =7 M2\ it PLOP delete()
PLOP_get_errnum() - PLOP_get_errmsg() - PLOP_get_apiname( ) LI5+® PLOP B¥ it —UInE
OH L TiEWT £H A,

Java & NET FHl® PLOP §38/3N1 T « 7 TIEBIi&. PLOPException + 7Y = 7 - %
EFRLTEBY, TR =7 —HRICT 7 B AT 57200 A3 &0 o0t L T
WET,

C++ Java C# int get_errnum()
Perl PHP int get_errnum()
C int PLOP_get_errnum(PLOP *plop)

b o &b RITIZHEAEL T2, 22V LR L 72BN L O RROFE S E2 5 £ 7,
RYE #Ish DT —%F 5,
IMYTS NET OFA. 2D A » KX PLOPException 72 = 27 s OH® Errnum & L T F A 7]
BT,
Java D6 Z D A KL PLOPException &7 2 = 7 b OH D get_errnum() & L THF|
MATRE T,

C++ Java C# String get_errmsg()
Perl PHP string get_errmsg()
C const char "PLOP_get_errmsg(PLOP "plop)

o & HEGTICHAEL 7 fiI4h, 720 LRI L 72 BISFOH L OJRIR OB 7 % A b 215 %
7,
RYIE =7 —%Hd 23078, 72130 o &b HIED APLIFOH L MU 5 = 7 — 2 54 S

Do T G B 1322 3055,

MUT4S  NET OEA. 2D A v RiZ PLOPException 7' = 77 s DD Errmsg & L T Il AT HE
T7
Java D65 Z D A v K% PLOPException 7 ¥ = 77 b OH D getMessage() & L TH |
HFRETT,

C++ Java C# String get_apiname()
Perl PHP string get_apiname()
C const char *PLOP_get_apiname(PLOP *plop)

bHo b ERITOFNERASIET, 72V LKL 72 APl B4R 25 £,
RUY{E PLOP API B%¥k D4 il
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IMYT4Y  NET OBE . 2D A Y » K i PLOPException A7 = 77 s D D Apiname & L T H FIH A
RET
Java DA D AV KX PLOPException 47 = 7 s OH D get_apiname() £ L TH
MM FIRET T,

C PLOP_TRY(PLOP *plop)

BISMLIET L — 2%ty b7 v 7 UET 403 PLOP_CATCH() LT3 D MERH D £,

H T 7B (45 ~—) B,

C PLOP_CATCH(PLOP *plop)

BishEx ¥ v F L ET, H%T PLOP_TRY() LXHZT HMEENRH Y 7,

H T 7B (45 ~—) B,

C PLOP_EXIT_TRY(PLOP *plop)

PLOP_TRY() DHn i, %thiad % PLOP_CATCH() B~ AD Z L7a<thi} 5 2 & % BloMEE
\c@mmL £9,

H T 7B (45 ~—) B,

C PLOP_RETHROW(PLOP *plop)

BN DN R T ~FTRBL £7,
M =T —AFL] (45 —) BHE,

164 8 : PLOP-PLOPDS 547 S AP T 7L VR



8845 O—nNILATL 3y

C++ Java C# void set_option(String optlist)

Perl PHP set_option(string optlist)
C void PLOP_set_option(PLOP *plop, const char *optlist)

PLOP 7= D 1 DWW LEBDO S a— "Lt 7y g v 2B ELET,

optlist #8.121ZH-> T/ u— VATV a v BRETDIA TV ar VAL, 1 204
VaryNEERS 2 NG AE RBICHTERLORENL VEIOT R TE EEXL F
T 1 DDA T2 a2 (searchpath %) ZxtL THEOMEEZ 52720 & EiX, TXTOME
Z1ODV AL TZDAF v avichx £,

Sl 3£ 8.12 THEL THAHIL TV a i o Tid, ZOMEEAERRIEOH T Z & CEEE
BERAHZENTEET, L TWARWNWT 7Y 3 12 o0 TE, HTLWVERHWEZ |
EEL £,

# 8.12 PLOP_set option( ) IZx3 24 O—/N\ILA TS a3y

*Foay
filename-
handling

license

licensefile

frontpage

glﬂnlé

B

(F—T—F) I7A4NVEBOTA—T 4T %RLET, Unicode ERGEEB/ NIV T 12T IS
HULTUTF-8BOM L TRAMBIME L TEALGNTIT 7AMILEAIE. ZDT 7 AL RXTLIZEWN
TEZEERDITHAIF NS IEANLRET D=0, MDOEFDT 7 1ILEAD Unicode fREEKRT S
f=8I2, SOATLavITR->THEREINET, J7/LEN, CCTHRELEZIVa—T1>
JOEEANDX Y SV AEEATWRBEICIE, T5—DRELEFT, TI4I/E : Windows -
macOS T3 unicode. LS TIF honorlang :
ascii 7Ew k ASCI
basicebcdic 21— K R—2 1047 |24 5 7=E AR EBCDIC. 77 L Unicode f <= U+007E D&
basicebcdic_37
I— K AR—2 0037 [Zfit o 1=H& &K EBCDIC, 7=72L Unicode f <= U+007E D&
honorlang IRFZ# LC_ALL - LC_CTYPE - LANG AR EhFEF, LANG THESNTWLWSHIa—F
EELBHIGEITIETAN T 7AILRITEREINET,
legacy autoToa—T A4y (FTHHLLALVEDVRTFLIVOA—T42Y) #RHLT,
T7AIVEBERIRL . F£1= honorlang /35 A —ANRE SN TV BIHEIZIE LANG £
ERERLET,
unicode  (EBCDIC-) UTF-8 X M Unicode T>a—FT 4 >4
TARTHDEE YL -CUKIYA—F 145 DEHI
PLOP [k > TREINIEENDI -T2

(XFH) SAE o RAF—%HRELFET ., PLOP_ open_document*( ) NDHHTHFFUH L &Y £ET
ICERET DRELHY ET,

(XFEH)) SAEVRF— EHA) DAL= T7AILDEEEZRELEFT. S4AEVRT7AIL
[&. PLOP_open_documentk( ) ~DFO THEVHEL &Y 1FIC1 ELEFRETEET., HDHWLIES
At RT7A4ILD4ATIE. PLOPLICENSEFILE E WS BEEHTEZ =Y. (Windows DIBA) L
CRMYTEZRLYTHIELELAHETT,

(GRIEME) false DBE. ADLES ALV RXF—NREONLHNEZICHNERESEET ., true
DIBE. 01EH TYITRIITEAVRR—IL] (TR=D) [ZH#> TEEE—K TRENERSI
F9, COA T 3 (&, PLOP open_document*( ) NDFH THMEVUHL LY HLHICEET 2HE
PBYET, ENESAEVRF—NREOMoEZF., COFTVaviFAnoHRbLEFLEFE

Ao TITHILE : true
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%= 8.12 PLOP_set option( ) 233 %5 A—/\ LA T3

*Fvav
logging'

mmiolimit

searchpath’

userlog

Bl

(FFLavURR) R8I TRYRBHRENERELA T3 VRN, HBHWVERT R
A7 a %, PLOPLOGGING E WS IBEEHM T, F/=(d Windows TIEL SR MU M EZ
BELTAHETT, ZOA T a v URMIT R E, URIOMUHE L TRELEA T a Vs
RAUWknJEgezamscny F3d, BEEHENRESINA TV SIHEE. OJREEIE. PLOP.new() ~
DERMNOFVHELOERICHIBESAET,

(B¥) AEYRYTENBIAANT7ALDFAXDLEREE MB (= 1024x 1024 /34 ) BEAT,
AEYIVE VT DESEIX. JEWindows VATLEIZEWNT, UE—R I 7AILBMERIAT
WBBICEARFATELGL B> -BADRBEERET 5 -OICFERATEET., COAF T arv®E0
(£0) ISHETHE. ATRYUIVEVTFEMESNET, TIAILEL :R2EV LTSV E
T+ —LETIE50, £5 THELES 2048

(BEIXEFNDYAL) HFHAB=WIT7AILDADE=T 4L Y R DFEJ/INRBMER /X £
(FEHA), COBRRNRIEHEHRET I ENTEET, FOBE. T MJEFEBESILT,
RESNEZIBIZFERAINAET, ZAXYII922ETTALIMYRICKEMEERITS=0I,
IVAFUNTBELEFTHLoOTHLZETFEMERANS C LE2#HRBLFET, EXFEN (FTaHS {({3D
EERETDE. TIHNLRID Y EETHEEORRIARIY MY NTRTHIBRESAET,
Windows M35%& . searchpath (KL A MY IV M THRETHZEBHARETT, TIAILEL 1

(BEIXFS) ATEELNEHNCEATOSHEICAT I 7 A NAEERFNLZERDOXFS,

AT a v DESERBOFVELICE > TERSED I ENFARETT,
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8.9

A4 & Ex

07 RERERE AR D & AP LEERZ L — AT 52 &M T&ET, Zoarsr 774
NORNEE, T8y 7 BRICESL O REMED S D . £72, PDFlib GmbH ¥R — k2 k- T
RKOONDHEAEDDH Y £9, 1T, PLOP set_option() % M\ T r Jiteiiskz Bk 5 7=

WOA T a T ET

3 8.13 PLOP_set_ option( ) (x93 % O 4 SREkEE X —

*—
logging

userlog

HL
R4~ -OTRBEA T avEEE AT a v R
O 277 4IL~aE—3hB3XFF|

0y GREkA T Y a VI T O ETHEX D 2 ENTEET
» PLOP_set option() @ logging &7 a x4 24T ar U ANELT, #i:

plop.set option("logging={filename={debug.log} remove}");

» PLOPLOGGING £\ 5 BREEZEHN T, 29 525 & W T dnd APLEEA~DOWBIE A A

DOFFH L6 v 7R 2 G T £,

% 8.14 PLOP_set_option() IZx9 % logging A7 avIzdd 69T+ T3y

*_

classes

disable

filename

B3

FTLavyRE) EATLaVAOTRRISRERBL, TOBBT HENAZOLALER

HED. ATVaVURR, LALOEOTERY S REBMEL., EREISREAMELE

. LALELFDEHAPNBMICHYET, 75 RISHLTLUALERRE LA EE 1 A

ALShET (PEIE : api-1).

api FTRTOAPIFUHLE, ZOBMEIMERYIEL EHICOTRELET. api-2 D
&, TRTOAPLFL—RITOBIZAA LR AL THERE A, HhD. FEHEDQEM &
AT avisv—ohEET,

digsig BFEAMERICET S0 5M -

1 EAIER

2 IRELE$R, OCSP & CRL MEF#l, PKCS#I1 SA TS - ROy bk - k—4
ViER

5 SERAZE DM

filesearch SearchPath ™ PVF M5 7 7 A LERDIT &S5 LT 5EAE TR TRY LR,

resource. Windows L X 1) - UPREEND )Y —RZERDFT LS LT EITRTOEAL., TD
)Y —REROERE DT R,

user userlog 7 7 avERAVTSZoNE, A—Y—BEDOTH A,

warning E&%E, bbb, BHRIDHCELRNEMICBET S L TERIS—RRETAT
A5 &8k, warning=2 DIHAE. HINERKESIET (T, PLOP get errmsg() MO B TE
2AVE—CTERRMNEBTREBNODAvE—DE, T7ALERLLES (T7 ML
% searchpath THER) DT THOLRKRDERL O EHEINET,

(GRIE(E) DU RBHFHAEENE. TIAHIL - false

(XZFFH) OF 77 AILDOLAE] (stdout * stderr LZFFHTONET), BEORNEIHDIBEIC
I, HAFZOXREIZEMEINET, SOOY T 7 AILAIL. PLOPLOGFILENAME & WS IRIEEHT
BEZ3ZELAEETY (FOBAICIEIDA T 32 filename IFERENFET), TIAIILE
plop.log (Windows + macOS Tl&/F 4 L ¥ kYA, Unix TIE /tmp H)
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% 8.14 PLOP_set option() 29 % logging A F > avicxd b4 T4 T ay

£
flush

includepid

includetid

includeoid

remove

removeon-

success

restore

save

stringlimit

5159

(GRIEfE) true DIFE. HATLICOAT T 7 A LEFAL T, ROEADEICBURCZ &IT&>
T. HAPRBTERICEEH SIS LS5I1TLFET, ChiEx. FOoISLns5vialTtayd
T7AILDER TN TNSIEEDBIICRIDAREEAH Y TITH, WEZFEEISECLET,
false DIZFE. BT 77 A& 1 BAEFRAMET., TIAI b : false

(GRIE(E, MVS TIIFT) AT 77 A ILEBRICTOERAD 2EHFT. EHOTOELALEA—D
O 27 AN BEFERTBEEICECAEENELT ERETT, TI+ILE : false

(GRIE(E, MVS TIEFT) AT I 7 M ILBRICAL YR D Z&EHFET., A—TOERAHADEHD

ALY RLBR—DOBYT 77 AN B EERTIBEICECNEBEMELT Z2ETT, TIHILE :
false

(GRIE(E, MVS TIEFTE) AT I 7 A ILEBRICHFIT Sz VD EEHFET, A—AL Y FRADE
BOPLOPA ISz AR—DOT 77 (VL EFERTIBEICIXINEFHLT EZRETT,
FI7 4k : false

(GRIEME) true MBS, FHRHAZEZATHIICEEDO O I 7 A(ILHEIBRENEST, TIA4IL
k : false

(GRIZME) BINAES S WRY . £FENi=0%5 77 1)L% PLOP delete() THRELET. “h
[F. RILFRULYFO7T ) 7r—2 a0 THE-FERET HMBEL. BHENICOAFFET HHES
DT BE=DICRIDAREENHY ET, ZDF T 3> % includepid/includetid/includeoid
CHEYIHAEDEDI I LEHELETS,

GREME) IATHOATREITIALALOKE (ChERLATLav YR FTHRESATNS
BDEKRLC) £, WEFAREICRFESNRE~NERSEET.

(GREME) TXTOAYRBEITALRLOKE (ChERLATLav X LTHESATVNS
OERLS) ERELET, TEFTORELALEFEZET.

(BH) THERANXFIRADF S 72BOLER, HBHME0 TEFIR, 774k :0
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8.10 pCOS B %k

PDENOA TV 27 b F— 2 BT 5720 D547 pCOS JIEITHIG L TWET, 2L
WILHIE pCOS N2V 7 7 L 22 B RL TS0,

C++ Java C# double pcos_get_number(int doc, String path)

Perl PHP double pcos_get_number(long doc, string path)

C double PLOP_pcos_get_number(PLOP *plop, int doc, const char *path, ...)

HAE) FRIFE D pCOS NADEETF LT,

doc PLOP_open_document*() THUS L 7= B #h7e (FE N R L,

path BAEA 7Y = 7 L g BEA 7Y = 7 MR 558472 pCOS /XA,

EBMOSIHE (C SEAAAMT AT DR) key BIEICTV—ARVERHLYE, £
TUTHHIE T DAEB OB OEBMBIEE 525 2 ENTEET (%s TLTHI., %d TEEH., %%
ZRHVDE LEONR—=EY FREFIZRY 7). IO O5EEZFATIUE, FIEORIE
RXLFINEZ FTAMER S A NHWBHERT 2 FRINE T 7T, 7L —AFRAT O L
TR, 52 LBMGEFEIC—ETD2L01CT501E, 7747 > MIlOEEITT,

pCOS NAT/RENTAT Y =7 F OFKfE, wBMEDOL G true /e b 1 RS, £9 T
IRNRE 0 BRI VET,

C++ Java C# String pcos_get_string(int doc, String path)

Perl PHP string pcos_get_string(long doc, string path)

C const char *PLOP_pcos_get_string(PLOP *plop, int doc, const char *path, ...)

BHT - BB - XFF] - REBEO VT HDORD pCOS NADEZFFET,
doc PLOP_open_document™() THEUG L 7= B #h7e 3CEH A R L,
path  SCFHN - H0AH - ARl SREE O W TN DA TV = 7 M Tk 2 5847 pCOS /3 A,

BIMOSIEKE (C SHmANA T 47 DR) key BIEIZTV—=ARNERDLHBE. £
NUTHHIET DAEBE OB OBMBIEE 525 2 ENTEET (%s TXTH, %d TEE, %%
ZHVWS L 1LEOAR—R FRREIZRY ), N5 EEFATIVUE, TEOHKIE
R FINE T E BRI SR NDWHE T 2 FRBRE T T, TV —AFRAF O L
BN, B2 58518 C—T DL T5DIE, 7747 MIDEEITT,

pCOS NATRINIZAT V=7 N DED LTS, wBEDOGEA . CFS true ) false 3
WENET,

pCOS MT7/NE—RTEEL TWaWE &, 2 OF TV =2 b DRBXFIDOLEITIL,
ZOBBUIBISNERAESE T, L, Jnforr ATV = 7 ME CUEE#RF—) IXHIR
pCOS &— K T% nocopy=false 7> plainmetadata=true 72 LG+ 25 2 LN TE, F£/.
bookmarks|...]/Title & . pages|...]/annots[...]/ TiE DT XTO/SRE, HlfR pCOS E—F
Tb nocopy=false 72 HLIFF T X £,

Z OB TIE, PDF XENPLEFLNLLTINEIT A S LFHITH L LHHEL TV E
FTo NAFT VT —HDASTLFINAT Y =7 Mk, T T < PLOP_pcos_get_stream()
THRSTHRET, TRARbT — X E—UELINEEA,
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MUuT4 CERBANALT 407 UFHNEBOM 72 L O UTF-8 B CilR SN E 7, RS D LT
. K0 MU EROV TNy 7 s RIS E T, 10 BE2B L5 CT58 7
TV SN EEE, ANy 7 7IEFEMHSNETOT, 10 fE2 B2 5 X7 % FRHIF)
HALZWEAIZE, 7747 MITEOXXTINEBRL TBMERDY T, 2& 2
iE. printf() XOBIETIZZ OEEERK 10 BETHRORHT 2 LR TE £, FRHT 10
8% 48 2 2 SLFFNBMEH SRR HI1E, ZOR Y SIFHNI AN TH D 2 & DMERE
ENTHVDHENLTT,

CHERENA T 4 7 LFHNE CH T v RDT 7 4 /v b wstring #RIZF5 1T % wstring
ELTEENET, zSeries D string AHLE— K T, #551L BOM @721 EBCDIC-UTF-
8 TSN ET,

CAALT 47 BENTZTFHNL, WRIZZOBEBEFRET ETOHWEMHATE £
D

Java *+ .NET : #5533 Unicode U4 & L CHELE N F T,
Perl « PHP « Python * Ruby SFE/NA T 4 7 i B1% UTF-8 74 & L CRfkE N F 5,

C++ const unsigned char *pcos_get_stream(int doc, int *length, string optlist, wstring path)
C# Java byte[ | pcos_get_stream(int doc, String optlist, String path)
Perl PHP string pcos_get_stream(long doc, string optlist, string path)

C const unsigned char *PLOP_pcos_get_stream(PLOP *plop, int doc, int *length, const char *optlist,
const char *path, ...)

stream -+ fstream + SLFEHOWTNNOID pCOS NADEE IS E T,
doc PLOP_open_document*() THUS L 7= B 272 3CEH AV R,

length (C-CH++ EFBNA LT 47 DH) WSNDHARY —LT—F ORI &N MH
NTRTFTANDEA~DRA 2 H,

optlist % 8.15 (2> TW DO OREA TV a v ERET LA T ar U AL,
path ALV —LAT V=7 MiNUFINAT Y = 7 I D 58427 pCOS 73 A,

EBMOSI#HE (C BT AT D) key BIBIZTV—AFRNT BH L 5E,
U T DB O OB A 525 2 LN TE £ (%s TXFH, %d T, %%
ERHWDH E L EOAA—ty FEFIZRY E£T), 26058 EFIHTIE, AIEOHE
RN TFINEE BRI ZENEWHRERT 2 FRBE T ET, L —AFALT DL
R, G2 58MBIERIC—HT 5 L5127 5D1F, 7T 47 MIDZEE T,

RYE ALYV —20XFINIAS TWABREB SN TV ARWIRED T — &, A MU —AFE1TC
FHNNZED L X HHWNE, B b ENTNWRNWTEDOFDOR S LS N IRISORNEN 7
T ENTEDOEMARAT =R REZ R TWARWE X, IKENDE T — #1322 (C- C+
TIEINULL) (2720 £9,
FT 2 MW streamBID & XL, TRTDOT 4 VENA R Y —LONENSBRES
NET (Thbb, EEOET—ZPREINET), 7V 7 MR fstream BH3XF5
DL xIL, T—HXIL PDF 7 7 A NLVNTROMNST2FDOEETHRENETA, 7272045
4 & L C ASCII85 « ASCII-Hex 7 4 LV ZIIBEEINE T,

M pCOS 7 NE—RTEMEL TWARWE & ZOBBIIFISNZRESEET, FISh &L T,
/Root/Metadata 47" = 7 1 Zifl[R pCOS &— K T4 nocopy=false »> plainmetadata=true
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YTy

BT DI LN TEET, path 1S stream - fstream « XFEINEIOA TV = 7 M &L
TV E ZITHBISRIEEL £,

ZETEES TZOMKIT, XFHIEOA TV 2/ NERGT L0 bLERL £T,
PLOP_pcos_get_string() DYt A7V = 7 N &THF A LFHNIE L TROBANETR, £
NETES> TZORKTIE, BRI 7F—ZIC—U0ELZMA £, ATV LFHT—
ZILPDFATHWOND Z LI T, ABIRICHHL LS L L THHETIEIH Y EHA,
TTDT, LFINAT V=7 haNAF VT =2 L L THRT 207 F A b & L CTHET
B, Bz CGHEd e B E RSO —Y —MO&E T,

COM: &2 DI FGAT L N Tul I3 AhTIE, AN —2NERREETHEDICANY 7o
% HWTWET, JavaScript © COM & 5546, IKSNTANY T Y MEVIOE S %
PG 52 LidFsn W EEA (HEL, TNLSAOSEFET COM &1 5 AL HET
EDE

CCHERBNANA T 4 VT I BENTET—F Ny 7 7%, WIZZOBEEKEIFOHTET
DHWIEFEHTEET,

COBRBEFAT S L. POFOLEOAA T+ M T—2FHETEET, 742 M EZE
NENDTH U ERUEDS AU RHFETIZHY . TNTNOIMNFTEES DOBRA
FEALICBEFRALTEVWTERADT, FIABIECOZ LIZBEL TS, BEY
B354 RHFHEERET DITEBFEND T A2 DR FTEHZL TLESLY,

% 8.15 PLOP_pcos_get_stream() [T B AT 3>
73y HH

convert

FIEFA R —LOABNERSNEZNE SHZEHIE (FTAILE :none) :
none RBEENAFUT—R2EL TR, —OIEBRLFEFA,

unicode RNBEZTHFRALT—H2ELT (F7%45 PLOP pcos_get string( ) &£ < RHRIZ) #’kLY,
Unicode 238481t L £3, Unicode ERIGDEEB A VT4 VI DFE. ChixT—4

MNBOMEBE LD UTF-8 HRIZERMEINBZ I EEZEKLET,
COFTavik. POFRTH > IZEONEVT—428 XX R M1 —L4]

(JavaScript ZD-OIZFbHNFET, =1L JavaScript D RKEHMIIA ) —LA T

JETHLAXFINATO 2V PRIZEIHENET) DEHIZBLETT.
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8.11 Unicode ZE#RH %k

C++ string convert_to_unicode(wstring inputformat, string input, wstring optlist)
C# Java string convert_to_unicode(string inputformat, byte[ ] input, string optlist)
Perl PHP string convert_to_unicode(string inputformat, string input, string optlist)
C const char *PLOP_convert_to_unicode(PLOP *p,
const char *inputformat, const char *input, int inputlen, int *outputlen, const char *optlist)

DT =T 4 7 OXFIN %, & & EREAD Unicode ILFHIA~EHL 7,

inputformat A7) CFHNOMIREFEET S Unicode 7F A MERX Ezix=r a—F 1>

T4

» Unicode 7% A MBI : utf8 - ebcdicutf8 - utfi6 - utfi6le - utfibbe - utf32

s TRTONEICHMLBNTNS8E y by a—F 47 & FA MV AT A ETHA
ARER T a—F 47k BT O —F 4 7 pg32 * p936 * CP949 * Cp950
» F—TU—F aquto ITROEMEZFRE L 7 : AJJLFFNC UTF-8 $£721X UTF-16 BOM A3
HIHETENE RO CTHEIREANRES N, RWGAIEIL Y hOV AT Aa—
FR=UThDERBRINET,

input Unicode ~ZH#L 721 3055 (COM TIEANY 7 k)

inputlen (C SFENALT 47 D) ANLFHNOR S &5 FHALT, inputlen =0
DEGEE, NI LTFHN % 52 D ERH Y £7,

outputlen (CEFHENALT 4 7 DH) WEND L FHORS (A FHEALT) &N
ENDAEVNLEA~D C AL ANDRA LA,
optlist ASJOfEFR & Unicode BHD = DA T > a VBEEIREL A7 a v U A b
» R8I IS T AT T 4V Z AT 2 a3 B« charref - escapesequence
» % 8.16 |24 > 7= Unicode 247> = L & : bom - errorpolicy - inflate + outputformat

RUE fEESNTZBIEEFT Y a3 TGt > TANLFFN 6 AR S 7u7z Unicode X551, AT
FHIR, FBES NI ANBRITHERL TR0 & & (B UTF-8 X417 L) 13,
errorpolicy=return OBEITITZED I SCFFNDRE S U, errorpolicy=exception DY5E1Z1%
BISADFEAEL £,

M Z oL, YL ® Unicode SUFHNIEHUIHENL-DOTL X 9, T, Y7 Unicode =2 &
N—=H gt L TR VWRETIE(EE T 52—V —DFEODICR SN TV ET,

MUT CARAUT 47 BENALFINE. A 10 = b U ERFOU 7Ny 7 7 NITKI S
NET, 100EEBZ L XTFHNER SN &SI, Ny 7 7 3HAHESNETOT, 10
il 28 2. B SCFH & RIFFICRIA L 72 W EIid, 7 7 47 > MUTEDOSUTH 2 #HH8L C
BLMERHY £, 72& 213, printf() XOBIETIZZ OB A HA 10 8] £ TREOM S
ZEMTEET, R 10 [l 82 5 30FFINEH I N biX, ZORD CFHIE
HWZHN.TH D Z EDPRIESNTWVAEMNG T,
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% 8.16 PLOP_convert_to_unicode( ) IZ® 3 %4+ T 3>

A7 a3y

bom

charref

errorpolicy

escape-
sequence

inflate

output-
format

.E-i"nlt'

B

(F—T—F, outputformat=utf32 DHFEFIZIFBHEINET) NS FEFT—2 (BOM) ZHAX

FHCMZEMNE I DDA, FEZEHF—T—FK (TI 4L :none) :

add BOMZMAFEY.

keep AAXFF|IZBOM A $H 575 BOM #MAET

none BOM Z A FH Ao

optimize outputformat=utf8 F71=(% ebcdicutfs MDH HXFFHIMEE < U+00TF. DX ¥ S5 2D
HAECHELSMNZIEBOM EMRET,

(GREE(E) true DIBE. HE - XFRASBLET ) ILSBOBERAZAMCLET, T4

L : false

(F—7—F) E]RIS—DIFEEOEE (TIT 4L+ : exception) :

return XFESBHIBRTEHVEEIIRBEX v SV ANMERSNET, ERIS—DBHEIZE
XFIHRERENFET,
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